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Abstract

In this paper, we study the Empirical Risk Minimization (ERM) problem in the non-
interactive Local Differential Privacy (LDP) model. Previous research on this problem
(Smith et al., 2017) indicates that the sample complexity, to achieve error «, needs to
be exponentially depending on the dimensionality p for general loss functions. In this
paper, we make two attempts to resolve this issue by investigating conditions on the loss
functions that allow us to remove such a limit. In our first attempt, we show that if the loss
function is (00, T')-smooth, by using the Bernstein polynomial approximation we can avoid
the exponential dependency in the term of a. We then propose player-efficient algorithms
with 1-bit communication complexity and O(1) computation cost for each player. The
error bound of these algorithms is asymptotically the same as the original one. With some
additional assumptions, we also give an algorithm which is more efficient for the server. In
our second attempt, we show that for any 1-Lipschitz generalized linear convex loss function,
there is an (¢, §)-LDP algorithm whose sample complexity for achieving error « is only linear
in the dimensionality p. Our results use a polynomial of inner product approximation
technique. Finally, motivated by the idea of using polynomial approximation and based on
different types of polynomial approximations, we propose (efficient) non-interactive locally
differentially private algorithms for learning the set of k-way marginal queries and the set
of smooth queries.

Keywords: Differential Privacy, Empirical Risk Minimization, Local Differential Privacy,
Round Complexity, Convex Learning

(©2020 Di Wang, Marco Gaboardi, Adam Smith and Jinhui Xu.

License: CC-BY 4.0, see https://creativecommons.org/licenses/by/4.0/. Attribution requirements are provided
at http://jmlr.org/papers/v21/19-253 . html.


https://creativecommons.org/licenses/by/4.0/
http://jmlr.org/papers/v21/19-253.html

WANG, GABOARDI, SMITH AND XU

1. Introduction

A tremendous amount of individuals’ data is accumulated and shared every day. This
data has the potential to bring improvements in scientific and medical research and to
help improve several aspects of daily lives. However, due to the sensitive nature of such
data, some care needs to be taken while analyzing them. Private data analysis seeks to
combine the benefits of learning from data with the guarantee of privacy-preservation.
Differential privacy (Dwork et al., 2006) has emerged as a rigorous notion for privacy-
preserving accurate data analysis with a guaranteed bound on the increase in harm for each
individual to contribute his/her data. Methods to guarantee differential privacy have been
widely studied, and recently adopted in industry (Near, 2018; Erlingsson et al., 2014).

Two main user models have emerged for differential privacy: the central model and the
local one. In the central model, data are managed by a trusted centralized entity which is
responsible for collecting them and for deciding which differentially private data analysis to
perform and to release. A classical use case for this model is the one of census data (Haney
et al., 2017). In the local model instead, each individual manages his/her proper data
and discloses them to a server through some differentially private mechanisms. The server
collects the (now private) data of each individual and combines them into a resulting data
analysis. A classical use case for this model is the one aiming at collecting statistics from
user devices like in the case of Google’s Chrome browser (Erlingsson et al., 2014), and
Apple’s i08-10 (Near, 2018; Tang et al., 2017).

In the local model, there are two basic kinds of protocols: interactive and non-interactive.
Bassily and Smith (2015) have recently investigated the power of non-interactive differen-
tially private protocols. Because of its simplicity and its efficiency in term of network
latency, this type of protocols seems to be more appealing for real world applications. Both
Google and Apple use the non-interactive model in their projects (Near, 2018; Erlingsson
et al., 2014).

Despite being used in industry, the local model has been much less studied than the
central one. Part of the reason for this is that there are intrinsic limitations in what one
can do in the local model. As a consequence, many basic questions, that are well studied
in the central model, have not been completely understood in the local model, yet.

In this paper, we study differentially private Empirical Risk Minimization in the non-
interactive local model. Before presenting our contributions and showing comparisons with
previous works, we first introduce the problem and discuss our motivations.

Problem setting (Smith et al., 2017; Kasiviswanathan et al., 2011) Given a
convex, closed and bounded constraint set C C RP, a data universe D, and a loss func-
tion £ : C x D — R, a dataset D = {(x1,v1), (x2,¥2), -, (Tn,yn)} € D" with data
records {x;}7 ; C RP and labels (responses) {y;}!"; C R defines an empirical risk func-
tion: L(w;D) = %Z?:l l(w;x;,y;) (note that in some settings, such as mean estima-
tion, there may not be separate labels). When the inputs are drawn i.i.d from an un-

known underlying distribution P on D, we can also define the population risk function:
Lp(w) = Ep~pn[f(w; D)].
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Thus, we have the following two types of excess risk measured at a particular output
Wpriv: The empirical risk,

Errp(wpriv) = L(wpriv; D) — {IuleiélL(w; D),

and the population risk,

Errp (wpriv) = Lp (Wpriv) — min Lp (w).
weC

The problem considered in this paper is to design non-interactive LDP protocols that
find a private estimator wpyiy to minimize the empirical and/or population excess risks.
Alternatively, we can express our goal on this problem in terms of sample complexity: find
the smallest n for which we can design protocols that achieve error at most « (in the worst
case over data sets, or over generating distributions, depending on how we measure risk).

Duchi, Jordan, and Wainwright (2013) first considered the worst-case error bounds
for LDP convex optimization. For 1-Lipchitz convex loss functions over a bounded con-
straint set, they gave a highly interactive SGD-based protocol with sample complexity
n = O(p/e?a?); moreover, they showed that no LDP protocol which interacts with each
player only once can achieve asymptotically better sample complexity, even for linear losses.

Smith, Thakurta, and Upadhyay (2017) considered the round complexity of LDP pro-
tocols for convex optimization. They observed that known methods perform poorly when
constrained to be run non-interactively. They gave new protocols that improved on the
state-of-the-art but nevertheless required sample complexity exponential in p. Specifically,
they showed:

Theorem 1 ((Smith et al., 2017)) Under some assumptions on the loss functions, there
1 a non-interactive e-LDP algorithm such that for all distribution P on D, with probability
1 — B, its population risk is upper bounded by

2
~ . y/Plog”(1/B8) 1
Brrp () < O((V28 W ). 1)
A similar result holds for empirical risk Errp(wpriy). Equivalently, to ensure an error no
more than o, the sample complexity needs to be n = O(\/f)cpe_Qa_(pH)), where ¢ is some

constant (approrimately 2).

Furthermore, lower bounds on the parallel query complexity of stochastic optimization
(e.g., Nemirovski (1994); Woodworth et al. (2018)) mean that, for natural classes of LDP
optimization protocols (based on the measure of noisy gradients), the exponential depen-
dence of the sample size on the dimensionality p (in the terms of a~®+Y) and ¢?) is, in
general, unavoidable (Smith et al., 2017).

This situation is somehow undesirable: when the dimensionality p is high and the target
error is low, the dependency on o~ ®*+1) could make the sample size quite large. However,
several results have already shown that for some specific loss functions, the exponential de-
pendency on the dimensionality can be avoided. For example, Smith et al. (2017) show that,
in the case of linear regression, there is a non-interactive (¢, §)-LDP algorithm whose sample
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complexity for achieving error at most « in the empirical risk is n = O(plog(1/6)e 2a~2).1
This indicates that there is a gap between the general case and some specific loss functions.
This motivates us to consider the following basic question:

Are there natural conditions on the loss function which allow for non-interactive
e-LDP algorithms with sample complexity sub-exponentially (ideally, it should be
polynomially or even linearly) depending on the dimensionality p in the terms
of a or c?

To answer this question, we make two attempts to approach the problem from different
perspectives. In the first attempt, we show that the exponential dependency on p in the
term of a~®*Y can be avoided if the loss function is sufficiently smooth. In the second
attempt, we show that there exists a family of loss functions whose sample complexities is
depending on p. Below is a summary of our main contributions.

Our Contributions:

1. In our first attempt, we investigate the conditions on the loss function guaranteeing
a sample complexity which depends polynomially on p in the term of a. We first
show that by using Bernstein polynomial approximation, it is possible to achieve a
non-interactive e-LDP algorithm in constant or low dimensions with the following
properties. If the loss function is (8,7)-smooth (see Definition 7), then with a sample
complexity of n = (j((copi)pa_(“%)e_z), the excess empirical risk is ensured to be
Errp < a. If the loss function is (0o, T')-smooth, the sample complexity can be further
improved to n = O(4p(p+1)Dgpe_2a_4), where D,, depends only on p. Note that in the
first case, the sample complexity is lower than the one in (Smith et al., 2017) when
a < O(%), and in the second case, the sample complexity depends only polynomially
on o', instead of the exponential dependence as in (Smith et al., 2017). Furthermore,
our algorithm does not assume convexity for the loss function and thus can be applied
to non-convex loss functions.

2. Then, we address the efficiency issue, which has only been partially studied in previous
works (Smith et al., 2017). Following an approach similar to (Bassily and Smith, 2015),
we propose an algorithm for our loss functions which has only 1-bit communication
cost and O(1) computation cost for each client, and achieves asymptotically the same
error bound as the original one. Additionally, we present a novel analysis for the
server showing that if the loss function is convex and Lipschitz and the convex set
satisfies some natural conditions, then there is an algorithm which achieves the error
bound of O(pa) and runs in polynomial time in é (instead of exponential time as in
(Smith et al., 2017)) if the loss function is (oo, T')-smooth.

3. In our second attempt, we study the conditions on the loss function guaranteeing
a sample complexity which depends polynomially on p (in both terms of « and
c). We show that for any 1-Lipschitz generalized linear convex loss function, i.e.,

1. Note that these two results are for non-interactive (¢, 0)-LDP, and we mainly focus on non-interactive
e-LDP algorithms. Thus, we omit terms related to log(1/4) in this paper.
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lw;z,y) = f(yi{w,z;)) for some 1-Lipschitz convex function f, there is a non-
interactive (e, §)-LDP algorithm, whose sample complexity for achieving error « in
empirical risk depends only linearly, instead of exponentially, on the dimensionality
p. Our idea is based on results from Approximation Theory. We first consider the
case of hinge loss functions. For this class of functions, we use Bernstein polynomi-
als to approximate their derivative functions after smoothing, and then we apply the
Stochastic Inexact Gradient Descent algorithm (Dvurechensky and Gasnikov, 2016).
Next we extend the result to all convex general linear functions. The key idea is to
show that any 1-Lipschitz convex function in R can be expressed as a linear combi-
nation of some linear functions and hinge loss functions, i.e., plus functions of inner
product [(w, s)]+ = max{0, (w, s)}. Based on this, we propose a general method which
is called the polynomial of inner product approximation.

4. Finally, we show the generality of our technique by applying polynomial approximation
to other problems. Specifically, we give a non-interactive LDP algorithm for answering
the class of k-way marginals queries, by using Chebyshev polynomial approximation,
and a non-interactive LDP algorithm for answering the class of smooth queries, by
using trigonometric polynomial approximation.

Table 1 shows the detailed comparisons between our results and the results in (Smith
et al., 2017; Zheng et al., 2017).

Preliminary results of this work have already appeared in the 2018 Thirty-second Con-
ference on Neural Information Processing Systems (NeurIPS’18) (Wang et al., 2018) and in
the 2019 Algorithmic Learning Theory (ALT’19) (Wang et al., 2019).

2. Related Work

Differentially private convex optimization, first formulated by Chaudhuri and Monteleoni
(2009) and Chaudhuri, Monteleoni, and Sarwate (2011), has been the focus of an active line
of work for the past decade, such as (Wang et al., 2017a; Bassily et al., 2014; Kifer et al.,
2012; Chaudhuri et al., 2011; Talwar et al., 2015; Wang and Xu, 2019). We discuss here
only those results which are related to the local model.

Kasiviswanathan et al. (2011) initiated the study of learning under local differential
privacy. Specifically, they showed a general equivalence between learning in the local model
and learning in the statistical query model. Beimel et al. (2008) gave the first lower bounds
for the accuracy of LDP protocols, for the special case of counting queries (equivalently,
binomial parameter estimation).

The general problem of LDP convex risk minimization was first studied by Duchi et al.
(2013), which provided tight upper and lower bounds for a range of settings. Subsequent
work considered a range of statistical problems in the LDP setting, providing upper and
lower bounds—we omit a complete list here.

Smith et al. (2017) initiated the study of the round complexity of LDP convex optimiza-
tion, connecting it to the parallel complexity of (non-private) stochastic optimization.

Convex risk minimization in the non-interactive LDP model received considerable recent
attentions (Zheng et al., 2017; Smith et al., 2017; Wang et al., 2018) (see Table 1 for details).
Smith et al. (2017) first studied the problem with general convex loss functions and showed
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Methods

Sample Complexity

Assumption on the Loss Function

| (Smith et al.. 2017 Claim 4)

O(4Pa~PH2)=2)

1-Lipschitz

(Smith et al. 2017 Theorem 10)

O(2Pa~PFT)—2)

1-Lipschitz and Convex

O(pe2a7?2)
O(p(%)élloglog(é? a)(%)ZClog(S a)+2( 1 ))

aZe?

Linear Regression

Smith et al. (2017)
[

Zheng et al. (2017) Smooth Generalized Linear

This Paf)er O((copi)pa*@*%)ed) (8, T)-smooth
This Paper O(4rPt p2e—2a—1) (00, T')-smooth
This Paper p- ((%)O(l/a\)/eo(ﬁ) Hinge Loss
» ij 1
This Paper p- (%)0(1/ ) / OGs) 1-Lipschitz Convex Generalized Linear

Table 1: Comparisons on the sample complexities for achieving error a in the empirical
risk, where ¢ is a constant. We assume that ||z;[|2, ||yi|| < 1 for every ¢ € [n] and
the constraint set ||C|l2 < 1. Asymptotic statements assume €, d,« € (0,1/2) and
ignore dependencies on log(1/9).

that the exponential dependence on the dimensionality is unavoidable for a class of non-
interactive algorithms. In this paper, we investigate the conditions on the loss function that
allow us to avoid the issue of exponential dependence on p in the sample complexity.

The work most related to ours (i.e., the second attempt) is that of (Zheng et al., 2017),
which also considered some specific loss functions in high dimensions, such as sparse lin-
ear regression and kernel ridge regression. The major differences with our results are the
following. Firstly, although they studied a similar class of loss functions (i.e., Smooth
Generalized Linear Loss functions) and used the polynomial approximation approach, their
approach needs quite a few assumptions on the loss function in addition to the smoothness
condition, such as Lipschitz smoothness and boundedness on the higher order derivative
functions, which are clearly not satisfied by the hinge loss functions. Contrarily, our results
only assume the 1-Lipschitz convex condition on the loss function. Secondly, even though
the idea in our algorithm for the hinge loss functions is similar to theirs, we also consider
generalized linear loss function by using techniques from approximation theory.

Kulkarni et al. (2017); Zhang et al. (2018) recently studied the problem of releasing
k-way marginal queries in LDP. They compared different LDP methods to release marginal
statistics, but did not consider methods based on polynomial approximation.

For other problems under LDP model, (Bun et al., 2018; Bassily and Smith, 2015; Bassily
et al., 2017; Hsu et al., 2012) studied heavy hitter problem, (Ye and Barg, 2017; Kairouz
et al., 2016; Wang et al., 2017b; Acharya et al., 2018) considered local private distribution
estimation. The polynomial approximation approach has been used under the central model
in (Alda and Rubinstein, 2017; Wang et al., 2016; Thaler et al., 2012; Zheng et al., 2017).
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3. Preliminaries

Differential privacy in the local model. In LDP, we have a data universe D, n players
with each holding a private data record xz; € D, and a server coordinating the protocol. An
LDP protocol executes a total of 1" rounds. In each round, the server sends a message,
which is also called a query, to a subset of the players requesting them to run a particular
algorithm. Based on the query, each player 7 in the subset selects an algorithm @);, runs it
on her own data, and sends the output back to the server.

Definition 2 (FEufimievski et al., 2003; Dwork et al., 2006) An algorithm Q is (e, 0)-locally
differentially private (LDP) if for all pairs z,2' € D, and for all events E in the output
space of @), we have

PriQ(x) € E] < e Pr{Q(2)) € E] +6.

A multi-player protocol is (€,6)-LDP if for all possible inputs and runs of the protocol, the
transcript of player i’s interaction with the server is (e,€)-LDP. If T = 1, we say that the
protocol is € non-interactive LDP. When § = 0, we call it is e-LDP.

Algorithm 1 1-dim LDP-AVG

1: Input: Player i € [n] holding data v; € [0, b], privacy parameter e.
2: for Each Player i do

3: Send z; = v; + Lap(%)

4: end for

5. for The Server do

6 Output a = 2 3% | .

7: end for

Since we only consider non-interactive LDP through the paper, we will use LDP as
non-interactive LDP below.

As an example that will be useful throughout the paper, the next lemma shows a
property of an e-LDP algorithm for computing 1-dimensional average.

Lemma 3 For any € > 0, Algorithm 1 is e-LDP. Moreover, if player i € [n] holds value
v; € [0,b] and n > 10g% with 0 < B < 1, then, with probability at least 1 — 3, the output
a € R satisfies:

1
P )< Y =
\a RZM_ ne

Bernstein polynomials and approximation We give here some basic definitions that
will be used in the sequel; more details can be found in (Alda and Rubinstein, 2017; Lorentz,
1986; Micchelli, 1973).

Definition 4 Let k be a positive integer. The Bernstein basis polynomials of degree k are
defined as by p(x) = (k)x”(l —2)FY forv=0,--- k.

v
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Definition 5 Let f : [0,1] — R and k be a positive integer. Then, the Bernstein polynomial
of f of degree k is defined as By(f;x) = Zﬁ:o f(v/k)by k(x). We denote by By, the Bernstein
operator B(f)(x) = Bi(f,x).

Bernstein polynomials can be used to approximate some smooth functions over [0, 1].

Definition 6 ((Micchelli, 1973)) Let h be a positive integer. The iterated Bernstein
operator of order h is defined as the sequence of linear operators B,S:h) =1—-(I-B)"=
Z?:l (};)(—1)“13};, where I = BY) denotes the identity operator and By, is defined as Bj, =
By o B’]z_l. The iterated Bernstein polynomial of order h can be computed as B,(Ch)(f;a:) =
S o SR (), where b)) = S0y (1) (= 1) B (bus 2).

Iterated Bernstein operator can well-approximate multivariate (h,T')-smooth functions.

Definition 7 ((Micchelli, 1973)) Let h be a positive integer and T > 0 be a constant. A
function f : [0,1]P + R is (h, T)-smooth if it is in class C*([0,1]P) and its partial derivatives
up to order h are all bounded by T. We say it is (oo, T)-smooth, if for every h € N it is
(h, T)-smooth.?

Note that (h,T)-smoothness is incomparable with the Lipschitz smoothness. In (h,T)-
smoothness, we assume it is smooth up to the A-th order while Lipschitz smooth is only for
the first order, from this view, (h,T")-smoothness is stronger than the Lipschitz smoothness.
However, in Lipschitz smoothness we assume the gradient norm of the function will be
bounded by some constant while (h, T')-smoothness assumes that each partial derivative (or
each coordinate of the gradient) is bounded by some constant, so from this view Lipschitz
smoothness is stronger than (h,T')-smoothness.

Lemma 8 ((Micchelli, 1973)) If f : [0,1] — R is a (2h,T')-smooth function, then for all
positive integers k and y € [0, 1], we have |f(y) — B,(ch)(f;y)\ < TDypk™", where Dy, is a
constant independent of k, f and y.

The above lemma is for univariate functions, which has been extended to multivariate
functions in Alda and Rubinstein (2017).

Definition 9 Assume f :[0,1]P — R and let k1,--- ,kp, h be positive integers. The multi-

variate iterated Bernstein polynomial of order h at y = (y1,...,yp) is defined as:
kj
h V1 v h
BY i) =D D0 fG e O T ). (2)
j=1v;=0 1 P =1
We denote By" = B\ , (fiy) if b=k =" =ky.

Lemma 10 ((Alda and Rubinstein, 2017)) If f : [0,1]P — R is a (2h,T)-smooth func-
tion, then for all positive integers k and y € [0,1]P, we have

1f(y) = B ()] < OTDyk™™).

Where Dy, is a universal constant only related to h.

2. C"([0,1]”) means the class of functions that is h-th order smooth in the interval [0, 1]7.
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In the following, we will rephrase some basic definitions and lemmas on Chebyshev
polynomial approximation.

Definition 11 The Chebyshev polynomials {T (x)n}n>0 are recursively defined as follows
To(x) =1, T1i(z) =z and Tpy1(x) = 22T () — Tp—1(x).
It satisfies that for any n > 0

cos(narccos(x)), if |z| < 1
Tn(x) = < cosh(narccosh(z)), if v > 1
(—=1)™ cosh(narccosh(—zx)), if x < —1

Definition 12 For every p > 0, let I, be the ellipse I' of foci 1 with major radius 1 + p.

Definition 13 For a function f with a domain containing in [—1,1], its degree-n Cheby-

shev truncated series is denoted by Pn(x) = Y ,_,arTi(z), where the coefficient aj =
2— 1k: 2—1[k=0] fl f(x) ’7';€(x)d‘r
Vi-a?

Lemma 14 (Cheybeshev Approximation Theorem (Trefethen, 2013)) Let f(z) be
a function that is analytic on I, and has |f(z)] < M on I',. Let P,(x) be the degree-n
Chebyshev truncated series of f(x) on [—1,1]. Then, we have

2M
max Py(2)| < ———0+p+V20+p>)7",
pax |f(z) = Palz)] o 2erpg( p+V2p+p%)

lao] < M, and |ag| <2M(1+p+/2p+ p?) 7"

The following theorem shows the convergence rate of the Stochastic Inexact Gradient
Method (Dvurechensky and Gasnikov, 2016), which will be used in our algorithm. We
first give the definition of inexact oracle (see Appendix C for the algorithm of SIGM).

Definition 15 For an objective function f, a (v,[,0) stochastic oracle returns a tuple
(Fy go(w; &), Gypo(w;&)) (€ means the randomness in the algorithm) such that

Eé[F'y,ﬁ,a<w; f)] = f'y,B,cr(w>v
E¢[Gr p,0(w; §)] = gy,6,0(w),
Ee[[|Gy p,0(w; €) — gmﬁ,a(w)”%] <o?

B
0< F(0) ~ Fopa() — (g 50 (w).0 — ) < 2o~ wl? 4 7. v0,0 € C.
Lemma 16 ((Dvurechensky and Gasnikov, 2016)) Assume that f(w) is endowed with

a (v, B,0) stochastic oracle with B > O(1). Then, the sequence wy, generated by SIGM al-
gorithm satisfies the following inequality

o 2
Bl ()~ mip o) < (2 2L +
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4. LDP-ERM with Smooth Loss Functions

In this section, we will mainly focus on reducing the sample complexity of é We first show
that if the loss function is co-smooth (with some additional assumptions), then its sample
complexity can be reduced to only polynomial in é instead of exponential dependency in
the previous paper. Then we talk about how to reduce the communication and computation
cost for each user and also provide an algorithm which can let the server solve the problem
more efficient.

In this section, we impose the following assumptions on the loss function.
Assumption 1: We let x denote (z,y) for simplicity unless specified otherwise. We assume
that there is a constraint set C C [0, 1]? and for every x € D and w € C, £(-; x) is well defined
on [0,1]” and ¢(w; x) € [0, 1]. These closed intervals can be extended to arbitrarily bounded
closed intervals.

Note that our assumptions are similar to the ‘Typical Settings’ in (Smith et al., 2017),
where C C [0,1]? appears in their Theorem 10, and ¢(w;z) € [0,1] from their 1-Lipschitz
requirement and [|C|j2 < 1. We note that the above assumptions on x;,y; and C are quite
common for the studies of LDP-ERM (Smith et al., 2017; Zheng et al., 2017).

4.1 Basic Idea

Definition 9 and Lemma 10 tell us that if the value of the empirical risk function, i.e. the

average of the sum of loss functions, is known at each of the grid points (9%, 2 - %p), where
(v1,-++,vp) € T ={0,1,--- , k}P for some large k, then the function can be well approxi-

mated. Our main observation is that this can be done in the local model by estimating the
average of the sum of loss functions at each of the grid points using Algorithm 1. This is
the idea of Algorithm 2.

Algorithm 2 Local Bernstein Mechanism
1: Input: Player ¢ € [n] holds a data record z; € D, public loss function ¢ : [0,1]? x D
[0, 1], privacy parameter € > 0, and parameter k.

2: Construct the grid 7 = {%,..., %’}{Ul’_._’%}, where {v1,...,v,} € {0,1,--- ,k}P.

3: for Each grid point v = (%,...,%2) € T do

4: for Each Player i € [n] do

5: Calculate £(v; ;).

6: end for

7: Run Algorithm 1 with € = m and b = 1 and denote the output as L(v; D).

8: end for

9: for The Server do

10: Construct Bernstein polynomial, as in (2), based on the perturbed empirical loss
function values {L(v; D)}yer. Denote L(-; D) the corresponding function.

11: Compute wpriy = arg ming,ec f}(fw; D).

12: end for

10
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Theorem 17 For any € > 0 and 0 < 3 < 1, Algorithm 2 is e-LDP.?> Assume that the
loss function £(-;x) is (2h,T)-smooth for all x € D, some positive integer h and constant

] ) N log L 4p(h+1)
T = O(1). If the sample complexity n satisfies the condition of n = O(Bi), then

272
EDh

by setting k = O((M)%ﬂ), with probability at least 1 — B we have:

2(h+1)p llog %

Errp(wpriv) < o) - - ) , (3)

__h £ _p h
(10g2<h+P> (3D prm 2 PR
n 2(h+p) ¢ htp

where O hides the log and T terms.

Proof The proof of the e-LDP comes from Lemma 3 and the basic composition theorem
of differential privacy. Without loss of generality, we assume that T=1.

To prove the theorem, it is sufficient to estimate sup,ecc |L(w; D) — L(w; D)| < « for
some «. Since if it is true, denoting w* = argmin,ec L(w; D), we have L(wpiv; D) —
L(w*; D) < L(wpriv; D) — L(wpriv; D) + L(wpriv; D) — L(w*; D) + L(w*; D) — L(w*; D) <
L(wpriv; D) — L(wpiv; D) + L(w*; D) — L(w*; D) < 2a.

Since we have

sup |L(w; D) — L(w; D)| < sup |L(w; D) — B (L, w)| + sup [BY" (L, w) — L(w; D)|.
wel wel weC

The second term is bounded by O(thkih) by Lemma 10.
For the first term, by (2) and Algorithm 2, we have

p k P
sup L(w; D) = Bi(L,w)| < max|L(v; D) = Lo D)l sup 7 37 [T[ Wkl ()
v we

wec j=1v;=0 i=1

By Proposition 4 in (Alda and Rubinstein, 2017), we have

The following lemma bounds the term of max,e7 |L(v; D) — L(v; D)|, which is obtained by
Lemma 3.

Lemma 18 If0 < f < 1,k and n satisfy the condition of n > plog(2/5)log(k + 1), then
with probability at least 1 — 3, for each v € T, the following holds

~ (,/logé\/ﬁ\/log(k)(k—k 1)p)

|L(v; D) — L(v; D)| < O e

3. Note that we can use Advanced Composition Theorem in (Dwork et al., 2014) to reduce the noise. For
simplicity, we omit it here; the following algorithms are also the same.

11
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Proof [Proof of Lemma 18] By Lemma 3, for a fixed v € T, if n > log %, we have, with

. - 2,/log 3 . .
probability 1 — 8, |L(v; D) — L(v; D)| < N Taking the union of all v € 7 and then

taking 8 = (kfl)p (since there are (k+ 1)P elements in 7) and € = CESV
]

kH)p, we get the proof.

By the fact that (k+ 1) < 2k, we have in total

~ Dip 2(h+1)p 1og Vplog kkP
. _ . <
sup |L(w: D) — L(ws D)| < (2L + - ) 6

gp(h+1)
2
e2pD3

Now, we take k = O(M)#P. Since n = O(

2<h+1)17 /log %

), we have logk > 1. Plugging

it into (5), we get

i  log (1) DT pi et o Dt
sup | L(w; D) — L(w; D)| < O( T— )
wel \/mn 2(h+p) ¢ h+p
- logﬁ(%)pg%’lpﬁg(hﬂ)p
o( TR )-

n 2(h+p) ¢ h+p

Also, we can see that n > plog(2/5)log(k + 1) is true for n = O(ipgt;?). Thus, the
h

theorem follows. [ |

From (3) we can see that in order to achieve error «, the sample complexity needs to
be

~ 2p
= O(log ;thpp,’; 4(h+1)P€—2a—(2+27p))' (6)

This implies the following special cases.

Corollary 19 If the loss function ((-;x) is (8, T)-smooth for all x € D and some constant
T, and n,e, B,k satisfy the condition in Theorem 17 with h = 4, then with probability at
least 1 — 3, the sample complexity to achieve o error is

n—O( (2+5) e~ 45\/7}04 )

Note that the sample complexity for general convex loss functions in (Smith et al.,
2017) is n = O(a_(p+1)e_22p), which is considerably worse than ours when a < O(%), that
is either in the low dimensional case or with high accuracy.

Corollary 20 If the loss function £(-;x) is (0o, T)-smooth for all x € D and some constant
T, and n,e, B,k satisfy the condition in Theorem 17 with h = p, then with probability at
least 1 — 3, the output wpryw of Algorithm 2 satisfies:

11
log %4Dﬁpiﬂ(p+l)p

1
n4e

Errp(wpriv) < é(

)

[N

12
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where O hides the log and T terms. Thus, to achieve error o, with probability at least 1 — 3,
the sample complexity needs to be

log %4p(p+1) )

~ 1
_ p(p+1) 2, —2 —4
n= O(max{4 log()Dppe “a™7, eQD]% (7)

It is worth noticing that from (6) we can see that when the term % grows, the term «
decreases. Thus, for loss functions that are (oo, T)-smooth, we can get a smaller dependency
than the term a~* in (7). For example, if we take h = 2p, then the sample complexity

2 log L p?
is n = O(max{c) log %Dgp\/ﬁe_Qa_?’, Oegzg;
2p
the dependency on the error becomes a2, which is the optimal bound, even for convex
functions.

}) for some constants ¢,ca. When h — oo,

Our analysis on the empirical excess risk does not use the convexity assumption. While
this gives a bound which is not optimal, even for p = 1, it also says that our result holds for
non-convex loss functions and constrained domain set, as long as they are smooth enough.

From (7), we can see that our sample complexity is lower than the one in (Smith et al.,
2017) when a < O(ﬁ). It is notable that this bound is less reasonable since in practice
could be very large. However, there are still many cases where the condition still holds. For
example, in low dimensional space to achieve the best performance for ERM, quite often
the error is set to be extremely small, e.g., « = 10719 ~ 10714(Johnson and Zhang, 2013).

Using the convexity assumption of the loss function, we can also give a bound on the
population excess risk. Here we will show only the case of (00, T"), as the general case is
basically the same.

Theorem 21 Under the conditions in Corollary 20, if we further assume that the loss
function ((-; ) is convex and 1-Lipschitz for all x € D, then with probability at least 1 — 20,
we have:

Errp(wpriy) < O( T

That is, if we have sample complexity

log L4p(P+1)

272
er

,(V/Iog 1/8)? D3p2grrt) =3¢ 12512

n= é(max{

then Errp(wpriy) < a.

Corollary 20 provides a partial answer to our motivational questions. That is, for loss
functions which are (oo, T)-smooth, there is an e-LDP algorithm for the empirical and
population excess risks achieving error o with sample complexity which is independent of
the dimensionality p in the term of . This result does not contradict the results in (Smith
et al., 2017). Indeed, the example used to show the unavoidable dependency between the
sample complexity and a~2P) to achieve an « error, is actually non-smooth.

13
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4.2 More Efficient Algorithms

Algorithm 2 has computational time and communication complexity for each player which
are exponential in the dimensionality. This is clearly problematic for every realistic practical
application. For this reason, in this section, we investigate more efficient algorithms. For
convenience, in this section we focus only on the case of (0o, T')-smooth loss functions, but
our results can easily be extended to more general cases.

We first consider the computational issue on the users side. The following lemma,
shows an e-LDP algorithm (which is different from Algorithm 1) for efficiently computing
p-dimensional average (notice the extra conditions on n and p compared with Lemma 3).

Lemma 22 ((Nissim and Stemmer, 2018)) Consider player i € [n] holding data v; €
RP with coordinate between 0 and b. Then for 0 < 8 < 1, 0 < € such that n > 8p log(%p) and
Vn > 1?21 /log %, there is an e-LDP algorithm, LDP-AVG, with probability at least 1 — 3,
the output a € RP satisfying*:

n

1 bp D
. 1. < .
E'Ié%i}}( la; " ; 1 [vi];| < O( — log =)

Moreover, the computational cost for each user is O(1).

By using Lemma 22 and by discretizing the grid with some interval steps, we can design
an algorithm which requires O(1) computation time and O(logn)-bits communication per
player (see (Nissim and Stemmer, 2018) for details; in Appendix B we have an algorithm
with O(log logn)-bits communication per player). However, we would like to do even better
and obtain constant communication complexity.

Instead of discretizing the grid, we apply a technique, proposed first by Bassily and
Smith (2015), which permits us to transform any ‘sampling resilient’ e-LDP protocol into
a protocol with 1-bit communication complexity (at the expense of increasing the shared
randomness in the protocol). Roughly speaking, a protocol is sampling resilient if its output
on any dataset S can be approximated well by its output on a random subset of half of the
players.

Since our algorithm only uses the LDP-AVG protocol, we can show that it is indeed
sampling resilient. Inspired by this result and the algorithm behind Lemma 22, we propose
Algorithm 3 and obtain the following theorem.

Theorem 23 For any 0 < € < In2 and 0 < B < 1, Algorithm 3§ is e-LDP. If the loss
~ log 1 gp(p+1

)
function £(-;x) is (0o, T')-smooth for all x € D and n = O(max{—255—, p(k+1)P log(k +
1), 6% log %}), then by setting k = O((M)ﬁ), the results in Corollary 20 hold with

2(P+1)p /log %

probability at least 1 — 453. Moreover, for each player the time complezity is O(1), and the
communication complexity is 1-bit.

4. Note that here we use an weak version of their result, one can get a finer analysis. For simplicity, we
will omit it in the paper.

14
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Algorithm 3 Player-Efficient Local Bernstein Mechanism with 1-bit communication per

player

1:

Input: Player i € [n] holds a data record z; € D, public loss function ¢ : [0,1]P x D
[0, 1], privacy parameter € < In2, and parameter k.

Preprocessing:

Generate n independent public strings

y1 =Lap(g), -, yn = Lap(;).

Construct the grid 7 = {4, ..., %}{%_._7%}, where {v1i,...,vp,} € {0,1,--- , k}P.
Partition randomly [n] into d = (k + 1)P subsets Iy, I, - - - , 14, and associate each I; to
a grid point T (j) € T.

7. for Each Player i € [n] do

10:
11:
12:
13:
14:
15:
16:
17:

18:

19:
20:

21:
22:

Find I; such that i € I;. Calculate v; = (T (1); z;).
1 Pr[vi+Lap(3)=yi]
2 PrlLap(;)=yi]
Sample a bit b; from Bernoulli(p;) and send it to the server.
end for

Compute p; =

for The Server do
fori=1---ndo
Check if b; = 1, set Z; = y;, otherwise Z; = 0.
end for
for each [ € [d] do
Compute vy = u—"l' dier, %
) Denote the corresponding grid point (%,...,%) € T of I;, then denote
L((%v B %)5 D) = .
end for

Construct Bernstein polynomial for the perturbed empirical loss {L(v; D) }ver as in
Algorithm 2. Denote L(-; D) the corresponding function.

Compute wpriy = arg ming,ec I}(w; D).
end for

15
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Now we study the algorithm from the server’s computational complexity perspective.
The polynomial construction time complexity is O(n), where the most inefficient part is
finding wpriv = arg minyec L(w; D). In fact, this function may be non-convex; but unlike
general non-convex functions, it can be a-uniformly approximated by the empirical loss
function L(+; D) if the loss function is convex (by the proof of Theorem 17), although we do
not have access to the empirical risk function. Thus, we can see this problem as an instance
of Approximately-Convex Optimization, which has been studied recently by (Risteski and
Li, 2016). Before doing that, we first give the definition of the condition on the constraint
set.

Definition 24 ((Risteski and Li, 2016)) We say that a convez set C is p-well condi-

tioned for p > 1, if there exists a function F : RP — R such that C = {x|F(z) < 0} and for
V2F

everyxeaszg,u.

Lemma 25 (Theorem 3.2 in (Risteski and Li, 2016)) Let ¢, A be two real numbers

such that A < max{ uiﬁ’ z%} X m. Then, there exists an algorithm A such that for any
given A-approzimate convez function f over a w-well-conditioned convexr set C C RP of
diameter 1 (that is, there exists a 1-Lipschitz convex function f : C — R such that for every
z € C,|f(x) — f(z)| < A), A returns a point & € C with probability at least 1 — ¢ in time

Poly(p, 1,1og %) and with the following guarantee: f(Z) < mingec f(z) + €.

Based on Lemma 25 (for L(w; D)) and Corollary 20, and taking € = O(pa), we have the
following.

Theorem 26 Under the conditions in Corollary 20, and assuming that n satisfies n =
O(4pP+1) log(1/8)D2pe2a~*), that the loss function ((-;x) is 1-Lipschitz and convex for
every x € D, that the constraint set C is convezr and ||C||2 < 1, and satisfies p-well-condition

property (see Definition 24), if the error « satisfies o < C’p\“/]3 for some universal constant
5

C, then there is an algorithm A which runs in Poly(n, é,log%) time for the server,
with probability 1—20 the output Wy, of A satisfies L(yrin; D) < mingee L(w; D)+0(pa),
which means that Errp(Wpriy) < O(par).

and

Combining Theorem 26 with Corollary 20, and taking o = %, we have our final result:

Theorem 27 Under the conditions of Corollary 20, Theorem 28 and 26, for any C% >
a > 0, if we further set

n=04*P ™ log(1/8)D2p°e 2a ™),

then there is an e-LDP algorithm, with O(1) running time and 1-bit communication per
player, and Poly(é,log%) running time for the server. Furthermore, with probability at
least 1 — 503, the output Wpyiy satisfies Errp(Wpriy) < O(a).

Note that comparing with the sample complexity in Theorem 27 and Corollary 20, we have
an additional factor of O(p*); however, the a terms are the same.

5. Note that since here we assume n is at least exponential in p, thus the algorithm is not fully polynomial.
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5. LDP-ERM with Convex Generalized Linear Loss Functions

In Section 4, we have seen that under the condition of (co,7’)-smoothness for the loss
function, the sample complexity can actually have polynomial dependence on p and «.
However, as shown in (7), there is still another exponential term ® in the sample complexity
that needs to be removed.

In this section, we show that if the loss function is generalized linear, the sample complex-

ity for achieving error « is only linear in the dimensionality p. We first give the assumptions
that will be used throughout this section.
Assumption 2: We assume that ||z;]|2 < 1 and |y;| < 1 for each i € [n] and the constraint
set ||C|l2 < 1. Unless specified otherwise, the loss function is assumed to be generalized
linear, that is, the loss function ¢(w;x;,y;) = f(yi(x;,w)) for some 1-Lipschitz convex
function f.

The generalized linear assumption holds for a large class of functions such as Generalized
Linear Model and SVM. We also note that there is another definition for general linear
functions, {(w;z,y) = f((w,x),y), which is more general than our definition. This class of
functions has been studied in (Kasiviswanathan and Jin, 2016); we leave as future research
to extend our work to this class of loss functions.

5.1 Sample Complexity for Hinge Loss Function

We first consider LDP-ERM with hinge loss function and then extend the obtained result
to general convex linear functions.

The hinge loss function is defined as £(w; z;, y;) = f(yi{zi,w)) = [3 — yi{w, )]+, where
the plus function [z]; = max{0,z}, i.e., f(z) = max{0, 3 —z} for z € [~1,1].5 Note that to
avoid the scenario that 1 — y;(w, x;) is always greater than or equal to 0, we use %, instead
of 1 as in the classical setting.

Before showing our idea, we first smooth the function f(z). The following lemma shows
one of the smooth functions that is close to f in the domain of [—1,1] (note that there are
other ways to smooth f; see (Chen and Mangasarian, 1996) for details).

-

1t /(A —2)24+82
Lemma 28 Let fg(z) = 2 - (g ikl

have

be a function with parameter § > 0. Then, we

1. |fa(x) — f(x)|oo < 5, Vz € R,
2. fa(x) is 1-Lipschitz, that is, f'(x) is bounded by 1 for x € R.
3. fgis %—smooth and convex.

4. fy(z) is (2,0(%))-smooth if B<1.

The above lemma indicates that fg(x) is a smooth and convex function which well
approximates f(x). This suggests that we can focus on fg(y;(w, z;)), instead of f. Our idea
is to construct a locally private (v, 8,0) stochastic oracle for some v, 3,0 to approximate

6. The reader should think about about particular function f, not just a general f.
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f5(yi(w, ;) in each iteration, and then run the SIGM step of (Dvurechensky and Gasnikov,
2016). By Lemma 28, we know that f5 is (2, O(é))-smooth; thus, we can use Lemma 8 to
approximate fé(x) via Bernstein polynomials.

Let Py(z) = Z?:o Ci (f)xl(l —2)97" be the d-th order Bernstein polynomial (¢; = f/g(é)
, Where max,¢c(_q j | Py(x) — ( <5 (ie, d= Chrg - for some constant ¢ > 0). Then, we
have Vo l(w; z,y) = £ (y(w, z))yzT, whlch can be approxmlated by [Zf 0 cZ (d)(y< o)) (1—
y(w, 2))*y2zT. The idea is that 1f (y(w, z))", (1 —y(w,z))** and yzT can be approx-
imated locally differentially privately by directly adding d + 1 numbers of independent
Gaussian noises, which means it is possible to form an unbiased estimator of the term
[Z?:O Ci (?) (y(w, 2))* (1 — y(w, 2))?**|yzT. The error of this procedure can be estimated by
Lemma 16. Details of the algorithm are given in Algorithm 4.

Algorithm 4 Hinge Loss-LDP
1: Input: Player ¢ € [n] holds data (z;,y;) € D, where ||zil]|l2 < 1,||yill2 < 1; privacy
parameters €, 0; Py(z) = Zj 0 Ci (d):cj(l x)%~7 be the d-th order Bernstein polynomlal

for the function of fj, where ¢; = fﬁ(g) and fg(x) is the function in Lemma 28.
2: for Each Player i € [n] do

Calculate z; 0 = z; + 050 and y;0 = y; + 2i,0, Where g;9 ~ N
Zig ~ N(O, 3210g(512.25/5))‘

(O, 32 10g(€1225/5) Ip) and

W

4: for j=1,---,d(d+1) do
2 2
5: Tij = Ty + 034,55 where Oij ~ N(O, 810g(1.25/€g)d (d+1) Ip)
6: Yij = Yi + 2ij, where z; ; ~ N (0, 810g(1'25/£)d2(d+1)2)
6 end for
8: Send {;;};= dH) and {yz,]} dH to the server.
9: end for

10: for the Server side do
11: fort=1,2,--- ,ndo

12: Randomly sample i € [n] uniformly.
13: Set tio=1
14: for j=0,---,ddo
idt
15: tij = H] jd+1yz e(we, ;) and tj0 =1
16: Sij = Hi;d—;(;-y-]-i-l(l Yik(we, 1)) and s, 4 =1
17: end for
18: Denote G(wy, i) = (Z?:o cj (?)ti’js@j)yi’ox%.
19: Update SIGM in (Dvurechensky and Gasnikov, 2016) by G(wy,1)
20: end for
21: end for

22: return w,

Theorem 29 For each i € [n], the term G(wy, i) generated by Algorithm 4 will be an

(CZ“, }3, O(d62€+3[ + o+ 1)) stochastic oracle (see Definition 15) for function Lg(w;D) =

}IZZZI f8(yi(zi, w)), where fg is the function in Lemma 28, where Cy is some constant.
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From Lemmas 28, 16 and Theorem 29, we have the following sample complexity bound
for the hinge loss function under the non-interactive local model.

Theorem 30 For any € > 0 and 0 < 6 < 1, Algorithm 4 is (€,9) non-interactively locally

differentially private.” Furthermore, for the target error o, if we take B = T andd= 62% =

O(%) Then with the sample size n = O(%), the output w,, satisfies the following
inequality
EL(wy, D) — min L(w, D) < a,

weC

where C' is some constant.

Remark 31 Note that the sample complexity bound in Theorem 30 is quite loose for pa-
rameters other than p. This is mainly due to the fact that we use only the basic com-
position theorem to ensure local differential privacy.® It is possible to obtain a tighter
bound by using Advanced Composition Theorem (Dwork et al., 2010) (this is the same
for other algorithms in this section). Details of the improvement are omitted from this
version. We can also extend to the population risk by the same algorithm, the main

a 1 O(d“Q‘f\/ﬁ

difference is that now G(w,i) is a (5,3, oap - ta+ 1)) stochastic oracle, where

0% = Egyplll(w;z,y) — B yopl(w;z,y)|3. For simplicity of presentation, we omitt
the details here.

5.2 Extension to Generalized Linear Convex Loss Functions

In this section, we extend our results for the hinge loss function to generalized linear convex
loss functions L(w, D) = 2 3™ | f(y;(x;,w)) for any 1-Lipschitz convex function f.

One possible way (for the extension) is to follow the same approach used in previous
section. That is, we first smooth the function f by some function fz. Then, we use Bernstein
polynomials to approximate the derivative function fé, and apply an algorithm similar to
Algorithm 4. One of the main issues of this approach is that we do not know whether
Bernstein polynomials can be directly used for every smooth convex function. Instead,
we will use some ideas in approximation theory, which says that every 1-Lipschitz convex
function can be expressed by a linear combination of the absolute value functions and linear
functions.

To implement this approach, we first note that for the plus function f(x) = max{0,z},
by using Algorithm 4 we can get the same result as in Theorem 30. Since the absolute value
function |z| = 2max{0,2} — x, Theorem 30 clearly also holds for the absolute function.
The following key lemma shows that every 1-dimensional 1-Lipschitz convex function f :
[—1,1] — [—1,1] is contained in the convex hull of the set of absolute value and identity
functions. We need to point out that Smith et al. (2017) gave a similar lemma. Their proof
is, however, somewhat incomplete and thus we give a complete one in this paper.

7. Note that in the non-interactive local model, (¢, d)-LDP is equivalent to e-LDP by using the protocol
given in Bun et al. (2018); this allows us to omit the term of §.

8. There could be some improvement on the term of é if we use advanced composition theorem. However,
since the dependency of é is already exponential, and it will be still exponential after the improvement.
So here the improvement will be very incremental.
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Lemma 32 Let f : [-1,1] — [—1,1] be a 1-Lipschitz convex function. If we define the
distribution Q which is supported on [—1,1] as the output of the following algorithm:

1. first sample v € [f'(—1), f'(1)] uniformly,

2. then output s such that u € Of(s) (note that such an s always exists due to the fact
that f is convex and thus [’ is non-decreasing); if multiple number of such as s exist,
return the mazximal one,

then, there exists a constant ¢ such that

) = (=1
2

S+ (=1

Vo e [-1,1], f(0) = 5

Esw0ll — s| + 0+ c.

Proof Let g(f) = Eswg|s —0|. Then, we have the following for every 6, where f’(6) is well
defined,

g,(a) = ESNQDSSG] - ESNQ[18>9]
[f'(0) — f/(=1)] = [f'(1) — f'(¥)]
() = f(=1)
_2f(0) = (f'(1) + f/(=1))
@)= f(=1) '

Thus, we get

") — f'(—1 "(1 "(—1
Next, we show that if F'(6) = f'(0) for every 6 € [0, 1], where f'(0) is well defined, there is
a constant ¢ which satisfies the condition of F(0) = f(6) + ¢ for all 6 € [0, 1].

Lemma 33 If f is convex and 1-Lipschitz, then f is differentiable at all but countably many
points. That is, f' has only countable many discontinuous points.

Proof [Proof of Lemma 33| Since f is convex, we have the following for 0 < s < u < v <

t<1
f(u) = f(s) < f(t) = fv)

U— 8 t—wv

Y
This is due to the property of 3-point convexity, where
<

fw) = fls) 1) = fw) _ f(8) = f(v)

uU—S t—u t—v

Thus, we can obtain the following inequality of one-sided derivation, that is,

fLz) < file) < fL(y) < 1Y)

for every « < y. For each point where f’ (z) < f! (x), we pick a rational number ¢(x) which
satisfies the condition of f’ (z) < ¢(z) < fi(x). From the above discussion, we can see
that all these ¢(z) are different. Thus, there are at most countable many points where f is
non-differentiable. |
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From the above lemma, we can see that the Lebesgue measure of these dis-continuous
points is 0. Thus, f’ is Riemann Integrable on [—1, 1]. By Newton-Leibniz formula, we have
the following for any 6 € [0, 1],

0 0
| r@is=10) - 5-0 = [ Fla)de = F@) - F-1).
—1 -1

Therefore, we get F(#) = f(0) + ¢ and complete the proof. [ |

Algorithm 5 General Linear-LDP
1: Input: Player ¢ € [n] holds raw data record (z;,y;) € D, where ||x;||2 < 1 and |y;||2 < 1;

privacy parameters €, 0; hg(r) = w and Py(z) = Z;l:o ¢j (jl) 27 (1—x)7 is the d-th

order Bernstein polynomial approximation of h’ﬁ(:n) Loss function ¢ can be represented
by l(w;z,y) = f(y(w, z)).
2: for Each Player i € [n] do
Calculate x;0 = z; + 050 and y; 0 = y; + 2i 0, where g;9 ~ N (0, w.@) and
Zi0 ~ N(O, 3210g(€12.25/6))

@

4: for j=1,---,d(d+1) do
2 2
5: Tij = X+ 044, where O ~ ./\/(0, 810g(1'25/62)d (d+1) Ip)
6 yis = i+ 7, where zij ~ N0, 810g(1.25/6c;)d2(d+1)2)
T: end for
8: Send {xi’j}?(:dgq) and {yi,j}?(j(;rl) to the server.
9: end for

10: for the Server side do
11: fort=1,2,--- ,ndo

12: Randomly sample i € [n] uniformly.

13 Randomly sample d(d + 1) numbers of i.i.d s = {sk}z(:d;rl) € [—1,1] based on the
distribution Q in Lemma 32.

14: Set ti,O =1

15: for j =0,---,ddo

16: tig = TG (A5 and g = 1

17: Tij = H?ﬁd:—;iil—f—i-i-l(l — W) and Tid = 1

18: end for

19: Denote G(wt, i, s) = (f’(l) — f/(—l))(zglzo Cj (?)ti,jri,j)yww;{o + f/(—l).

20: Update SIGM in (Dvurechensky and Gasnikov, 2016) by G(wy, i, s)

21: end for

22: end for

23: return w,

Using Lemma 32 and the ideas discussed in the previous section, we can now show that
the sample complexity in Theorem 30 also holds for any general linear convex function. See
Algorithm 5 for the details.
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Theorem 34 Under Assumption 2, where the loss function ( is l(w;x,y) = f(y{w,x))
for any 1-Lipschitz convex function f, for any €,§ € (0,1], Algorithm 5 is (€,6) non-
interactively differentialy private. Moreover, given the target error o, if we take 8 = §

and d = 52% = O(%) Then with the sample size n = O(%), the output w,, satisfies

the following inequality
EL(wy, D) — min L(w, D) < a,

wel

where C' is some universal constant independent of f.

Remark 35 The above theorem suggests that the sample complexity for any generalized lin-
ear loss function depends only linearly on p. However, there are still some not so desirable
issues. Firstly, the dependence on « is exponential, while we have already shown in the Sec-
tion 4 that it is only polynomial (i.e., a=*) for sufficiently smooth loss functions. Secondly,

the term of € is not optimal in the sample complexity, since it is efg(a%’), while the optimal
one is e 2 (Smith et al., 2017). We leave it as an open problem to remove the exponential
dependency. Thirdly, the assumption on the loss function is that {(w;x,y) = f(y(w,x)),
which includes the generalized linear models and SVM. However, as mentioned earlier, there
is another slightly more general function class {(w;x,y) = f((w, x),y) which does not always
satisfy our assumption, e.g., linear regression and {1 regression. For linear regression, we
have already known its optimal bound ©(pa—2e2); for {1 regression, we can use a method
similar to Algorithm 4 to achieve a sample complexity which is linear in p. Thus, a natural
question is whether the sample complexity is still linear in p for all loss functions £(w;x,y)
that can be written as f({(w,x),y).

We can see from Algorithm 4 and 5 that, both of the computation and communication cost
of each user will be O(d?) = O(al—,s) So, our question is, can we reduce these costs just as
in the Section 47 We will leave it as future research.

Additional to the aforementioned improvements, another advantage of our method is
that it can be extended to other LDP problems. Below we show how it can be used to
answer the class of k-way marginals and smooth queries under LDP.

6. LDP Algorithms for Learning k-way Marginals Queries and Smooth
Queries

In this section, we show further applications of our idea by giving LDP algorithms for
answering sets of queries. All the queries considered in this section are linear, that is, of the
form q¢(D) = ﬁ > zep f(x) for some function f. It will be convenient to have a notion of
accuracy for the algorithm to be presented with respect to a set of queries. This is defined
as follow:

Definition 36 Let Q denote a set of queries. An algorithm A is said to have (o, [)-
accuracy for size n databases with respect to Q, if for every n-size dataset D, the following
holds: Pr{3q € Q,|A(D,q) — q(D)| > o] < .
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6.1 k-way Marginals Queries

Now we consider a database D = ({0,1}?)", where each row corresponds to an individuals
record. A marginal query is specified by a set S C [p| and a pattern ¢ € {0, 1}'5‘. Each such
query asks: ‘What fraction of the individuals in D has each of the attributes set to ¢;?". We
will consider here k-way marginals which are the subset of marginal queries specified by a
set S C [p] with |S| < k. K-way marginals could represent several statistics over datasets,
including contingency tables, and the problem is to release them under differential privacy
has been studied extensively in the literature (Hardt et al., 2012; Gupta et al., 2013; Thaler
et al., 2012; Gaboardi et al., 2014). All these previous works have considered the central
model of differential privacy, and only the recent work (Kulkarni et al., 2017) studies this
problem in the local model, while their methods are based on Fourier Transform. We now
use the LDP version of Chebyshev polynomial approximation to give an efficient way of
constructing a sanitizer for releasing k-way marginals.

Since learning the class of k-way marginals is equivalent to learning the class of monotone
k-way disjunctions (Hardt et al., 2012), we will only focus on the latter. The reason of why
we can locally privately learning them is that they form a Q-Function Family.

Definition 37 (Q-Function Family) Let Q = {q,},ev,c{o1}m be a set of counting queries
on a data universe D, where each query is indexed by an m-bit string. We define the in-
dex set of Q to be the set Yo = {y € {0,1}"|q, € Q}. We define a Q-Function Family
Fo ={fox:{0,1}" — {0,1}},ep as follows: for every data record x € D, the function
foz :{0,1}™ — {0,1} is defined as fo.(y) = qy(x). Given a database D € D", we define

fon(y) = %Z?:l fo.i(y) = %Z?:l qy(2") = qy(D), where x* is the i-th row of D.

This definition guarantees that Q-function queries can be computed from their values
on the individual’s data z*. We can now formally define the class of monotone k-way
disjunctions.

Definition 38 Let D = {0,1}F. The query set Quisjk = {qy}yey,c{o,1}» of monotone k-way
disjunctions over {0,1}P contains a query q, for everyy € Y, = {y € {0,1}?||y| < k}. Each
query is defined as q,(x) = \/?Zlijj. The Qaisjk-function family Fo,, ... = {fr}tzefo1}r
contains a function fi(y1,y2, - ,yp) = \/?Zlijj for each x € {0,1}P.

Definition 38 guarantees that if we can uniformly approximate the function fg, by
polynomials p;, then we can also have an approximation of fg p, i.e., we can approximate
qy(D) for every y or all the queries in the class Q. Thus, if we can locally privately estimate
the sum of coefficients of the monomials for the m-multivariate functions {p, }»ep, then we
can uniformly approximate fg p. Clearly, this can be done by Lemma 22, if the coefficients
of the approximated polynomial are bounded.

In order to uniformly approximate the Qg;s; x-function, we use Chebyshev polynomials.

Definition 39 (Chebyshev Polynomials) For every k € N and v > 0, there exists a
univariate real polynomial py(z) = ;’;0 c;x® of degree ty, such that ty, = O(\/%log(%)); for

every i € [tg], |ci] < QO(ﬁlog(%)); and p(0) = 0, |pr(x) — 1] < v, Vz € [k].
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Algorithm 6 Local Chebyshev Mechanism for Qgjgj k

1: Input: Player i € [n] holds a data record z; € {0,1}?, privacy parameter € > 0, error
bound «, and k € N.
2: for Each Player i € [n] do
Consider the p-multivariate polynomial ¢z, (y1,...,¥p) = pk(2§:1 yjlzi]j), where py

is defined as in Lemma 40 with v = 5.

4: Denote the coefficients of g,, as a vector ¢; € R(p;rijk)(since there are (p;rkt’“) coeffi-
cients in a p-variate polynomial with degree tx), note that each ¢ can bee seen as a
p-multivariate polynomial gz, (y).

5. end for

6: for The Server do —

Run LDP-AVG from Lemma 3 on {¢}], € ]R( ) with parameter e, b =

. 1 _ ptitg _
po(\/mog(v)), denote the output as gp € ]R( tk ), note that ¢p also corresponds to a

p-multivariate polynomial.

8: For each query y in Qgigjk (seen as a d dimension vector), compute the p-multivariate
polynomial ¢p(yi, ..., Yp)-
9: end for

Lemma 40 ((Thaler et al., 2012)) For every k,p € N, such that k < p, and every
v > 0, there is a family of p-multivariate polynomials of degree t = O(\/Elog(%))with

1
coefficients bounded by T = po(ﬂlog(;)), which uniformly approzimate the family Fo,,,,
over the set Yy, (Definition 38) with error bound . That is, there is a family of polynomials
P such that for every fo € Fo,,;,, there is p, € P which satisfies sup, ey, |pz(y)—fz(y)| <.

By combining the ideas discussed above and Lemma 40, we have Algorithm 6 and the
following theorem.

Theorem 41 For € > 0 Algorithm 6 is e-LDP. Also, for 0 < 8 < 1, there are constants
C, C1 such that for every k,p,n € N with k < p, if

1 1 1
o IOg B IOg B

€202 Te2

CVklog
p pC’1\/Elogl
)

: 1og;}>,

n = O(max{

this algorithm is (o, B)-accurate with respect to Qgigjr- The Tunning time for each player
(pO(\/Elog i))

, and the running time for the server is at most O(n) and the time for
(pCQ\/ElOgi)

1s Poly
answering a query is O for some constant Cy. Moreover, as in Section 4.2, the
communication complexity can be improved to 1-bit per player.

6.2 Smooth Queries

We now consider the case where each player i € [n] holds a data record in the continuous
interval z; € [—1,1]? and we want to estimate the kernel density for a given point xo € RP.
A natural question is: If we want to estimate Gaussian kernel density of a given point
xo with many different bandwidths, can we do it simultaneously under ¢ local differential
privacy?
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Algorithm 7 Local Trigonometry Mechanism for chz

1: Input: Player i € [n] holds a data record x; € [—1, 1]P, privacy parameter ¢ > 0, error
bound «, and t € N. TP ={0,1,--- ,t — 1}P. For a vector x = (z1,...,1,) € [-1,1]7,
denote operators 6;(x) = arccos(x;),i € [p].

for The Server do
Run LDP-AVG from Lemma 3 on {p;} ; € R* with parameter €, b = 1, denote the

output as pp.

10: For each query ¢y € Qc¥. Let g¢(6) = f(cos(61),cos(62),- -, cos(bp)).

11: Compute the trigonometric polynomial approximation p;(#) of gr(6), where p;(0) =
Zr:(n,r2-~-rp),||r|\oo§t—1 ¢y cos(riby) - - - cos(rpfp) as in (8). Denote the vector of the coef-
ficients ¢ € RY.

12: Compute pp - c.

13: end for

2: for Each Player ¢ € [n] do

3: for Each v = (v1,v2, -+ ,vp) € TF do

4: Compute pj,y = cos(v161(x;)) - - - cos(vpbp(zi))
5: end for

6: Let pi = (Piw)verr-

7: end for

8:

9:

We can view this kind of queries as a subclass of the smooth queries. So, like in the case
of k-way marginals queries, we will give an e-LDP sanitizer for smooth queries. Now we
consider the data universe D = [—1,1]P, and dataset D € D". For a positive integer h and
constant 7" > 0, we denote the set of all p-dimensional (h,T)-smooth function (Definition
7) as CP, and Qen = {a;(D) = 13 .. f(D), f € CI} the corresponding set of queries.
'T'he idea of the algorithm is similar to the one used for the k-way marginals; but instead
of using Chebyshev polynomials, we will use trigonometric polynomials. We now assume
that the dimensionality p, h and T' are constants so all the result in big O notation will be
omitted. The idea of Algorithm 7 is based on the following Lemma.

Lemma 42 ((Wang et al., 2016)) Assume~ > 0. For every f € C}, defined on [—1,1]?,

let g¢(01,...,0p) = f(cos(6h),...,cos(6)p)), for 0; € [—m,w|. Then there is an even trigono-

metric polynomial p whose degree for each variable is t(vy) = (%)%

p
p(6y,...,0,) = > vy [ [ cos(rifh), (8)
=1

0<r1,eymp<t(y)

such that 1) p y-uniformly approzimates gy, i.e. SUpge_r o [P(¥) — gr(@)] < 7, 2) the
coefficients are uniformly bounded by a constant M which only depends on h,T and p, 3)

P2, 2p
moreover, the entire set of the coefficients can be computed in time O((%)ph it polylog %))

By (8), we can see that all the p(x) which corresponds to gr(x), representing functions
f € CI have the same basis [[7_, cos(r;0;). So we can use Lemma 3 and 22 to estimate the
average of the basis. Then, for each query f the server can only compute the corresponding
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coefficients {cy, ry,... r, }. This idea is implemented in Algorithm 7 for which we have the
following result.

Theorem 43 For any € > 0, Algorithm 7 is e-LDP. Also for a >0, 0 < 8 < 1, if

5 1 5 1 1
n = O(max{log e (3)6_204_ pﬁh, 2 log(B)})

2
and t = O((y/ne)5e+2k), then Algorithm 7 is («, B)-accurate with respect to Qcn- Moreover,

~ 4p+4 4p
the time for answering each query is O((y/ne) SpT2h 1 Sphton? ), where O omits h, T, p and some
log terms. For each player, the computation and communication cost could be improved to
O(1) and 1 bit, respectively, as in Section 4.2.

7. Conclusions and Discussions

In this paper, we studied ERM under the non-interactive local differential privacy model
and made two attempts to resolve the issue of exponential dependency in the dimention-
ality. In our first attempt, we showed that if the loss function is smooth enough, then the
sample complexity to achieve « error is a~¢ for some positive constant ¢, which improves
significantly on the previous result of a~(®+1),

Moreover, we proposed efficient algorithms for both player and server views. In our
second attempt, we show that the sample complexity for any 1-Lipschtiz generalized linear
convex function is only linear in p and exponential on other terms by using polynomial of
inner product approximation. Moreover, our techniques can also be extended some other
related problems such as answering k-way-marginals and smooth queries in the local model.

There are still many open problems left. Firstly, as we showed in this paper, the o term
can be polynomial in the sample complexity when the loss function is smooth enough while
the p term can be polynomial when the loss function is generalized linear. Thus, a natural
question is to determine whether it is possible to get an algorithm whose sample complexity
is fully polynomial in all the terms when the loss function is generalized linear and smooth
enough, such as logistic regression. Secondly, although we have shown the advantages of
these two methods, we do not know the practical performance of these methods.
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Appendix A. Details of Omitted Proofs

In this section, we provide the details of the omitted proofs for the theorems, lemmas, and
corollaries stated in previous sections.
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A.1 Proofs in Section 3

Lemma 44 ((Nissim and Stemmer, 2018)) Suppose that z1,--- ,zy are i.i.d sampled
from Lap(%). Then for every 0 <t < 2?", we have

- e2t?
Pr(| Y il > 1) < 2exp(= ).
=1
Proof [Proof of Lemma 3| Consider Algorithm 1. We have |a — 2 377 o] = ]#L

2y/n log%
€

where x; ~ Lap(g). Taking t = and applying Lemma 44, we prove the lemma. B

A.2 Proofs in Section 4.1

Proof [Proof of Corollaries 19 and 20| Since the loss function is (co,T’)-smooth, it is
(2p, T)-smooth for all p. Thus, taking h = p in Theorem 17, we get the proof. |

Lemma 45 [(Shalev-Shwartz et al., 2009)] If the loss function { is L-Lipschitz and
w-strongly convex, then with probability at least 1 — B over the randomness of sampling the
data set D, the following is true,

212 412
Errp(0) < | —/Errp(0) + —.
P(0) p p(0) Bn

Proof [Proof of Theorem 21| For the general convex loss function ¢, we let (0;2) =
0(6; z) + 5[|0||* for some p > 0. Note that in this case the new empirical risk becomes
L(6; D) = L(0; D) +£]|0]|%. Since £|6]|? does not depend on the dataset, we can still use the
Bernstein polynomial approximation for the original empirical risk ﬁ(@; D) as in Algorithm
2, and the error bound for L(f; D) is the same. Thus, we can get the population excess risk
of the loss function , Erry, /(Opriv) by Corollary 20 and have the following relation,

ErrP,é(gpriv) < Errpj(ﬁpriv) + g

By Lemma 45 for Errg, j(6priv), where 0(0; %) is 1+ ||C||l2 = O(1)-Lipschitz, we have the

following, Tlog 1 D%pé \4/§(p+1)p 4
- P K
EI‘I‘ ’ 0 v g O \/> /8 + —'I' - )-
P,¢(Opriv) ( [ nEei Bun 2)

Taking p = O(%ﬁ), we get

ErrPl(epriv) < O( T

Thus, we have the theorem. |
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A.3 Proofs in Section 4.2

Proof [Proof of Theorem 23| By (Bassily and Smith, 2015) it is e-LDP. The time
complexity and communication complexity is obvious. As in (Bassily and Smith, 2015), it
is sufficient to show that the LDP-AVG is sampling resilient.

The STAT in (Bassily and Smith, 2015) corresponds to the average in our problem, and
¢(z,y) corresponds to max;ep,) |[z]; — [y];|. By Lemma 22, we can see that with probability

at least 1 — (3,
(Ave(or, .- .)ia) = O(7E log B).

Now let S be the set obtained by sampling each point v;, i € [n] independently with proba-
bility 1. Note that by Lemma 22, we have the subset S. If | S| > Q(max{p log(%), 6% log %})
with probability 1 — 3,

é(Avg(S); LDP-AVG(S)) = O( bgye log %).

Now by Hoeffdings inequality, we can get [n/2—|S|| < 4/nlog % with probability 1— 3. Also
since n = Q(log %), we know that |S| > O(n) > Q(p log(ﬂ)) is true. Thus, with probability

at least 1 — 28, ¢(Avg(S); LDP-AVG(S)) = O( ﬁ\/ﬁ ).
Actually, we can also get ¢(Avg(S); Avg(vi,va, -+ ,vp)) < O(\f log%). We now

assume that v; € R. Note that Avg(S) = W, where each z; ~ Bernoulli(3).

Denote M = z1 +x2+ - - -+ x,. By Hoeffdings Inequality, we have with probability at least
— g, |M — 5| < \/nlog %. We further denote N = v1x1 + -« - + v zy,. Also, by Hoeffdings

inequality, with probability at least 1 — /3, we get |[N — W| < by/nlog % Thus, with
probability at least 1 — 3, we have:

N v+, |N — 1112/2|
- i= v; /2
N _atcrem Wb |§j/u &
N -3 /2, nb 1
< =, a2 )
M M

For the second term of (9), |4 — 2| = /22 M] - \We know from the above n/2 — M| <

= i

Moo L
,/nlog%. Also since n = Q(log%), we get M > O(n). Thus, |5 — 2| < O(%).
by/lo g5

The upper bound of the second term is O( NG ), and the same for the first term.

For p dimensions, we just choose § = % and take the union. Thus in total we have
O(Ave(S): Ava(vr, vz, vn)) < O(L \flog B) < O(LL-. flog B).

In summary, we have shown that

d(AVG-LDP(S); Avg(vi, v, -+ ,vp)) < O(\%61 /log%)
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with probability at least 1 — 40. |

Proof [Proof of Theorem 26| Let §* = arg mingec L(0; D), Opriv = argmingec [~/(9; D).
Under the assumptions of a, n, k, €, 3, we know from the proof of Theorem 17 and Corollary
20 that suppec |L(0; D) — L(0; D)| < a. Also by setting € = 16348pa and a < e aT p\[,
can see that the condition in Lemma 25 holds for A = a. So there is an algorithm whose
output épriv satisfies

we

L(Bpriv D) < min L(6; D) + O(pav).
c

Thus, we have

L(Opriv; D) — L(0%; D) < L(Opriv; D) — L(Opsiv; D) + L(Opriv; D) — L(6*; D),

where

L(epriv; D) - f/(epriv; D) < L(épriv§ D) - I:(Hpriv; D) + L(epriVQ D) - f/(epriv; D)
< O(pa).

Also E(Qpriv;D) — f)(@*;D) < L(0*; D) — f)(ﬁ*;D) < «. Thus, the theorem follows. The
running time is determined by n. This is because when we use the algorithm in Lemma
25, we have to use the first order optimization. That is, we have to evaluate some points
at L(6; D), which will cost at most O(Poly(n, 1)) time (note that L is a polynomial with
(k+ 1)P < n coefficients). [ |

A.4 Proofs in Section 5

Proof [Proof of Lemma 28] It is easy to see that items 1 is true. Item 2 is due to the
i ?

’ \/m| < 1. Item 3 is because of the following 0 < fg(x) =
For item 4 we have |fﬁ (x)] =

following | é( x)

| =

1

= <
(bl =7 2+ﬁ2)? <7

Proof [Proof of Theorem 29| For simplicity, we omit the term of ¢, which will not affect
the linear dependency. Let

where ¢; = fé(%) and

EGw,i) = ~ 3 Glw, i) = G(w).

n <

For the term of G(w, 1), the randomness comes from sampling the index i and the Gaussian
noises added for preserving local privacy.
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) d(d+1) d(d+1)
Note that in total Eo . ;G(w,i) = G(w), where 0 = {0;;},_§ and z = {z;},_§

It is easy to see that E,.G(w,i) = E[(Z] 0 Cj (d)ti,jsiyj)yiyomgjo | i| = G(w, i), which
is due to the fact that Et;; = (y;(w,x;))?, Es;; = (1 — y;{w,x;))?7 and each t;,s;; is
independent. We now calculate the variance for this term with fixed ¢. Firstly, we have
Var(y;021) = O(%). For each t; j, we get

d(d+1)

Var(t; ;) < H?edtiz+1var(yi,k)(Vaf(< wi, zi >) + (E(w] z1))?) < O((Ch =

)7).

and similarly we have

V&I‘(Sz‘,j) < O((CQd(d+ 1))2(d*j)).

€2

Thus we have
d(d+1). 94
7))

Since function fé is bounded by 1 and (;1) < d? for each j. In total, we have

Var(ti,jsi,j) S O((Cg

€

d(d + 1)
62

dﬁd Cdp

Var(G(wy, 1)li) < O(d - d* - (Cs i )

-5 =0(

el

Next we consider Var(G(w,4)). Since

d
G (w, ) = fo(yia] wyysa] |5 = | Z%( > yi{w, ) (1 = yiw, 2:)*7 — fp(w)]yia |13
7=0

1 a?
S (7)2 S Zv

B*d

we get
Var(G(w, 1)) < O(E[|G(w, i) — fh(yix] w)yiz] 3] + E[G(w) — VLg(w; D)|3]
+ E[|| f(giw] wyyia] — VLg(w; D)|3]) < O((a +1)).
In total, we have E[[|G(w,i) — G(w)|3] < E[||G(w,i) — G(w,)||3] + E[||G(w, 1) — G(w)|]3] <

da3ic
O(( 2diz\f+04+1) )
Also, we know that

Lg(v; D) — Lg(w; D) — (G(w),v — w) =
Lg(v; D) — Lg(w; D) — (VLg(w; D), v —w) + (VLg(w; D) — G(w), v — w)

1 9  «
< g5lv-wif+3.

since Lg is %—smooth and [(VLg(w) — G(w),v —w)| < §.
Thus, G(w,1) is an (3‘, [13, O(d Eﬁigf +a+ 1)) stochastic oracle of Lg. [ |
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Proof [Proof of Theorem 30|

The guarantee of differential privacy is by Gaussian mechanism and composition theo-
rem.
By Theorem 29, Lemma 28 and 16, we have

3d ~d
(L v a+1) PRIl Y/ RS
5\/5 B2d - 62d+25\/ﬁ 97"

ELg(wy, D) —min Lg(w, D) < O(
weC
By Lemma 28, we know that
. d3dCf\/]5 o
EL(wn, D) — min L(w, D) < O(6 + a2y )

6d d
Thus, if we take = §, d = % = O(%) and n = Q(%), we have

EL(wy, D) — min L(w, D) < a.
wel

Proof [Proof of Theorem 34|
Let hg denote the function hg(x) = TEV AP V:2B2+62 By Lemma 32 we have

=6, S'U+ (=)

5 5 0+ c.

FO) = (f'(1) = f/(=1))Esng
Now, we consider function Fjg(#), which is

0—s, _0=s, [fO+ (1)
7 )T Tt 2

Fp(0) = (f'(1) = f'(=1)Esno2hs( 0+ c.

From this, we have

s SOEPED ) - 1)

VER() = (f'(1) = F/(~1)Esmol V()] . :

Note that since |z| = 2max{z,0} —z, we can get 1) |Fg(0) — f(6)| < O(B) for any 6 € R, 2)
Fg(x) is O(%)—smooth and convex since hg( — s) is %—smooth and convex, and 3) Fj(0) is
O(1)-Lipschitz. Now, we optimize the following problem in the non-interactive local model:

Fy(w; D) = = 3 Fayi{i,w).
=1

For each fixed 7 and s, we let
d

Gw,i,s) = (f'(1) = F'(=1)D_ ¢ (j) tijriglyiz; + f(=1).

j=1
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Then, we have E, ,G(w,i,s) = G(w,i, s). By using a similar argument given in the proof
of Theorem 29, we get
d6dcdp

Var(G(w,i,s)[i, ) < O(—gz)-

Thus, for each fixed i we have

EsG(w,i,s) = G(w,i) = (f'(1) — SNQZCJ< ) W)]

Next, we bound the term of Var(G(w, i, s)|i) < O(d?*+2).
Let t;; = Hidtﬁlﬂ(W). Then, we have
jd+
Var(ti,;) < Hj ]d+1|yz| Var((we, ;) — s) < O(1).

And similarly for Var(r; ;). Thus, we get

. 4o rd\?
Var(G(w, i, s)|i) < O( E cjz <j) Var(t; jri ;) = O(d*+?).
j=1

Since E;G(w,i) = G = LS G(w,i), we have Var(G(w, 1)) < O((a + 1)?) by a similar
argument given in the proof of Theorem 29. Thus, in total we have

) dﬁdcd
E|G(w,i,s) - GII} < O(—z7)
The other part of the proof is the same as that of Theorem 29. [ |

A.5 Proofs in Section 6
Proof [Proof of Theorem 41] It is sufficient to prove that

Pt 2 (pjktk)
T( t ) log 5
sup |Gp(y) — qu(D)| < v+ )
yeyk\ (y) — (D) <~ N
O(VEklog(1)) (")
where T'=p & Now we denote pp € R as the average of ¢;. That is, it is the

unperturbed version of pp. By Lemma 40, we have sup,cy, |pp(y) — qy(D)| < . Thus it is
sufficient to prove that

) 2 ("i")
T("5") "\ log —%

sup |gp(y) —pp(y)| <
yEYk: ne
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Since both ¢p and pp can be viewed as (p Jtrkt’“)—dimensional vectors, we then have

sup [pp(y) —pp ()| < |Pp — ol
yEYy

Also, since each coordinate of pp(y) is bounded by T' by Lemma 40, we can see that if
n = Q(max{% log %, (pi':’“) log (pj:’“) log1/8}), then by Lemma 3, with probability at least
1 — 3, the following is true

)2 (pjtk)
e e
1pp — ppllh < e
Thus, if taking v = § and by the fact that (p;f’“) = pOt) | we get the proof. |

Proof [Proof of Theorem 43| Let t = (%)% It is sufficient to prove that SUPg eQ_, |PD -
T

ct — qf(D)] < a. Let pp denote the average of {p;}",, i.e. the unperturbed version of
pp. Then by Lemma 42, we have SUqueQC% Ipp - ¢f — qp(D)] <. Also since ||cflo0 < M,

we have supy co , bp - ¢ —pp - ¢f| < O(|lpp — ppll1). By Lemma 3, we know that
T

5p
t2 ,/log(L
if n = Q(max{g%log%,t% log%}), then ||pp — ppll1 < O(Toeg(ﬁ)) with probability at

5p
1yon /1 1
least 1 — 3. Thus, we have SUDg 0, Ipp - cr — qp(D)| < O(y + (W)f Vmog(ﬁ)) Taking
’ T

_2h _ 2
v = O((1//ne)sr+2h ), we get SUPg o, 1bp - ¢f — qp(D)| < O( log(%)(—\/lﬁg)spuh) < a.
T

The computational cost for answering a query follows from Lemma 42 and b-¢ = O(¢7). B

Appendix B. Omitted Details in Section 4.2

Recently, Bun et al. (2018) proposed a generic transformation, GenProt, which could trans-
form any (e, d) (so as for €) non-interactive LDP protocol to an O(e)-LDP protocol with the
communication complexity for each player being O(loglogn) (at the expense of increasing
the shared randomness in the protocol), which removes the condition of ’sample resilient’ in
(Bassily and Smith, 2015). The detail is in Algorithm 8. The transformation uses O(n log %)
independent public string. The reader is referred to (Bun et al., 2018) for details. Actually,
by Algorithm 8, we can easily get an O(e)-LDP algorithm with the same error bound.

Theorem 46 For any given € < %, under the condition of Corollary 20, Algorithm § is
10e-LDP. If T = O(log %), then with probability at least 1 — 23, Corollary 20 holds. More-
over, the communication complezity of each layer is O(loglogn) bits, and the computational

complexity for each player is O(log %)
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Algorithm 8 Player-Efficient Local Bernstein Mechanism with O(loglogn) bits communi-
cation complexity.

1: Input: Each user ¢ € [n] has data x; € D, privacy parameter ¢, public loss function
¢:]0,1)P x D+ [0,1], and parameter k, T

2: Preprocessing:

3: For every (i,T) € [n] x [T], generate independent public string y; ; = Lap(_L).

4: Construct the grid 7 = {%,%, - ’%}v1,v2,'~~,vpv where {vi,v9, - ,vp} =
{0,1,--- , k}P.
5. Randomly partition [n] in to d = (k + 1)P subsets Iy, I2,--- , Iz, with each subset I;

corresponding to an grid in 7 denoted as T (j).
for Each Player i € [n] do

Find the subset I; such that i € I,. Calculate v; = (T (1);x;).

Prlvi+Lap(L)=y;
For each ¢ € [T'], compute p;; = % rf[f;[gap?i();) yiyt}’t]

6726

For every t € [T, if piy € [%5—, %], then set p;; = %
10: For every t € [T, sample a bit b; ; from Bernoulli(p; ;).
11: Denote H; = {t € [T] : bjy =1}

122 If Hy =10, set H; = [T]

13: Sample g; € H; uniformly, and send g; to the server.
14: end for

15: for The Server do

16: for Each [ € [d] do

17: Compute vy = ﬁ ZiEIg gi.

18 Denote the corresponding grid point (%,%,---,%) € T as {; then let
L((%’ %7 ’%);D) = Ug-

19: end for

20: Construct perturbed Bernstein polynomial of the empirical loss L as in Algorithm
2. Denote the function as L(-, D).

21: Compute wpriy = arg ming,ec E(w; D).

22: end for

Appendix C. Detailed Algorithm of SIGM in Lemma 16

Let a > 1,6 > 0,p > 1 be some parameters. Let us assume that we know a number R such
that ||w*|l2 < R. We choose

1 Z+p p—1
;== 10
ai = (D) (10)
b _
Bi=B+—(i+p+1)T (11)
L
B = aa? = (L Pyw-2, (12)

7

We also define Ay, =>"7" j«a; and n; = % and g = Ag = By

Lemma 47 (Theorem 3.4 in (Dvurechensky and Gasnikov, 2016)) Assume that f(w)
is endowed with a (7, B,0) stochastic oracle (Fy g o(w;§), Gy go(w;§)) with > O(1). By
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-1 5—2 1-2
choosing the parameters above with a = 2% and b = 2 4ppr, then the sequence yy

generated by Algorithm 9

R?> OoR
Brgesc S (00)] = min 1) < O + 7wy

Taking p = 1, this is just Lemma 16.

Algorithm 9 Stochastic Intermediate Gradient Method
1

1: Input: The sequences {a;}i>0,{Bi}i>0, {Bi}iz0, functions d(z) = 3|z||?, Bregman
distance V(z,2) =d(X) —d(Z) — (Vd(z),x — z).

2: Compute g = arg mingec{d(z)}.
3: Let & be a realization of the random variable &.
4: Computer G g +(x0; &)
5: Compute
yo = argmin{fod(x) + ao(G,5.0(x0; &), & — z0)- (13)
6: for k=0,---,T—1do
7 Compute
k
2 = argmin frd(z) + §% (G p.o(Ti1&), 0 — ) (14)
1=
Let xp11 = nzk + (1 — nk) Y.
: Let &;41 be a realization of the random variable &.
10: Compute G 8o (Tr+1;Ept1)
11: Compute

Tp+1 = arg min BV (@, zk) + 1(Gry 8,0 (Tt 15 Ek41), T — 2k)- (15)

12: Let wpyq = QikHBJr (1- ngyk-
130 Let yppr = =78 ys + 400
14: end for

15: return yr.

Wk+1-
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