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Abstract

Deep networks are well-known to be fragile to adversarial attacks, and adversarial training
is one of the most popular methods used to train a robust model. To take advantage
of unlabeled data, recent works have applied adversarial training to contrastive learning
(Adversarial Contrastive Learning; ACL for short) and obtain promising robust performance.
However, the theory of ACL is not well understood. To fill this gap, we leverage the
Rademacher complexity to analyze the generalization performance of ACL, with a particular
focus on linear models and multi-layer neural networks under ¢, attack (p > 1). Our theory
shows that the average adversarial risk of the downstream tasks can be upper bounded by
the adversarial unsupervised risk of the upstream task. The experimental results validate
our theory.

Keywords: Robustness, Adversarial learning, Contrastive learning, Rademacher complex-
ity, Generalization bound.

1. Introduction

Deep neural networks (DNNs) have achieved state-of-the-art performance in many fields.
However, several prior works (Szegedy et al., 2014; Goodfellow et al., 2015) have shown that
DNNs may be vulnerable to imperceptibly changed adversarial examples, which causes a
lot of focus on the robustness of the models (Madry et al., 2018; Mao et al., 2020; Li et al.,
2022).

One of the most popular approaches to achieving adversarial robustness is adversarial
training, which involves training the model with samples perturbed to maximize the loss on
the target model (Goodfellow et al., 2015; Madry et al., 2018; Zhang et al., 2019). Schmidt
et al. (2018) show that adversarial robust generalization requires a larger amount of data,
while Yin et al. (2019); Awasthi et al. (2020) show that the Rademacher Complexity of
adversarial training is strictly larger in theory than that of natural training, which implies
that we need more data for adversarial training.
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Since the labeled data is limited and expensive to obtain, one option would be to use
large-scale unlabeled data and apply self-supervised learning (Gidaris et al., 2018; Noroozi
and Favaro, 2016), an approach that trains the model on unlabeled data in a supervised
manner by utilizing self-generated labels from the data itself. Contrastive Learning (CL)
(Chen et al., 2020; He et al., 2020), which aims to maximize the feature similarity of similar
pairs and minimize the feature similarity of dissimilar ones, is a popular self-supervised
learning technique.

Recently, Kim et al. (2020); Ho and Vasconcelos (2020); Jiang et al. (2020) apply
adversarial training in CL and achieve state-of-the-art model robustness. They find that if
adversarial training is conducted on the upstream contrastive task, the trained model will be
robust on the downstream supervised task. However, their results are all empirical and lack
theoretical analysis. To fill this gap, we here present a theoretical analysis of adversarial
contrastive learning through the lens of Rademacher complexity, with a particular focus
on linear models and multi-layer neural networks. Our theoretical results show that the
average adversarial risk of the downstream tasks can be upper bounded by the adversarial
unsupervised risk of the upstream task; this implies that if we train a robust feature extractor
on the upstream task, we can obtain a model that is robust on downstream tasks.

The remainder of this article is structured as follows: §2 introduces some related works
in this field. §3 provides some basic definitions and settings that will be used in the following
sections. §4 presents our first part’s main results, which show a connection between the
robust risk for the upstream task and the robust risk for the downstream tasks. §5 shows
our second part’s results, it outlines our bounds for linear models and multi-layer neural
networks by bounding the Rademacher complexity of each hypothesis class. §6 shows some
experimental results that verify our theory; finally, the conclusions are presented in the last
section.

2. Related Work

Adversarial Robustness. Szegedy et al. (2014) show that DNNs are fragile to impercep-
tible distortions in the input space. Subsequently, Goodfellow et al. (2015) propose the fast
gradient sign method (FGSM), which perturbs a target sample towards its gradient direction
to increase the loss and then uses the generated sample to train the model in order to
improve the robustness. Following this line of research, Madry et al. (2018); Moosavi-Dezfooli
et al. (2016); Kurakin et al. (2017); Carlini and Wagner (2017) propose iterative variants
of the gradient attack with improved adversarial learning frameworks. Besides, Ma et al.
(2022) analyze the trade-off between robustness and fairness, Li and Liu (2023) study the
worst-class adversarial robustness in adversarial training. For the theoretical perspective,
Montasser et al. (2019) study the PAC learnability of adversarial robust learning, Xu and Liu
(2022) extend the work of Montasser et al. (2019) to multiclass case and Yin et al. (2019);
Awasthi et al. (2020) give theoretical analysises to adversarial training by standard uniform
convergence argumentation and giving a bound of the Rademacher complexity. Our work is
quite different from Yin et al. (2019); Awasthi et al. (2020), firstly, they just analyze the
linear models and two-layer neural networks, but we consider linear models and multi-layer
deep neural networks; secondly, they consider the classification loss, which is much easier to
analyze than our contrastive loss.
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Contrastive Learning. Contrastive Learning is a popular self-supervised learning
paradigm that attempts to learn a good feature representation by minimizing the feature
distance of similar pairs and maximizing the feature distance of dissimilar pairs (Chen
et al., 2020; Wang and Liu, 2022). SimCLR (Chen et al., 2020) learns representations by
maximizing the agreement between differently augmented views of the same data, while
MoCo (He et al., 2020) builds large and consistent dictionaries for unsupervised learning
with a contrastive loss. From the theoretical perspective, Saunshi et al. (2019) first presents
a framework to analyze CL. We generalize their framework to the adversarial CL. The key
challenging issues in this work are how to define and rigorously analyze the adversarial
CL losses. Moreover, we further analyze the Rademacher complexity of linear models and
multi-layer deep neural networks composited with a complex adversarial contrastive loss.
Neyshabur et al. (2015) show an upper bound of the Rademacher complexity for neural
networks under group norm regularization. In fact, the Frobenius norm and the ¢; oo-norm
in our theoretical analysis are also group norms, while the settings and proof techniques
between Neyshabur et al. (2015) and our work are quite different: (1) they consider the
standard setting while we consider a more difficult adversarial setting; (2) they consider
the Rademacher complexity of neural networks with size 1 output layer, while we consider
the case that the neural network is composited with a complex contrastive learning loss;
(3) they prove their results by reduction with respect to the number of the layers, while
motivated by the technique of Gao and Wang (2021), we use the covering number of the
neural network to upper bound the Rademacher complexity in the adversarial case.

Adversarial Contrastive Learning. Several recent works (Kim et al., 2020; Ho and
Vasconcelos, 2020; Jiang et al., 2020) apply adversarial training in the contrastive pre-
training stage to improve the robustness of the models on the downstream tasks, achieving
good robust performance in their experiments. Our work attempts to provide a theoretical
explanation as to why models robustly trained on the upstream task can be robust on
downstream tasks.

3. Problem Setup

We introduce the problem setups in this section.

3.1 Basic Contrastive Learning Settings

We first set up some notations and describe the contrastive learning framework.

Let X € R™ be the domain of all possible data points, this paper assumes that X is
bounded. Contrastive learning assumes that we get the similar data in the form of pairs
(x,27), which is drawn from a distribution Ds;,, on X2, and k independent and identically
distributed (i.i.d.) negative samples z7,z;,...,z, drawn from a distribution Dy, on X.
Given the training set S = {(z;, z], 2, ... ,l’;k)}i]\il, we aim to learn a representation f from
F that maps similar pairs (x, ") into similar points (f(z), f(z")), while at the same time
keeping f(x; ), -, f(z, ) away from f(x), where F is a class of representation functions
f: X =R

Latent Classes. Let C denote the set of all latent classes (Saunshi et al., 2019) that
are all possible classes for points in X’; for each class ¢ € C , moreover, the probability D,
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over X captures the probability that a point belongs to class ¢. The distribution on C is
denoted by p.

To formalize the similarity among data in X, assume we obtain i.i.d. similar data
points z, T from the same distribution D, where c is randomly selected according to the
distribution p on latent classes C. We can then define Dy;;,, and D,y as follows:

Definition 1 (D, and Dy, Saunshi et al., 2019) For unsupervised tasks, we define
the distribution of sampling similar samples Dgim(x,x1) and negative sample Dreg(x™) as
follows:

Dim(z,21) = CIEPDC(QU)DC(JUJ“), Dipeg(z™) = CIEpDc(x_).

Supervised Tasks. For supervised tasks, we focus on the tasks in which a representation
function f will be tested on a (k + 1)-way supervised task T consisting of distinct classes
{c1,¢2,...,¢ck11} C C, while the labeled data set of task T consists of M i.i.d. examples
drawn according to the following process: A label ¢ € {c1,...,cr41} is selected according to

a distribution Dy, and a sample z is drawn from D.. The distribution of the labeled pair
(z,c) is defined as: Dy (z,c) = Dy(c)De(x).

3.2 Evaluation Metric for Representations

We evaluate the quality of a representation function f with reference to its performance on
a multi-class classification task 7 using a linear classifier.

Consider a task 7 = {c1,...,cx+1}. A multi-class classifier for 7 is a function g : X —
R**1 the output coordinates of which are indexed by the classes ¢ in task 7.

Let {g(x)y — g(x)y }y -y be a k-dimensional vector of differences in the coordinates
of the output of the classifier g. The loss function of g on a point (z,y) € X x T is
defined as ¢({g(x)y — g(x), },/#y). For example, one often considers the standard hinge
loss ¢(v) = max{0, 1 + max;{—wv;}} and the logistic loss ¢(v) = log2(1 + ), exp(—v;)) for
v e Rk

The supervised risk of classifier g is defined as follows:

Lun(To9) = B [¢({g@)e = g@)}orc) ]

(Izc)NDT

The risk Lgu,(T,g) of classifier g on task 7 measures the quality of the outputs of
g, take the hinge loss as an example, our goal is to get a classifier that has much higher
confidence for the true class (i.e., the value g(z).) than others (i.e., the values g(z). for
d # ¢), so we want all the differences g(x). — g(x) for ¢ # ¢’ to be as large as possible. If

g wrongly classifies x, i.e., argmaxg(z)» # ¢, of course, £ on (x,c) is not smaller than 1;
c/
however, even thought g correctly classifies x, the loss value can not decrease to zero unless

g(x)e — g(x)e > 1 for all ¢ # c.

Let {c;}"} = {c1,...,cre1} be a set of classes from C. Given the matrix W € RE+FDxn
we have g(z) = W f(x) as a classifier that composite the feature extractor g and linear
classifier W. The supervised risk of f is defined as the risk of g when the best W is chosen:

Loup(T, f) = inf Loup(T,Wf).

W eR(k+1)xn
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When training a feature extractor f on the upstream task, we do not make predictions
on the examples, so we can’t define the risk of the feature extractor f as we do for the
classifier g. Our goal on the upstream task is to train a feature extractor that can perform
well on the downstream tasks, so we consider the potential of the feature extractor here, i.e.,
the minimal possible classification risk of a linear classifier on the feature extracted by f. So
we define the risk of the feature extractor f as above by taking the infimum over all linear
classifiers.

Definition 2 (Mean Classifier, Saunshi et al., 2019) For a function f and task T =
{e1,...,cri1}, the mean classifier is W, whose c¢'® row is the mean p. = ED [f(z)] and
z~D,

we define Lkup(T, f) = Lsup(T, WH[).

Since Ly (T, f) involves taking infimum over all possible linear classifiers, it is difficult to
analyze Lg,, (T, f) and establish connections between the risk of the unsupervised upstream
task and Ly, (7T, f). We introduce the mean classifier to bridge them by bounding average
Liup(T, f) over the tasks with the risk of the unsupervised upstream risk (for more details,
please refer to §4).

Definition 3 (Average Supervised Risk) The average supervised risk for a function f
on (k+ 1)-way tasks is defined as:

Lsup(f) = E [Lsuzo({ci}fillv )lei # ¢

{Ci}i'cif"’dﬁq
Given the mean classifier, the average supervised risk for a function f is defined as follows:

Lip(f) = E (L, (e Dle # ).

k+1
{Ci}ii1 ~pktl

In contrastive learning, the feature extractor is trained as a pretrained model to be
used on downstream tasks. There may be many different downstream tasks such as binary
classification tasks with classes {c1,c2} C C and many other multi-class classification tasks,
so here we consider the average error of Lk,, (T, f) over all possible tasks 7 sampled from
p**1 as the final performance measure of a feature extractor f.

3.3 Contrastive Learning Algorithm
We denote k as the number of negative samples used for training and (z,z7) ~ Dsim,
(x1,...,z;)~Dk

neg-*

Definition 4 (Unsupervised Risk) The unsupervised risk is defined as follows:
Lun(f) =B f (@) (F (&™) = f(a7))}i0)).
M
Given M samples {(:L’j, x;r, Tipse - ,x;k)} - from Dy X wag, the empirical counterpart

of unsupervised risk is defined as follows:

M
Eun(f) 1= 32 S F @) (Flaf) — Flas)Hoy).
=1
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In the contrastive learning upstream task, we want to learn a feature extractor f such that
f maps examples from the same class to similar features and makes the features of examples
from different classes far away from each other. So for the examples (z,z",z7,..., 2, ), we
want f(z)T f(zT) to be as large as possible while f(z)” f(x;),i =1,...,k to be as small as
possible. The loss ¢ we defined before elegantly captures the aim of contrastive learning, if
we set v; = f(2)T f(xT) — f(2)T f(z;), minimizing £({f ()T (f(x) — f(2;))}E ) will yield
large f(z)T f(2T) and small f(x)T f(z;),i=1,...,k. So optimizing over Ly, (f) can reach
our goal for contrastive learning.

Following Saunshi et al. (2019), the unsupervised risk can be described by the following
equation:

Lun(f)= E E  [{f@)"(f@") = fa)H)l
ctie; ~phtl m,m+~D3+ x; NDc;

The Empirical Risk Minimization (ERM) algorithm is used to find a function fERME

arg min Zun( f) that minimizes the empirical unsupervised risk. The function fgras can be
feF
subsequently used for supervised linear classification tasks.

3.4 Adversarial Setup

A key question in adversarial contrastive learning is that of how to define the adversary
sample in contrastive learning. From a representation perspective, one can find a point
that is close to x and keeps the feature f(¥) both as far from f(z™) as possible and as close
to the feature of some negative sample f(x~) as possible. Inspired by this intuition, we
define the Contrastive Adversary Sample as follows:

Definition 5 (/-Contrastive Adversary Sample) Given a neighborhoodU(x) of x, z ~
D.+,x; ~D_ fori=1,...,k, we define the U-Contrastive Adversary Sample of x as fol-
lows: '

T := argsup E [E{f @) (@) = fla) o)

z'€U(x) x+~D 4,z ~D

In this article, we suppose that the loss function ¢ is convex. By the subadditivity of
sup, we have, Vf € F:
sup B [0({f(@) (@) ~f e Dhz)] < E [ sup (7))~ (@) Hm))-
o' el (z)TT~D .+ et ~D otz el (z)

z; ~D _ x. ~D _
1 Ci 1 Ci

(1)
In the following sections, we analyze the theoretical properties of the right-hand side of
(1), which can be easily optimized in practice by Adversarial Empirical Risk Minimization
(AERM).
The U-Adversarial Unsupervised Risk and its surrogate risk can be defined as below.

Definition 6 (U-Adversarial Unsupervised Risk) Given a neighborhood U(x) of x, the
U-Adversarial Unsupervised Risk of a presentation function f is defined as follows:
Lin(f)== E E [sup E [(({f@)"(fl@h) = fla; DD
ctc; z~D x’eu(z)$+NDC+ (2)
~phktl I;NDC.—

k3
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Moreover, the surrogate risk of (2) is as follows:

Lan(f)= E  E _ sup L{f(a)T(fah)— fz;)})).

ety ~D§+ @ €U(x)
~pR e aD
C.

k3

By (1), we have Eun( f) < Ewn( f) for any f € F. The Adversarial Supervised Risk of a
classifier g for a task 7T is defined as follows:

Lap(T,9) = E [ sup £{g(x)e — g(x)er}ere)].
(x,c)NDT xleu(x)

The Adversarial Supervised Risk of a representation function f for a task 7T is defined as
follows:

Lop(T,f) = inf  Lap(T,WJ). (3)

WeR(k—H) xXmn

For the mean classifier, we define:
Lgup(Tv f) = Lsup(T’ Wﬂf)

The Average Adversarial Supervised Risk for a representation function is as defined
below.

Definition 7 (Average U/-Adversarial Supervised Risk)

Lsup(f) : E [zsw({ci ?ill’ Dlei # ¢

B k+1
{eiid) ~pkt

For the mean classifier, we have the following:

Zgup(f) = E [Zgup({cl f:—ll? )’C’L # cj]'

k+1
{Ci}iil NPkJrl

4. Theoretical Analysis for Adversarial Contrastive Learning

This section presents some theoretical results for adversarial contrastive learning.

4.1 One Negative Sample Case

Let 7= P 2[0 = /], o be an M-dimensional Rademacher random vector with i.i.d. en-
c,c/~p
tries, define (g7)is = (97(21),---,97(2m)) and Rs(G) = E sup (o, (95))s) | where
oA}V | feF
G = {gs(z, 2 2y,...,2;) = St&l() )4 {f@T(f(@™) = flap)Ho) |f € F) let f e
' eU(x

arg min Em(f) where Esun(f) is the empirical counterpart of zsun(f), we have:
feF
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Theorem 8 (The proof can be found in the Appendix A.1) Let{: R¥ — R be bounded
by B. Then, for any § € (0,1),with a probability of at least 1 — & over the choice of the
training set S = {(:Uj,xj,x;)}jj‘il, for any f € F:

- e 1~ 1

1—17 1—171

where

logi
Rs(g)+B 093

AGn = O( i i )- (4)

Remark 9 Theorem 8 shows that when the hypothesis class F is rich enough to contain
some f with low surrogate adversarial unsupervised risk, the empirical minimizer of the
surrogate adversarial unsupervised risk will then obtain good robustness on the supervised
downstream task. R R
Note that we can take f = f in the upper bound of Theorem § and get a bound zsup(f) <

ﬁ(im(f) —74(0)) + ﬁAGM. Then we can see that if the output of AERM (i.e., f)

achieves small unsupervised adversarial risk, then ]? is a robust feature extractor such that it
can achieve good robustness after fine-tuning on the downstream tasks.

Theorem & gives a relationship between the robustness of the contrastive (upstream)
task and the robustness of the downstream classification tasks and explains why adversarial
contrastive learning can help improve the robustness of the downstream task, as shown
empirically in Kim et al. (2020); Ho and Vasconcelos (2020); Jiang et al. (2020).

4.2 Blocks of Similar Points

Saunshi et al. (2019) show a refined method that operates by using blocks of similar data
and determine that the method achieves promising performance both theoretically and
empirically. We adapt this method to adversarial contrastive learning.

Specifically, we sample (b + 1) i.i.d. similar samples z, x],... ,:L‘b+ from ¢t ~ p and b
negative i.i.d. samples from ¢~ ~ p. The block adversarial contrastive learning risk is as

follows:
sup £ ( Fa)T (zé’l bf(a:m i bﬂ)))] |

x' €U (x)

Eblock(f) — E

sun

and its empirical counterpart is as follows:

~bloc M b o b .
Eka(f) = LZ [ sup £ (f(:n’)T <Z]:1f( 5 ik z])))] |

M~ | (e b b

Theorem 10 (The proof can be found in the Appendix A.2) For any f € F, we
have:

Lap(f) < 1 (B() = 700)) < 1 (Eaun(f) — 70))

“1-7 11—
Remark 11 Theorem 10 shows that using blocks of similar data yields a tighter upper
bound for the adversarial supervised risk than in the case for pairs of similar data. Theorem
10 implies that using the blocks in adversarial contrastive learning may improve the robust
performance of the downstream tasks; this will be verified by the empirical results in §6.
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4.3 Multiple Negative Sample Case

This subsection extends our results to k negative samples. To achieve this, more definitions
are required. Let [k] denote the set {1,2,...,k}.

Definition 12 We define a distribution D over the supervised tasks as follows: First,
sample k + 1 classes (allow repetition) c¢*,cy,. .. yC ™ L conditioned on the event that
c; #ct,Vielk]l. Then, set the task T as the set of distinct classes in {c*,c,... ¢ }.

Definition 13 The Average U-Adversarial Supervised Risk of a representation function
f € F over D is defined as follows:

Lon($) = E_ [Launl(T.1)]

Let Egistinct be the event such that {¢t, ¢y, ..., ¢, } is distinct and p = P [Egistinet)-

(ctiey seensey, )~D

For any f € F, we have (The proof can be found in the Appendix A.3):

Zsup(f) ]

f/sup(f) p

IN

()

From (5), we can turn to analyze the relation between Lyup,(f) and Le,(f) in the
multiple negative sample case. Our Theorem 16 handles Lg,,(f) instead of Lgyp(f).

Assumption 14 Assume that VIy, Io C [d] such that I; U Iy = [d], ¢ satisfies the following
1mequations:

(({vitien,) < {viticia) < L{vitien,) + L({vitien), (6)

(({vitier,) < ({viticia) < L{vitien,) + L({vitien). (7)

Proposition 15 (The proof can be found in the Appendix A.4) The hinge loss and
the logistic loss satisfy Assumption 14.

If C is finite, we obtain a simple (and informal) bound of /:'wp(f), for the more complex
case that allows infinite C and the formal form of Theorem 16 (Theorem 32), please refer to
the Appendix A.5.

Theorem 16 (The proof can be found in the Appendix A.6) SupposeC is finite, for
any c € C, p(c) > 0, and ¢ satisfies Assumption 14. Then, with a probability of at least 1 —§
over the choice of the training set S, Vf € F:

~ -~

Lsup(f) < alp) <Esun(f) + AGM) - B.

9
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5. Generalization Bounds for Example Hypothesis Classes

This section presents a concrete analysis of the Rademacher complexity for linear hypothesis
class and multi-layer neural networks based on covering number (Wainwright, 2019, Definition
5.1). We first introduce some definitions and required lemmas.

Lemma 17 (Wainwright, 2019, Lemma 5.7, volume ratios and metric entropy)
Consider a pair of norms || - || and || - || on RY, and let B and B be their corresponding unit
balls (i.e. B = {0 € R?|||0|| < 1}, with B’ similarly defined). The §-covering number of B in
the || - ||'-norm then obeys the following bounds (Wainwright, 2019, Lemma 5.7):

J VO 2 '
(<15> m <N@GB, | -|") < W’

where we define the Minkowski sum A+ B = {a+b:a € A,b € B}, vol(B) .= [ 1{x € B}dx
is the volume of B based on the Lebesque measure, and N'(§;B, || -||) is the d-covering number
of B with respect to the norm | -||’.

Lemma 18 (The proof can be found in the Appendix A.7) LetB,(r) be the p-norm
ball in R? with radius r. The §-covering number of By (r) with respect to || - ||, thus obeys the
following bound:

NGBl < (142

Definition 19 (Wainwright, 2019, Definition 5.16, sub-Gaussian process) A collec-
tion of zero-mean random variables {Xg,0 € T} is a sub-Gaussian process with respect to a

metric px on T if:
2203 (6.,9)

E[B)\(XQ_Xg):I S e 2 ,VG, 56 T7 )\ € R

It is easy to prove that the Rademacher process (Wainwright, 2019, §5.2) satisfies the
condition in Definition 19 with respect to the ¢s-norm.

Lemma 20 (Wainwright, 2019, the Dudley’s entropy integral bound) Let{Xy,0 €
T} be a zero-mean sub-Gaussian process with respect to the induced pseudometric px from
Definition 19. Then, for any § € [0, D], we have:

E|sup(Xg—X;)| <2E| sup (X, —X,)| +327(5/4; D). (8)
0,0€T ¥,y €T
px (v:4")<8

Here, D = sup, s px(0, 0) and J(a;b) = f:\/ln./\/'x(u; T)du, where Nx(u;T) is the

u-covering number of T in the px-metric.

Remark 21 Given 6y € T, since E[Xy,] = E[(6p, 0)] =0, we have:

E {Sung} =K [sup(Xg — Xgo)] <E | sup(Xy— X§) . (9)
6T 6T Q,GNET

10
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Combining (8) with (9), we have:

E [sung} <2E| sup (Xy—X,)|+327J(6/4;D),
0T ¥,y €T
px (v)<8
which can be used to draw the upper bound of Rs(G) by establishing a connection between the
Rademacher process and the Rademacher complexity of the hypothesis classes when proper
norm is chosen. For more details, please refer to the Appendix, details are in the proof of
Theorem 22, Theorem 24 and Theorem 26.

To make Theorem 8 and Theorem 16 concrete, we need to upper bound Rs(G). Assume
that loss ¢ is a non-increasing function; for example, hinge loss and logistic loss satisfy this
assumption. Let G = {gs(z,2",27) = sup £(f(2")T (f(z)— f(z7)))|f € F}. Since ¢ is

' €U (x)
non-increasing, we have:

G- {g< min ()" (f(wﬂ—f(w)))) irer }

x' el (x)

' €U (x)
Ledoux-Talagrand contraction inequality (Ledoux and Talagrand, 2013), we have:

Rs(9) < nRs(H). (10)

Thus, we only need to upper bound Rs(H). Let ||All4p be the 5-norm of the ¢,-norm
of the rows of A. Consider the training set S = {(z;,z;,z;)}M,. Let X be a matrix
whose ith row is z;. We define X* and X~ in a similar way. It is easy to see that

Vp>1,Vi=1,....,M,||zillp <|X|lpco-

Let H = { min (f(2")T (f(z) = f(z7)))|f € .7-"}. Suppose ¢ is n-Lipschitz. By the

5.1 Linear Hypothesis Class

Let F={f:z - Wz|W € R"*"™ [[W]|, < w}. To simplify notations, Vp > 1 and %—k]% =1,
let

P=max{||X|[p,oc, [ X"

poos [ X llpoc) » P*=max{]| X

p*,00; HX+||p*,OOv ”X_Hp*,OO} : (11)
We then have Vp > 1,

Vi=1,..., M, |illp, = lp, 2 [l < P.
We now present the upper bound of Rs(H) under || - ||, attack.

Theorem 22 (Rs(#H) under || - ||, attack for linear models) Consider the ¢, attack,
i.e. let U(x) = {2'|||2' — x|, < e}. We then have:

Rs(H)=0 ([PP* + eR*s(r*, p,m)] |ms(p*, p, m)wZ\/MD ,

ogmaxyo—oo—se 1 1 41, 1 _ . L
(whjre s(p,q,n) =n {P 1’q P}, st =Lr+tm=1 and R" is defined similarly to
11).
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The proof can be found in the Appendix A.8.
Remark 23 Combining Theorem 22 with (4), we have:

[PP* + eR*s(r*,p,m)] mns(p*, p, m)w? + B log%
v M

AGar = O (12)

5.2 Multi-layer Neural Network

In this section, we analyze fully connected multi-layer neural networks.

Suppose that X C R™. Let F = {Wyo(Wy_10(---c(Wix))) | Wil < M;,1=1,...,d},
where ||-]|| is the norm of the matrix and o(-) is an elementwise L-Lipschitz function with
o(0) = 0 and W; € RM*M-1 where hy = n,hg = m. Assume ¢ is n-Lipschitz and non-
increasing. From (10), we need only to bound the Rademacher complexity of H.

We here consider two cases of the matrix norm ||-||. Let U(z) = {2/|||2’ — z||, < €} for
some p > 1.

5.2.1 FROBENIUS-NORM CASE.

We first consider using the Frobenius-Norm in the definition of the multi-layer neural
networks hypothesis class F.

Theorem 24 (Rs(H) under || - ||, attack for NNs under ||-||; constraint) LetU(x) =
{2|||lz" — z||, < €} (i.e. consider the €, attack), o(0) = 0 with Lipschitz constant L and let
F = {Wio(Wa_r0(---o(Wiz)|IIWillp < M, 1=1,...,d}. We then have:

d
> hil KVAVM | (13)

=1

Rs(H) = O

where
K =2B% - (BY+ +By-),

where

d d
1 1 1 1
BY =14 [ [MF max {1,m3 75} (1X o) , BE = L% [ [MF max {1,m3 75} X e
=1 =1

The proof can be found in the Appendix A.9.

Remark 25 Combining Theorem 24 with (4), we have:

dS%  hyhy logk
AGy =0 Kn\/lelwl = +B\/?\gf

12
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5.2.2 {1,5o-NORM CASE

We consider the || - ||1,00 norm constraint.

Theorem 26 (Rs(H) under || - ||, attack for NNs under || - |1 constraint) LetU(z) =
{2'|||l=" — z||p, < €} (i.e. consider the £y, attack), o(0) = 0 with Lipschitz constant L; moreover,

let F = {Wda(VVd,la(- : -U(I/Vla:)))}HI/VlHLoongl’oo,l:L e ,d}. We then have:

d
Rs(H) = O Zhlhl—l\/dKOKlvM 5
=1
where K
Ko=2BYY - (Bl + By-), Ki= ="+ By, (B}gf + B}ff) :
where

d d
_1 _ _1
By =L [ )™ m' ™7 (| X oo + €, By = LT ] b m!' % || X oo
=1 =1

d d
17 d— 17 17 d— 17
BX?: =L IHMI ~ (||X||p,oo+€)a BXC><J =1L 1HM1 OO HXHp,oo'
=1 =1

The proof can be found in the Appendix A.10.

Remark 27 Combining Theorem 26 with (4), we have:

KoK "% hyhy— logk
AGy =0 n\/d 0 1%91’” l 1+B\/—3§5

Remark 28 Our bound has important implications for the design of regularizers for adver-
sarial contrastive learning. To achieve superior robust performance on the downstream tasks,
the usual approach is to make || X||p oo small. For example, Pytorch scales the images to
tensors with entries within the range [0,1]. Moreover, Theorem 24 shows that we can take
the norms of the layers as the reqularizers to reduce the adversarial supervised risk.

In our analysis for the Rademacher complexity, we consider models with norm-constrained
weights, which means that the hypothesis class is uniformly Lipschitz, although the Lipschitz
constant may be large (the product of maximal weight norms for the layers). One may
wonder what will happen if we remove the constrains on the norm of the weights. For
simplicity, let’s consider a hypothesis class H C {£1}* for binary classification, we have:

n
Rs(H)=E [sup— » o;h(x;)],
7 |heHn
where o1, ...,0, € {£1} are i.i.d. uniform random variables. We can regard o1, ...,0, as

random labels that we need to fit by hypothesis from H, so we can interpret Rs(H) as the

13
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)
ATTACK € Tvre 0 0.002 0.05 0.2

oL _CLEAN 7573 74§ 745 75.67

baD ADV 67.67  69.25 6359  67.65
o0y _CLBAN 5311 5572 5573 55.12

ADV 1671 48.17  48.17 4816

oo _ClBAN T2 7613 7612 76.11

— ADV 6728 6879  68.8 68.8
0y _CLBAN 5128 5120 5128 66.68

ADV 1593 4594 4592  55.64

Table 1: Results of experiments on the regularizer. In this table, we list the clean accuracy
(CLEAN) and adversarial accuracy (ADV) of the mean classifier under the PGD
and FGSM attack with € = 0.01 and € = 0.02. X is chosen from {0,0.002,0.05,0.2},
and A = 0 indicates no regularizer.

ability of ‘H to fit random +1 binary labels. Now let H be the neural network, if we do
not constrain the norm of the weights, theoretically, the universal approximation theorem
(Maiorov and Pinkus, 1999) tells us that neural networks can fit any continuous function
on a bounded input space, which means that in this case Rs(H) ~ 1, leading to vacuous
bounds in the binary classification case; experimentally, Zhang et al. (2017) show that deep
neural networks easily fit random labels.

From another perspective, to derivate an upper bound for Rs(#) by covering number,
we need to find a d-covering set for H under some metric p(-,-). If the weights of the layers
are not bounded, we can not cover H by a finite subset of H, the §-covering number of H
under p(-,-) will be infinite, which means that Lemma 20 does not hold. So it is difficult to
go beyond the Lipschitz network.

6. Experiments

In this section, we conduct several experiments to support our theory. We emphasize
that we are not proposing a method to try to get better robustness on the downstream tasks,
we do the experiments to verify our two claims from our theoretical results: (1) As shown in
Remark 11, using the blocks may improve the robust performance; (2) As shown in Remark
28, using the norms of the layers of the neural networks as the regularizer may help improve
the robust performance.

Data sets. We use two data sets (Krizhevsky and Hinton, 2009) in our experiments: (1)
the CIFAR-10 data set and (2) the CIFAR-100 data set. CIFAR~10 contains 50000/10000
train/test images with size 32 x 32, which are categorized into 10 classes. CIFAR-100
contains 50000/10000 train/test images with size 32 x 32, which are categorized into 100
classes.

Model. We use a neural network with two convolutional layers and one fully connected
layer. Following He et al. (2020), we use the Stochastic Gradient Descent (SGD) optimizer

14



clean accuracy(%)

GENERALIZATION BOUNDS FOR ADVERSARIAL CONTRASTIVE LEARNING
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o
3
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—— fgsm-0.02

1 2 4 6 8 10
block size

(a) Influence on clean accuracy (b) Influence on adversarial accuracy

Figure 1: The effect of block size on the accuracy. In the figure, we show the clean accuracy
and the adversarial accuracy of the mean classifier under PGD and FGSM attack
with € = 0.01 and € = 0.02. The block size is choosen from {1,2,4,6,8,10}. (a)
The influence on the clean accuracy; (b) The influence on the adver-
sarial accuracy.

with momentum 0.9 but set the weight decay to be 5 x 1074 and the learning rate to be
0.001.

Evaluation of robustness. For representation f, we first calculate @, = n% dorey flxy)
to estimate the c-th row of the mean classifier, where z1,...,z,_ are the data points with
label ¢ in our training set. Denote WH as the estimator of W, we use the robustness of the
classifier W f as an evaluation of the robustness of f on the downstream task.

We show the results for CIFAR-10 here; the results for CIFAR-100 can be found in the
Appendix B.

6.1 Improvement from the regularizer

Inspired by our bound (13) in Theorem 24 and Theorem 8, the adversarial supervised risk
can be upper bounded by the sum of the adversarial unsupervised loss and AG s, which is
related to the maximal Frobenius-norm of the network layers. We choose to simultaneously
optimize the contrastive upstream pre-train risk and the Frobenius norm of the parameters
of the model. We set the norm of the parameters for the layers as a regularizer and test the
performance of the mean classifier; here, W*# is calculated by averaging all features of the
training data set as done in Nozawa et al. (2020). We use a hyper-parameter A\ to balance
the trade-off of the the contrastive upstream pre-train risk and the Frobenius norm of the
parameters of the model. We choose to minimize the following regularized empirical risk:

L(f) = Laun(f) + AN(f) (14)

where N(f) is a regularizer that constrains the Frobenius norm of the parameters of the
model f, here we choose N(f) = S>, ||Wi|||» where ||Wj|| is the Frobenius norm of the

15
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parameters for the I-th layer of f and:

More details about our algorithm are in Algorithm 1.

Algorithm 1: The AERM algorithm for adversarial contrastive learning

M
Input :The training data set S = {(xj, xt, Tip,- - ,xj_k)}j:l sampled from

J
Daim x DE._; the hyper-parameter A in (14); the adversarial perturbation

neg’
U; learning rate «a; the total iteration number T

1 initialize #° to be randomized parameters;
2 t <+ 0;
3 while t < T do

4

N o o

10

11
12
13

randomly sample a batch of data with size N: BC S ;
B« 0;
for (z,zt,27,...,2.) in B do

calculate adversarial example

@ e argsup £ ({for (@) (for @) = fo 7)) Yy )
' €U (x)

B+ BU{(&a",27,... ) )
end
L(fo) = % Z@,xtx;,.,_,x;)egf ({f@t (@) (for(x) — for ($;))}f:1) + AN (for);
Gl ot — OéVgtL(f@t);
t+—1t+1;

end
Output : The feature extractor fyr € F that tries to minimize (14);

The results are shown in Table 1. From Table 1, we can see that the F-norm regularizer
can improve the adversarial accuracy (the prediction performance of a model on adversarial
examples generated by attacker) of the mean classifier, which is in line with our Theorem 24.

6.2 Effect of block size

To verify Theorem 10, we analyze the effect of block size on the adversarial accuracy of the
mean classifier. Figure 1 presents the results for clean accuracy and adversarial accuracy,
respectively. From Figure 1, we can see that a larger block size will yield better adversarial
accuracy. The results are consistent with Theorem 10: as the block size grows, Theorem 10
shows that we are optimizing a tighter bound, which leads to better performance as shown

in Figure 1.

16
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7. Conclusion

This paper studies the generalization performance of adversarial contrastive learning. We
first extend the contrastive learning framework to the adversarial case, then we upper bound
the average adversarial risk of the downstream tasks with the adversarial unsupervised risk
of the upstream task and an adversarial Rademacher complexity term. Furthermore, we
provide the upper bound of the adversarial Rademacher complexity for linear models and
multi-layer neural networks. Finally, we conduct several experiments and the experimental
results are consistent with our theory.
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Appendix A. Proofs

In this section, we display the proofs of our theorems, lemmas and corollaries. For reading
convenience, we will restate the theorem before proving.

A.1 Proof of Theorem 8

In the below, we present some useful lemmas that will be used in the proofs of our main
theorems.

Lemma 29 For any f € F, we have:

1~ 1

zsup(f) < Zgup(f) < ——(Lunlf) — 7€(0)) <

S5 (zsun(f) — 7£(0)). (A1)

1—71

Remark 30 Esun(f) denotes the empirical Esun(f) and f € arg min Zsun(f) Applying
feF

Lemma 29 to f shows that, if we can train a robust feature extractor with low surrogate
adversarial unsupervised risk, we can obtain a robust classifier with low adversarial supervised
risk on the downstream task.

Lemma 31 Let £ : R* — R be bounded by B. Then, for any § € (0,1), with a probability of
at least 1 — 0 over the choice of the training set S = {(xj,xj, Ti1s--- ,xj_k)}]]\/il = {zj}jj‘il,
for any f € F: N L

ogt
where AGy = O(RST(Q) + B\/%), Rs(G) = E sup (o, (gf)is) | » and G =
o~ A{E£1}M | feF
{o(e et o, ai) = sup L({F@)T(F@) — fai)Py) If € F), where o is an M-
z'el(x)
dimensional Rademacher random vector with i.i.d. entries and (gy)|s = (g7(21),---,97(2m))-

Proof [Proof of Lemma 29| By the definition of Esup(T, f), i.e., (3), it’s obvious that

Loup(f) < Egup(f), so we only need to prove the second part of (A.1). From definition (2),
we have, Vf € F:

Lun(f)= E E | sup E  ((f@)" (f@) = f(z7))))

C+7C_~p2 ‘TNDC"’ CL’IGZ/{(ZE) $+NDc+

z—~D__

E E sup £ (F()T (tgr — pro-
erieTop? {mNDﬁ _:c’eur()z) (f( ) (per = ))]}

Dq_p E {E

cte=~p? | 2~D 4

vz

—~

sup £ (f(x/)T(:u‘(ﬁL - Mc))]

' el (x)

ct # c} + 74(0),
(A.2)

where (i) comes from the convexity of ¢ and Jensen’s Inequality, and (ii) comes from the
property of conditional expectations. Then we have:

18
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sup € (f(2')" (prer — uc))]

' el (x)

ct ;éc_}

sup £ (f(a") (per — uc—))]

E E
C+7c, Np2 INDC+

O g {DT(C+) E

—~

ct,em~p? z~D 4 ' €U(x)
+D7(c) E | sup £(f(2) (e — per)) | |¢F # C_} (A.3)
e~Do— | 'cld(x)

W g {DT(cﬂ E

c+7c_~p2 :ENDC+

sup 14 (g(l‘/)c7L - g(‘xl)c*)
x' el (x)

+ DT(C )INI%C_

sup 14 (g(x/)c* - g(xl)c+)]

' el (x)

ct #c},

T flx
e F( )] = WHf(z) and (i) comes from the symmetry of

pl-f (@)
¢, c7; (ii) is directly from some linear algebras. From (A.3) we know that:

E E ct#c
ctie~p? | 2~D 4

i sup /¢ ({g(x/)c — g(w/)cl}c’7ﬁ0>]

where T = {ct,c7}, g(z) = |:

sup 14 (f(x/)T</j’c+ - :u'c*))
x' el (x)

E E E
ct,ecm~p? | enDra~De

—~
=

ct ;éc_}

' €U (x
B (A.4)
(i) ~ _ _
- CJF,cIfENPQ Lsup ({C+’C }7WMf) C+ ?é ‘ ]
YR B () ) | £ ] L)
o mop? sup ) ) sup )

where (i) is due to the tower property of expectation;(ii) is obvious by the definition of
Leup(T, g); (iii) comes from the definition of Lk, (7T, f) and (iv) is from the definition of
Liup(f). Combine (A.2) with (A.4), we conclude that:

So we have:

(1= 7) Loup(f) +76(0) < (1 = 7) Lk, () +74(0) < Lun(f), VS € F. (A.5)

Rearranging (A.5) yields (A.1). [ |
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Proof [Proof of Lemma 31| Denote (z,z", 2y ,--- ,z,) by z, then by the Theorem 3.3 in
Mohri et al. (2012), we have: With probability at least 1 — g over the choice of the training
set S,

M 4
1 1 1 2 g logy

—_ < —_ . = =
IZE[BgAz)] < a7 2o )+ R + 3\

which is equivalent to:

~ = 2 log%

~

Let f* = argmin Zsun(f), since IE} [Lsun(f)] = im(f) and ¢ is bounded by B, Hoeffding’s
feF
inequality tells us that: Vf € F, Vt € R:

P [fm( F) = Loun(f) > t} <e 2%52'

2
Sett =B l;ﬁj , we have: Vf € F, with probability at least 1 — %,

= ~ log2
Lsun - Lsun < B g .
(5) = Loun(f) < By 572

Combine (A.6) with (A.7), the union bound tells us that: Vf € F, with probability at least
1 — § over the choice of the training set S,

(A7)

—
=

Toun(F) € Loun(F) + 0 | RS9

log+ \ (i)
B )
M * M

(iii) ~ . Rs(G) logt | () Rs(G) logk
< — <
> Lsun(f )+O M + B M > sun(f)+0 M + B M y

where (i) comes from (A.6);(ii) is directly from the fact that Loun(f) < Lgun(f*), which
is from the definition of f;(iii) is a result of (A.7) and (iv) is obvious by the definition of f*. W

Rs(G) log%
B
M + M

[l

Theorem 8 Let £ : R¥ — R be bounded by B. Then, for any § € (0,1),with a probability of
at least 1 — & over the choice of the training set S = {(xj,x*, :c]_)}]]\/il, for any f € F:

J
|

Loup(F) < T2 (F) € ——(Lsun(f) — 7€(0)) + iAGM.

—1-7
Proof From Lemma 29 we know that:
-~ 1 ~ - 1 ~ -
Loup(f) < Lgup(f) < ﬁ(Lun(f) —7(0)) < 1— T(Lsun(f) — 7L(0)),
Then Lemma 31 directly yields the result we need. |
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A.2 Proof of Theorem 10

Theorem 10 For any f € F, we have:

IN

Lap(f) < 1 (B () = 700)) < 1 (Baun(f) — 70))

Proof By the convexity of £ and Jensen’s inequality, we have: Va' ,xj, x;

b ;p+ b T, b
ﬁ(f(x’)T (Z“bf( D Z“bf( )>> (llj_j —f(rv;)))
b
Z fa) = f(@))) -

S \

Take maximization about z’ both sides, we have:

b gg+ b €T. b
sup E(f(.ﬁ/)T(ZZl f( ) ) _ Zzlb ( 7 ))) Sl sup )lzg(f(x,)T(f(ﬁUj)—f(%_)))]

z'el(x) b

Taking expectations both sides yields:

su o (TS S )

< E {;i[ sup € (f(a")" (f(x*)—f(x;)))”

i—1 ' eU(x)

Lblock(f) — E )

sun

@

= E

Tt

sup £ (f(x,)T (f(er) - f(a:)))] = ESWU)v

x' el (x)

which proves the second inequality. For the first inequality, we have, Vf € F:
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Lblock(f) — E E

sun
ct,cm~p? z,T; NDb+1

su )T Z$:1 f(xj) _ Z?:I f(x;)

ﬁ(f(fvl)T<Z?:1;<xj) _25:15(95;)))

foDb
1 c—

—~

1
> E E sup E
ctiemopl oDt | wrerf(a)af ~Db,

=

z; ~Db
g c

@ E E sup ¢ FE (f(:c’)T<Z?1 f(xj) _ Z?:I f(xz)>>

et ~p?|a~Dot | wreu(a) | af~Db, b b

- b
x; NDc* ] )

z'el(x)

= CENpQ{xJ& sup z(f(x’>T<uc+—ﬂc>)”( = (1= 1)Ly () + TE(0),

where (i) and (ii) are directs result of Jensen’s Inequality and convexity of maximization
function and ¢; (iii) is from the linearity of expectation and the last equality follows the
same argumentation as in (A.4), which proves the Theorem. |

A.3 Proof of (5)
Proof For any f € F, we have:

Lon$)= E_ [Loun(T. 1]

~

O, E_ [Esup(”f f) \Edistm] +(1-p) E_ [Esup(fr, f) ‘Edwtm}

>p TINED [Lsup(Ta f) ‘Edistinct} =D Lsup(f),
where Egjstinet is the event that {¢*, ¢y, ..., ¢ }is distinct and p = P [Egistinct]
(ct,el ysey, )~D
and (i) is from the property of conditional expectation and (ii) comes from the definition of

sup(f)- m

A.4 Proof of Proposition 15
Proposition 15 The hinge loss and the logistic loss satisfy Assumption 14.

Proof Since I1 and I5 are symmetric, We only need to prove (6). For the Hinge Loss:

¢ ({vi}ier,) = max {0 1+ max{~ vz}} ? nax {0, 1+ %ﬁc{—vi}} — ¢ ({vitici)

i€l
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where (i) is from the fact that I; C [d], so the first inequality is proved, for the second one:

€ ({vi}ielq)) = max {0, 1+ mad>]<{—v,»}} = max {0, 1+ max {—Ui}} :

1€| 1€Vl

where the last equality is directly from the definition of I; and Is.

1if 1+ max {—vi} <0, then £ ({v; }ier,ur,) = 0, since Hinge Loss is non-negative, we
1€l1Ulo

have:

¢ ({vitienur) =040 <L ({vi}ien,) + £ ({vitier) -

2.4if 1 —u; >0
if 1+ max {—vi}

(a) if 1+ m:}x{—vi} <0, then ¢ ({v;}ier,) = maX{O, 1 +mz}x{—vi}} = 0. So we
1€l 1€1q

have:

¢ ({vitienur,) = max {0, 1+ max {_Ui}} — max {0’ 14 max{—vi}}

i€l1Ulo i€lr

=0+ L ({vitier,) = L ({vitier,) + £ ({vitier,) -

(b) if 1+ m%x{—vi} < 0, by the same discussion of (a), we have:
1€l

¢ ({vitienun) < L({vitien,) + € ({vitier,) -

(c¢) if 1+ max{—v;} >0 and 1+ max{—v;} >0,
i€l i€l

Ry - _ < s s
C({vitienurn,) maX{O,ltgl%Xb{ Ul}}_max{O,lﬂrZ%zE{{ vz}+1+rirézg<{ vl}}

< max {O, 1+ max{—vi}} + max {0, 1+ max{—vi}}
i€l i€ls

=/ ({Ui}ieh) + £ ({Ui}ieh) .

So the second inequality is proved. For the Logistic Loss:

({vitier,) =loga | 1+ Z e | <loga |1+ Z e | =€ ({vitie) -

i€l i€[d]
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So the first inequality is proved. For the second one:

¢ ({vitierun,) =loga | 1+ Z e | <loga |1+ Z e "+ Z eV

1€1Ul2 i€l i€l

<logs [ 1+ Z eV 4 Z e Vi 4 Z e Vi Z e Vi
i€ly i€ln i€ly i€ls

=logs | | 1+ Z e Vi 1+ Z e Vi

L i€l 1€l

=logs [ 1+ e | +loga | 14+ e | = ({vikien) + € ({vikien)

i€lq 1€l
which proves the second inequality. |

A.5 Proof of Theorem 32

We here introduce some further notations, which will be used in our main results. For a
tuple (¢™, ¢y, ..., ¢ ), we define I'T := {i € [k]|c; = ¢} and @ as the set of distinct classes
in (¢, cp,... ¢ ). We define pmax(T) := max, Dy (c), 14, == P [I* # ), while £x(0)

c 7Cl_*NpIcJﬁl
is defined as the loss of the N-dimensional zero vector. Let T be a task sample from
distribution D and p*(7T) be a distribution of ¢* when (c¢*, ¢y, ..., ¢, ) are sampled from
p"*1 conditioned on @ = 7 and IT = () and pf, (T) = min pT(T)(c).
ce

Theorem 32 Assume that £ satisfies Assumption 14. With a probability of at least 1 — 9
over the choice of the training set S, for any f € F, we have:

oD o Ale g [0 e o 7
TND[pmaX(T)Lsup(T’ f)]STIED[ML§Up(T, f)} s

1 - 3 :
= L —7 <L8un(f) * AGM) 1 Tk c+7cfﬂipk+1 [£|I+|(O)|I+ 7 (Z)] ’

where |It| is the cardinality of set 1.

Before proceeding with the proof of Theorem 32, we introduce some useful lemmas.

+
Lemma 33 For any T sampled from D, we have: p*(T)(c) > %DT(C),VC eT.

Lemma 34 Assume that f satisfies Assumption 14. For any f € F, we have:

p:;in (7) prJrrlin(T) T
P (T) Poae(7) LT )

< Lsun(f) — Tk E . |:£\I+\(6)|I+ 7& @:| .

ctie; ~p

(1-7) E [ Esup(T,f)} <(1-m) E [

T~D
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Proof [Proof of Lemma 33| By the definition of p*(7) and p/, (T), we can find that:

Ve e T,pt (T) < p™(T)(c).

So we have:
+
P (T)(c)
Yee T, —/———= > 1. (A.9)
p;;ln(T)
By the definition of ppax(7), we have:
Dy (c)
Yee T, <1. A.10
pmaX(T) ( )
Combine (A.9) and (A.10), we have:
+
Prmin(T)
Yee T,p (T)(c) > Pmin2" 2D (c).
pHTIE) = Lol (o
|
Proof [Proof of Lemma 34] By the definition of Ly, (f), we have:
Lon(f)=  E sup £ ({£(@)7 (f(=*) = f@))}iy )
c+,c;~pk+1 o' €U () ) =1
;t,x+~’D§+ oy ~D -
- E E | sw £({/@) (f@h) - F@)})
C+,6;Npk+l $+~DC+ o' eU(z) 7 =1
o~Dy |2y ~D -
: (A.11)

> E sup E ¢ ({f(l”,)T (f(a™) - f($;))}f:1>

cte; ~pktl | aretd(z) | 2T ~D o+

xNDC+ J:;f\/Dc.7
(ii) [ k
2B s ({7 (e )} )| 2
C+?Ci Npk+1 o' €l (z) i =1
$NDC+ B

where (i), (ii) is from the Jensen’s inequality and convexity of £. Then we analyze lower
bound of Ry:
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C+,C;Npk+1
:ENDC+
+7m E sup / <{f(:1:')T (uc+ uc—>} ) It #90
ctoe; ~pR L | aleld (x)
Q?NDC+

ctie; ~pktl €U(x)
x~D 4+ (A12)
+7, E sup €<{f(:c/)T (,uc+ K, )} ) I+7$(Z)]
cte;~p ' eU(x)
CENDC+

(i)
> (1- t=
= Tk)c+,c;1§pk+1 xselgll()x)g <{f (per = 'uc)}CNQ’C#ﬁ) ! (b]

iEN'Dc+

+7 E |:£|I+|( )

ctel mpht

I*;«é@}

where (i) comes from the property of conditional expectation, (ii) is a result of the fact that
Q C [k] and ¢ satisfies Assumption 14 and (iii) is from the fact that [|[I7]] C [k] and ¢ satisfies

Assumption 14. Let Ry = K o )=,
sumption 14. Let Ry = E | sup {1 (et = 16)} oy et 0|, we
x~D 4
have:
Ry= E E( ) =
2T b | weti(e) LG (e = o) o oper 0
$NDC+
(0
Y g E g( ) Tt -
7~D C+7C;Npk+1 [I Selz{}() ) {f MC+ MC)}CNQ7C¢C+ 'Q T @ (A']‘S)

z~D 4

(&) sup f({f (per — Mc)}CNT’#ﬁ)] )

E
T~D | ctrpt(T) L =nes

[L’NDC+
where (i) is from the tower property of expectation and (ii) is directly obtained by the
.o, . Jr . .
definition of p* (7). Let Ry = c+~,1§+(7') . 56111}()90)6 ({f (et — uc)}CNT?#CJr)] , we have:
mNDC+
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Rs = E [ sup £ ({f (fet — MC)}CNT,(#&)]

ctopt(T) | 2retd ()

ZBNDC+
D pnin(T)
> Pminl’ ) @ . (A.14)
= pmax(T) ct~Dy xSGIZ{I() )E ({f (et — 1 )}CNT@#&)

leDc+

(ii) ,0+- (7') 111 p (7') _
= Tmny 7 Ly, T, FPmin\ " /. Lown (T, F),

Pmax(T) p( f) =z Pmax(T) o(T, f)

where (i) is directly from Lemma 33;(ii) and (iii) are from the definition of L%, (T, f) and
Sup(’T, f), respectively. Combing (A.11) (A.12) (A.13) and (A.14) yields:

pr—"r_un(T) T pm]n(T)
(1 - Tk)TIED pmax(T) Lsup(Tv f) < (1 - Tk)TIED |:pmax(7~) Lsup(T f):|
< zsun(f) — Tk N 1 [g\lﬂ |I 7& @}
ct,e; ~p

Equipped with the above lemmas, now we can turn to the proof of Theorem 32.
Proof [Proof of Theorem 32| From Lemma 31 we know that with probability at least 1 — ¢
over the choice of the training set S, Vf € F:

zsun(f) S Zsun(f) + AGM

Combing this with Lemma 34 directly yields (A.8). |

A.6 Proof of Theorem 16

Theorem 16 Suppose C is finite. For any c € C, p(c) > 0, and ¢ satisfies Assumption 14.

Then, with a probability of at least 1 — § over the choice of the training set S, Vf € F:
Esup(f) < a(p) <zsun(f) + AGM) - /67

— 1 pmax (T)
where o) = = 8L
Tdistinct

is a positive constant depending on p and
B=alpr  E o @ £0].
e mphtl

Proof Since C is finite and p(c) > 0 for any ¢ € C, we can see that:

1 Pain(T)
all — 1) \T\<k+nln7r’ldlstmct {pmax(T) ( )
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By Theorem 32 and the definition of Zsup( f), we have: Vf € F, with probability at least
1 — § over the choice of the training set S,

1 = =0 1 = N P (T) ~ "
mﬁsup(f) - TINED |:a(1_7_k)Lsup(T7 ):| S T~D [pmaX(T) LsuP(Ta f):|
(iii) _ .
< = (L AGu) - B [ @I £0].

—1-7 1—7 cte; ~pk

~

where (i) is from the definition of Esup( f);(ii) is from (A.15) and (iii) is from Theorem 32.
Rearranging yields the result. |

A.7 Proof of Lemma 18

Lemma 18 Let B,(r) be the p-norm ball in R? with radius r. The §-covering number of
B, (r) with respect to || - ||, thus obeys the following bound:

d
2r
NGB < (145 )
where N'(0;B, || - ||) is the §-covering number of B with respect to the norm || - ||.
Proof Set || -|,| - || in Lemma 17 to be || - ||, we have:

vol (3B,(1) +B,(1))  wol ((1+ %) By(1))

By (1), ]| - [lp) < = P
N(57 P( )? H Hp) — vol (Ep(l)) vol (Bp(l))
(i) 2\ ¢ vol (B, (1)) 2\
<[|142) /2 _ (142
< (1+5) Sy - (1+5)
where (i) is true because B,(1) C R% Now suppose that {z!,---, "} is the minimal
d-covering of B, (1), then:
Vo € B,y(1),32" € {zt, -+ 2N} stz —at|, <0
So we have:
Vre € By(r), 3ra’ € {rat,-- 72N} s.trz —ral||, < 7o
So {ral,---  ra™} is a ré-covering of B,(r), so we have:
2\
N8By ) 1) < NGB0 -1 < (143)
Letting ¢ take place of J, we have N (&;B,(r), | - |l,) < (1 + %’")d. [ |
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A.8 Proof of Theorem 22
Theorem 22 Let U(x) = {2'|||2’ — z||, < €} (i-e. consider the {, attack). We then have :

Rs(H) = O ([PP" +eR"s(r",p,m)] [ms(p, p,m)utv/M] ).
h =™ L L 10 L and R ds defined similart
where s(p,q,n) =n ,5—1——*— sy T =1, an 1s defined similarly to
(11).
Before giving the proof of the theorem, we introduce some lemmas will be used in our proof.

11
Lemma 35 For any x € R",0 < pa < p1, we have: ||z|p, < ||z|lp, < nP2 Prz|l,,.

Proof [Proof of Lemma 35| Firstly, we prove ||z|/,, < ||z|p,. For any 2 € R™, suppose

1
ai = |zil, lep f(p) = (3°1; a?)?. In order to prove ||z||p, < ||z||p,, it suffices to prove that:
Va; > 0,i=1,2,...,n, f(p) is non-increasing on (0, 1].

1. if a; = 0,Vi, f is a constant function, so f is non-increasing.

2. if 3i,a; # 0, suppose {a;|a; # 0} has K elements, without loss of generality, suppose

{aila; # 0} = {a1, a2, -+ ,ax} and a1 = 1I<nkeix {ax}, then we have:
0< Tk <1§ Tk > 1,1 E Tk >0,k=1,2 K (A.16)
1 7k—1 1 ’ k=1 1 7 o 7

We can write f(p) = (Y0, a?)» = ay (Zklil (ﬁ)pﬁ = areap{yin (Z’i(zl (%)p)}’

let =1 K (2)"), by th t ty of ite functions, t
et g(p) = in D ket o) ), by the monotone property of composite functions, to
prove f(p) is non-increasing, it suffices to prove g(p) is non-increasing.Taking derivation

of g yields:
(@) m ()] w(En @)
PZ§:1 (%)p P’ |

g'(p)

a p a ap. \P
From (A.16) we know that Zf:lgﬁ) al:)(;’;)] <0 and W > 0, so we have
P2ik=1\4ay

g'(p) <0, so g is non-increasing, which means that ||z||,, < ||z]p,, Yz € R™.

11
Nextly, we prove that ||z||,, < nPz  #1||z|,,. By the definition of || - ||,, we have: ||z||p; =
Pl p1 P1
(o8 |wilP2) ez = (2300 |@[P2) P2 - nr2 Since py < py, ie. B > 1, we know the function

p1
h(t) = tr2 is convex. By Jensen’s Inequality we know that:

YAist Ai>0and Y Ni=1Y4ER: A (Z /\iti) <> Aih(t). (A.17)

=1 =1 =1
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Set /\1 = /\2 == )\n = %,ti = ‘$i|p2,i = 1,2,...,TL in (A.17), we have:
n 2L n n
1 P2 1 P1 1
ECDRER EEEEE wF
1= 1= 1=

p

pL L
Multiplying both sides by n#z yields (2 3% | |z;P2) 2 - nrz <

n
p1 -1 p1
][5y <mnvz - lz]F

11
Taking both sides the pith power yields ||z|,, < nr2 ?1||z||,,. [ |

Lemma 36 Suppose that 3A, B € RT s.t. Az, < ||zll; < Blzl, (p,q > 1) for any
z € R", then VW € R™ ™ |[W]|, < %\HW!Hq.

Proof [Proof of Lemma 36| If we have Alz|, < |z||; < B||z|p, then:
(i) (i) 1 B B
Wl = max |[Wzxl|, < max [|[Wz||, < max —||Wzl|, = max —||Wz|,=—||W]||.,
W, ||33Hp§1|| [ Hz||p§B|| [ ||x||prA” lg HznpgA” lle = — Wl

where (i) is from the fact that ||z|; < B||z||,, which means that {z|||z|[, < 1} C {z|||z|; < 1}
and (ii) is from the condition that Allz||, < ||z|4- [ |

s(p, ¢, )W,

Proof [Proof of Lemma 37| We discuss it in two cases.

11
1. If p < ¢, by Lemma 35, we have: Vo € R", ||z|, < ||z||, < n? 9/z|,. By Lemma 36,
1

1
we know that VIV € R™" |[W ]| < nv™a|[W]],
1_1
2. If p > ¢, by Lemma 35, we have: Vx € R", ||z||, < ||z < ne 7|z, ie.

1_1
ne-allzlly < flzflp < flzflg-

1

By Lemma 36, we know that YW € R™*", [[W]|, < na_%|||W|Hp.

1

So we conclude that VIV € R™", [[W]], < nmaX{E_%%_%}mW’H ) ]

Now we turn to bound the Rademacher complexity of H, where

H—{h<w,x+,x->— win (7(a')" (f(w+)—f(:r‘)))!fef},

' el (x)
F=Af:z— Wz|WeR™™ |HW|Hp < w}.
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Let
HO = {h(flf,$+,$7) = f(x)T (f(er) - f(xi)) |f S ‘7:}

=3 (z, 2t 27) 5 2TWIW (2t —27)|W e R™™ ||[W]||, <w}.
p

Proof [Proof of Theorem 22| Firstly, we drop the complicated and unwieldy min operate
by directly solving the minimization problem.

hw.ota) = min fG@T (Fat) ~ f@7) = min (W(e+ )" (Wat = Wa")

= TWIW(zt —27) + II?IIIig STWIW (a7 —27)

O TWTW (et — 27) — e|[WIW (@ — 27|},
where (i) is from Holder’s Inequality and taking the value of ¢ that can get equality. Define:

Hi = {(@,0,07) = IWTW (™ = 7))

W e R W, < w},

Hy = {(z, 0%, 27) = 2T A" —27)|A € R 4], < w),

P ={@a*27) > A —a7)ll A € R A, < w)

Since VIV € R™"™ s.t. [[W]|,, < w, we have:

) (ii)
W Wl < W7 - I, = Wl - WL, < s pm) W2 < s(o°, p.myu?,

where % + p% =1 and (i) comes from the Submultiplicativity of matrix norm and (ii) is from
Lemma 37. So we have:

{wliwil, < w} < {w|lIwTwll, < s, p.mw?} .
And since WTW is positive semi-definite, it’s easy to see that:
{Wrw|[wTwll, < s, p.mpw?} < {4]l14ll, < s, p.m)w?} .
So we have:

Ho = {(m,x*,x*) — 2" WIW (at —27)|W e R™™, il < w}

C {($,x+, 27) = T WIW (2t —27)|[W e R™™, I

WIW|, < s(p",p,m)w?}

s(p*,p,m)w?
C {(wa,27) = 2T AT — aT)| A € R A, < 50", pm)w? | = HIP P
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Similarly, Hq C Hi(p*’p’m)w Given the training set S = {(z;, z;", z; ) }4,, we have:

17

M
Rs(H) = E{ sup ZO’Z (] WIW (2 —27) — [ W W (2] — ) T*]}
Wi, <w ;=

IN
=
=

IE{ sup ZO’Z TWTW( Z_)]}

Wi, <w 53—

ma{ w3 oW nnw}}
(A.18)

Wi, <w 5=

.. M
D g { sup Z o [a:ZTVVTVV(:c;F —z;)] }

Wi, <w ;3=

M
+6E{ sup Y [oul|WTW (2] i)|7“*]}

Wi, <w 5=

iii (iv) s(0* D) v
W Rs(Ho) + e Rs(H1) < Rs(HL® Py 4 e (i@ pmw?),

where o is a Random Vector whose elements are i.i.d. Rademacher Random Variables and
(i) comes from the subadditivity of sup function;(ii) is from the fact that —o; has the same
distribution as o, Vi = 1,2, ..., M; (iii) is by the definition of Rs(Ho) and Rs(H1) and (iv) is

* 2
from the monotone property of Rademacher Complexity and the fact that Hg C ’Hg(p pim)w

and H; C ’Hf(p P ’m)wQ. Secondly, we upper bound the Rademacher Complexity of Hy and
HY. For Rs(HY): Given the training set S = {(z;, 2], 2; )M, = {(2:)}},, define the
¢>-norm for a function in H{ as:

Vh € Hy, ||h]l2 =

Define H{ (S) = {(h(zl),h(zQ), ..y h(zar)) ‘h € 7—[6”}, we have that for any h € H{ and
vp, = (h(z1), h(22),...,h(zn)) be the corresponding vector in H{'(S), we have:

1Bllz = [lon]2-

So we know that any d-covering of H{’ ({hl, h?, .- ,hN}) with respect to fo norm in the
functional space, corresponds to a d-covering of H{ (S) with respect to the ¢ norm in the
Euclidean Space, i.e.

B (1) B2 (1) WY (1)
ht(22) h?(22) N h (22)
B )\ B2 WY (ar)
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So we have:

N (G HG (S), 1] - ll2) = N (61, || - [l2) - (A.19)

By the definition of Rademacher Complexity, we know that Rs(H{') is just the expectation

of the Rademacher Process with respect to H{ (S), which is E[ sup Xjp]. To use Lemma
0eHY (S)

20, we must show that Rademacher Process is a sub-Gaussian Process with respect to

some metric px. Denote the Euclidean metric by p2, we have: for Rademacher Process

{Xp,0 € T}, V0,0 € T and X € R:
E [2000-59)] Qg [2(00-(00)] = g [2(0-0)] < e [eror0]

M _
(iii) 22(0,-6,)2 2 ~ 2 ~
& T 05 _ 5 oM 002 _ i (00),

=1

where o is a Random Vector whose elements are i.i.d. Rademacher Random Variables and
(i) is from the definition of Rademacher Process; (ii) is from the expectation property of i.i.d.
random variables and (iii) is from Example 2.3 in Wainwright (2019). So we proved that
the Rademacher Process is a sub-Gaussian Process with respect to the Euclidean metric ps.
So by Lemma 20 and (9), we know that: Vé € (0, D],

Rs(Hy)=E[ sup Xy|<E

sup (X@—Xg)]SQE sup (Xy—X,)|+32J(0/4; D),

OEHE (S) 0,0cHY (S) ¥, EHY (S)
px (v)<8
where
D= sup [[0—¢2<2 sup ||0]]2=2sup ||h]2 =2 sup
0.0'cHY (S) 0eHY (S) heMHY heHY

(i) (i)
<2VM sup |zl A(x] —x7)| < 2VM sup |zl | Az — 27)]p Ao
lAJl, <w lAJ|, <w (A.20)

1<i<M 1<i<M

(iii) (v

< 2VM sup il | All 2 — 27 [, < 4VMP*Pw,
Al <w
1<i<M

and 7 (a;0) = [ \/InN (w; HE(S), [ - [2)du = [° /InN (u; HE, |- [l2)du. Where (i) is from
the definition of f; (ii) is from the Holder’s Inequality; (iii) is a result of properties of matrix
norm and (iv) is from the definition of P* and P. Similar to the discussion of upper bound
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for D, for all hy, hg € Hy', we have:

Hh1 — hQHQ = Z hl Zz hg Zz)] S VM sup |h1(2i) — hg(zz‘)|

1<i<M

=V sup [ (4~ As)(a —7)] (A.21)

1<i<M

(i) L ,

S VM sup [lzillye (141 = Asflll2i — 27 llp < 2V MPTPlAL = Aol
_,L_

where A;, Ay are the matrices corresponding to hi, ha, respectively and (i) is from the
same argument as (ii), (iii) in (A.20) and (ii) is from the definition of P* and P. Suppose

Ny={A',--- AV} isa QPP‘im-covering of Sy = {A‘|||A[||p < w} with respect to ||-|l,

ie.:

1)
P~ oPP*/M
Combine this with (A.21), let A be the matrix corresponding to h and A’ be the matrix
corresponding to A/ and let N = {hl, h?, .- ,hN}, we have:

VA€ 84,347 € Ny, sit. ||A—A7||| <

. A 1)
VheHY 3h € Ny, st |h—hilly < 2VMP*P — 0 5.
0 h ” H2 2PP*\/M

So N}, is a d-covering of Hy' with respect to || - ||2 , so we have:

N8 HG || - ll2) < N

— Sl
sppeTar S M)

By Lemma 18, we know that:

w 5 wpPrwyir\"

So we have:

J(0; D) /\/zn/\fu%w,H ||)du</ m2ln<1+m>du

u

(i) D | Ny D
< m/ Wdu = 2mVPP*wV M/ u"2du
0 0

(iii)
= 4mVPP*wDVM < 8mPP*wVM,

where (i) is from (A.22); (ii) is because that for any x > 0, In(1 + z) < z and (iii) is from
(A.20). So take 6 — 0T, we have:

Rs(HY) < 327(0; D) < 256mPP*wv/M.
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For Rs(HY): The same as Rs(Hy'), we consider {9 norm for a function h € HY and
define HY'(S) = {(h(21),h(2'2), o h(zm)) ‘h € 7—[71“}, by similar argument in (A.19), we
have:

N (G HT(S), 1] - ll2) = N (61T, || - [l2) -
By the definition of Rademacher Complexity, we know that Rs(#H}’) is just the expectation

of the Rademacher Process with respect to H{’(S), which is E[ sup Xjy|. By Lemma 20
9eMY (S)
and (9), we know that: Vo € (0, D],

Rs(HY)=E[ sup Xg]SE[ sup (Xg — Xp)| <2E sup (X, — X)| +327(6/4; D),

OEHY(S) 0,0eHY(S) vy EHY(S)
px (1)<

where
D= sup [[0—¢2<2 sup |0]]2=2 sup |h]]2 = 2 sup

0,0'€HY(S) OEHY (S)

(i) _ —
<2VM sup [|A(z] — ;)| <oVl sup AN 5" = [l
1A, <w Al <
1<i<M 1<i<M

(iif) (iv)
< 4VMR* sup -~ < 4VMR" sup s(r*,p,m)H|AH|p§4wR*s(r*,p,m)vM,

1Al <w AN, <w

(A.23)
and J (a;b) f VInN (w; HY(S), | - [l2)du = ff VINN (u; HY, || - [|2)du. Where (i) is from
the deﬁmtlon of f; (ii) is a result of the properties of matrix norm; (iii) is from the definition
of R* and (iv) comes from Lemma 37. Similar to the discussion of upper bound for D, for
all hy, ho € HY, we have:

M
1 = hallz = | > [P1(z:) = ha(z0)]* < VM sup |hi(zi) = ha(2i)]
P 1<i<M
@)
= VM sup [[(A1 = As)(af — a7l < VM sup Ay — Aol [l — 2 [
1<i<M 1<i<M

(g) 2V M R*[| A — Ay, (g) 2R*s(r+, p,m)VM || Ay — A,
(A.24)
where A1, Ay are the matrices corresponding to hy, ha, respectively and (i) from the properties
of matrix norm and (ii) is from the definition of R* and (iii) comes from Lemma 37. Suppose

Ny= {4, AN} isa m—covering of Sy = {A’H\Amp < w} with respect to
-l - ie-:

J
2R*s(r%,p, m)VM

VA€ S, 3AT € Ny,sit. |||[A— 4| <
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Combine this with (A.24), let A be the matrix corresponding to h and A’ be the matrix
corresponding to A/ and let N = {hl, h2, .- ,hN}, we have:

. , 0
Vh € HY 30 € Np,s.t. |[h — K |2 < 2R*s(r,p,m)vV M = 0.
! " | 2 (r+, p,m) 2R*s(r*, p, m)V M

So N}, is a d-covering of HY with respect to || - |2 , so we have:

)
0: HY .
N( 77'[1 ) H ”2) < N(QR*S(T*,P’ m)\/M

> Sy (I(l,)-

By Lemma 18, we know that:

m2

4] AR*s(rx, p,m)wv M
N(S;Hw7 : S aS s - S 1+ —
BHE - 2) < M s S ) ( :

(A.25)
So we have:

@ D )
J(0; D) / \/ln/\f (w; HY, || - [|2)du §/ Jm%n <1+ 4R 8<r*7}2m)wm>du
0

(ii) D J4AR* vM b
< m/ \/ fs(re p, mjw du = 2m+/R*s(r%,p, m)wV M/ w3 du
0 u 0

(iii)

:4m\/R*s(r*,p, )wD\ﬁ < 8mR*s(r*,p, m)w \/Ma

where (i) is from (A.25); (ii) is because that for any x > 0, In(1 + z) < z and (iii) is from
(A.23). So take § — 0T, we have:

Rs(HY) <327J(0; D) < 256mR*s(r*, p,m)wvV M.

Combine upper bounds of Rs(Hy') and Rs(H}') with (A.18), we have:

Rs(H) < Rs(HP P™) 4 ¢ R (M5 # P
< 256mPP*s(p*, p, m)w VM + € 256mR*s(rx, p,m)s(p*, p, m)w?vV M
= 256m s(p*, p, m)wQ\/M(PP* + eR*s(r*,p,m))
=0 ((PP* + eR*s(r*,p,m)) (m s(p*, p,m)w Q\ﬁ)>
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A.9 Proof of Theorem 24

Theorem 24 Let U(z) = {2'|||2' — x|, < €} (i.e. consider the £, attack), c(0) = 0 with
Lipschitz constant L and let F = {Wao(Wy_10(- - - o(W12))|[IWill p <M, 1 =1,...,d}. We
then have:

Rs(H) =0

d
> i KVdVM |
=1

where K = 2B§,e . (B)IE+ + B)};_), where

d d
1 1 1 1
BE =L ] MF max {1,m= 5 b(1X oo te), BE =LA T M max {1,m2 75 HIX o
=1 =1
Before giving the proof, we firstly introduce some useful lemmas.
Lemma 39 If 2} € U(z;) = {}|||lz; — 2f[|, < €}, then for = + 1 =1, we have:

1

1
a7l < max {1,m! 775 } (|1

poo t€).
Proof [Proof of Lemma 39] We divide it into two cases.
1. If p > r*, then by Holder’s Inequality with % = % + %, we have:

1 1— 1
@7 [l < sup [[1f]s - (27 ]lp = [[1lls - [J27 [lp = m= lgllp = m™ 7 [lai]lp,
where the equality holds when all the entries are equal.

2. If p <r*, by Lemma 35, we have ||z}« < ||z}]|,, where the equality holds when one
of the entries of x} equals to one and the others equal to zero.

Then we have:

1—1_

S =
<

o b llatllp < max {1,m

_1_ 1
o < max {1,m' § Uil + llai = 311,)

< max {1,m17%7%} ([ X [p,00 +€) -

|
Lemma 40 Let A € R™*" b € R", then we have: ||A-bll2 <||Al|z - ||b]|2-
Proof [Proof of Lemma 40| Let A; be the rows of A,i =1,2,...,m, we have:
1A Blla = | D (Aib)* < [ D NANZ- 11013 = | Do NAl3 - /1Bl = 1Al - 1bll2,
i=1 i=1 i=1
where (i) is from Holder’s Inequality. [ ]
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Lemma 41 Suppose o is a L-Lipschitz function, then the elementwise vector map corre-
sponding to o is also L-Lipschitz with respect to || - ||2.

Proof [Proof of Lemma 41]

lo(z) —o@)llz = || > (o(x)i —o(y)i)* =
=1
1) | &
< LQ(xi y2)2 =1L
=1
where (i) is because o is L-Lipschitz. [ ]

Now we can turn to the proof of Theorem 24.
Proof [Proof of Theorem 24| In this case, let U(z) = {2/|||2’ — x|, < €}, we have:

F={2 = Wao(Wy_10(--- (W) | [Willp < M, 1=1,...,d},
1= {ilatan) = min (17 (15 - f) I € 7.
' eU(x
Let SlF = {VVZ € Rthhl—lHﬂﬂflmF < MZF} JA=1,2,...,d. Let CZF be the §;-covering of SZF
and define:

Fe=3fax—Wso (WS jo(---c(Wex)) [Wfect,1=1,2,...,d} C F,
d d—1 l l

HE = {hc(x,x+,x_) = min (f(@)" (f(x) - fx7)))|f € fc} CH.

' el (x)

Similar to the proof of Theorem 22, we know that the Rademacher Process is a sub-Gaussian
Process with respect to the Euclidean metric, which induces the 5 norm.

Given the training set S = {(z;, ",z )}M, £ {2}, define the ¢>-norm for a function
in H as:
M
VheH, ||hllz = | Y [h(z)]*.
i=1

Define H(S) = {(h(zl),h(zg), .y h(za) ‘h € ’H}, we have that for any h € H and v, =

(h(21),h(22),...,h(zn)) be the corresponding vector in H(S), we have ||hl|2 = ||vn||2. So we
know that any d-covering of H ( {hl, h2,---  hN }) with respect to £ norm in the functional
space, corresponds to a d-covering of H(S) with respect to the ¢ norm in the Euclidean
Space, i.e.

B (1) B2 (1) WY (1)
ht(22) h?(22) N h (22)
B )\ B2 WY (ar)
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So we have:

N (@GHES) N - Ml2) = N (& H, (|- 2) -

By the definition of Rademacher Complexity, we know that Rs(#) is just the expectation
of the Rademacher Process with respect to H(S), which is E[ sup Xj].
OcH(S)
So by Lemma 20 and (9), we know that: V4§ € (0, D]:

<2E| sup (X,—X,)| +327J(0/4;D),
v EH(S)
Iy =~ll2 <68

Rs(H)=E] sup Xy] §IE[ sup (Xp—X3)
OEH(S) 0,0€H(S)

where

D= sup ||9 9/||2<2 Sup ||9H2—28up||h||2—28up Z 2 <2vVM sup |h(z)],
e = et
_Z_

(A.26)

and J(a;b) = \/ln/\/ (u; H(S), || - ll2)du = [ \/ln/\/ wH, || - []2)du.
For any f € f z € X, let 2! be the output of x passing through the first [ — 1 layers, we
have:

1f (@) ll2= Wao (W12 )H2<“|Wd”|F lo(Warz® Y o LI Wall o o (War2 ) ~(0)]12

(iii)
< LM Wy g < - < L HMzF Wizl < L1 HMZF [P
=2 =1

(iv) d 11 d 1
< LT ma {1,m2 0 Y, < 2 T MF ma {1, ma 5 )X
=1 =1

p,00

where (i) is from Lemma 40; (ii) is from the fact that ¢(0) = 0; (iii) comes from the assumption
that o is L-Lipschitz and ||[Wy||r < M1 and (iv) is attained by setting r = r* = 2 in the
proof of Lemma 39.

To simplify the notations, we define:

d d
1 1 1 1
BE = 1 [V w1 Y X e ) B = B T mae {1, } e
=1 =1

So we have:
Vze X, f e F,|f(x)|. < B%. (A.27)

Similarly, we have:
Vo € X,f € F, ¥ o — al, < € | £(2')]l2 < BE,. (A.28)
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For any h € H,z € X3, let * = argmin f(2/)” (f(2*) — f(z7)) and let 2! be the output
[’ —||p<e
of * passing through the first [ — 1 layers, we have:

h(z)| = inf  f(@)T (f(@®) = fl@) | =1f@)" (f=") = fl@7))]

[[2'—zlp<e

(i)
< F @)z f (@) = fa7)ll2 < B - (By+ + Bx-),

where (i) is from (A.27) and (A.28). So we have:

(i)
D <2VM sup |h(z)| <2VMBX .- (BY: + BY_) 2 VMK, (A.29)
heH
1<i<M

where (i) is from (A.26). Now, we need to find the smallest distance between H and H¢, i.e.
sup inf |[h— h¢||2.
hgihcl?w” 2

By the discussion in (A.26), we have |h — h¢|y < \/M1I<ﬂ35]<\4|h(zi) — h¢(z;)|. For any
Z; = (mi,xj,x;),i =1,2,...,M, given h and h° such that |H17Vl_— Willg <d,1=1,2,....d,
we have:

[h(zi)=h(zi)l = | inf @) (F(2) = flai)) = b o))" (F() = fa7) |

[l —illp<e [l =il p<e

Let #f = arginf f(z})7 (f(xf) — f(xz_)) and ¢ = arginf f¢(z})7 (fc(xj) — fc(xi_)),

[l —zillp<e [} —zillp<e

X
yi:{x

Then we have:

n(zi) = he(za)| = |f ()T (f () = f27)) = £ (Fo(af) = fo(27) |

(i)

and let
F@T (F@) = f@7) = fe@)T (f) = fo(=7))

otherwise

=% Sl

) - £ (Fa?) - £

170" (F() = fe@D) |+ 1) (Fa7) = £o(=7) |

N

(iii)
< (BX+ + By (i) = £z + BX I f(25) = £(a) Iz

+ B (7)) = £ @7)l2,
(A.30)
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where (i) is easily verified by the definition of y;; (ii) is from the triangle inequality and (iii)
is from (A.27) and (A.28).
Define gj/(-) as

95 (y) = Woo (Wy—10 (- War10 (W5 ---a(Wiy)))) .
Then we have:

1 (i) = F<ill2 = ll9a(yi) — 94 (yi)l2
1
d\Y

= lg9(wi) — 94 () + 9a(wi) — ga(yi) + -+ + 95 (i) — 94 (wi) l2

(i)
< Ng%wi) — ahwilll2 + -+ 193 (vi) — 94 (i) 2

where (i) is from the triangle inequality.
Then we calculate Hgifl(yi) — iyl =1,2,...,d:

9k (i) = gt ll2 = Waor (9425 ) = Waor (ghs(w0)) Iz

LWl o (852w — o (5110000 I

(ii)
< LME g (i) — ghoi(wi)|l2 <

(iii)
< L H MY Wio (671 w)) = Wi (71 w) 2 (A31)

j=l4+1
H MF - W o (gfj(.%)) l|2
j=l+1
(1v) Al d P -1
< L H Mj 0+ ||o (91_1(%)) 2,
j=l+1

where (i) is from Lemma 40; (ii) comes from the assumption that o is L-Lipschitz and
Wall - < ME; (iii) is from the definition of g¢(-) and (iv) is from Lemma 40 and the choice
of h when h is fixed, which means that ||W; — W7 < §;.

Next, we upper bound ||o (gfj(yl)) Il2:

I (517360 I = o (673 00)) — 0(0)1 2 L lat=Hwlle = £ W (530 I
(ii) (iii)
< LWl -l (si7300) e < £ ME o (6300 I
<<V T M il
(A.32)
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where (i) is because o is L-Lipschitz; (ii) is from Lemma 40 and (iii) is because |||[W£_, || P <
MF .
From (A.31) and (A.32) we have:

_ I, MmF
o™ () = gawnll2 < L' = dillyil
I
MF 11 (5
d— IH] 1 11 L F I
<L S o mas {12 (X oo+ ) = B
where (i) is from Lemma 39.
Similarly:
_ LTI, MF
o™ () = ghta)ll2 < L |2
]
d— 1H 1 1_1 5
< L ]]\4'# 5l max{l m? p} ||X+HP7 BX+ MF’
ORI | 00T
ok a7) = gl < L L |2
I
d F
i1 M 11 §
dflnjfl J 11 L F I
< 1 o max {1t X e = BY-

Combining the above with (A.30) yields:

N—

() = Rl < (BE + BE-) (o) — gawa)ll2 + -+ + g3~ () — 9(w)l2
+ 85 (I93) = gh(@) 2 + -+ lgd~ ) — gd()2)

+B§,e(u92<x;>—g;<x;>u2+ g @) - g4 e)
d

d d

1) 0 0

F F F § : l F F § : l F F § : l

= (BX+ + BX*)BX@ MilFa + BX,GBX+ Miva + BXyeBX7 MilF,
=1 =1 =1

d d
5, 5,

= 2B% (By+ + By-) E uE K E Via
=1 "1 1=1""1

c 5 M9 .
So ||h — k|2 = \/Mlg%%\h(zi) he(z)| < VM Zl By Ko et 6, = TRAT We have:

M )
h—hl <VM . <
H H2 ZMF dK\/i -

Then: Yh € H,3h¢ € H® s.t. ||h — h¢||2 < J, which means that sup inf ||h — A2 < when
hephceHe

. MFEs
choosing §; = dKi/ﬂ'
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So H¢ is a 5—covering of H, and N'(6;H, || - |l2) < [HY] = [IL, [¢F|. By Lemma 18 we
hyxh;—
know that [CF| = A (s SE 1) < (14 2580) 7 50 we have:

dKW

NGH |- l2) < [H] =] Icf| < 5

=1

d Zfl:l hy-hi—1
2d KN M
r (1 - ) . (A.33)

So we can conclude that:

J(0; D) = /\/lnNuHH H)du</ J(Zd:hl hy_ ) <1+2dKu\/M>du

=1

d D d D

24K/ M
§ m-hll/ \/TduJQdKE jm-hHW/ u"2du
=1 0 =1 0

d d
(iii)
=2,|2dKDY hy- VM < 2V2, | > hy b VAKVM,
=1 =1

where (i) is from (A.33); (ii) comes from the fact that in(1 + x) < z,Vz > 0 and (iii) comes
from (A.29).

Since we shows that Rs(H) < 2E | sup (X, —X,)| + 327J(6/4; D) before, take
v,y EH(S)
IV =~ll2 <8
§ — 0T, we have:

IS

d
Rs(H) <327(0;D) < 64v2,| > hi-hiyVAKVM = O | (| > hi-hiaVAKVM
=1 =1

A.10 Proof of Theorem 26

Theorem 26 LetU(x) = {z'||z' — z||, < €} (i.e. consider the £, attack), o(0) = 0 with Lip-
schitz constant L; moreover, let F = {Wda(ﬂfd,la(' . ‘U([/le)))‘HVVZ||1700§MZ1’°°7 I=1....d
We then have:

d
Rs(H) =0 | | > i1/ dKoKivVM |
=1
where
K
Ko=2BYT - (Bo + By), Ki= S0+ Bl (BYT +BYY),
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where

d d
1 _ 1
B = L [ mdg) > m' ™7 (| X poo +6), Bl = L [T bty > m' ™7 | X
=1 =1
d d
1, - 1, 1, - 1,
By = L [ M) (X oo + ) B = L [T M (X fpoe-
=1 =1
Before giving the proof, we firstly introduce some useful lemmas.
Lemma 42 Let A € R™*" b € R", then we have: ||A - blloo < || Al1,00 - ||6]lco-

Proof [Proof of Lemma 42| Let A; be the rows of A,i =1,2,...,m, we have:

(i)
14+ blloo = max [A;0] < max ([|Aifl1 - [[Blloc) = [|All1.00 - [1Blloc,

<i<m

where (i) is from the Holder’s Inequality. [ |

Lemma 43 Let A € R™*" b € R"™, then we have:
[A- 0]y < [[Alloo,s - [[bllx < ml|All1,00 - [B]]1-

Proof [Proof of Lemma 43| Let A; be the rows of A,i =1,2,...,m, we have:

m

" (i)
1A~ bl =" 14b] <> (Ailloo - [1Bll1) = | Alloo,t - (1Bl
i=1 i=1
where (i) is from the Holder’s Inequality. And we have:

(i)
[Alloo,r = 1 ([ A1lloos -+ 1 Amlloo) llr < I (1 Axl1s -+ 5 1 Aml1) [

(i)
< mll ([Axlls; -+ A1) oo = ml| All1,00,

where (i) is from the fact that ||z||oc < [|z]1 and (ii) is the from the fact that for all
z € R™, ||zlly < ml[z[lo. So we have: [|A-blly < [[Alloc,1 - [[bl[1 < m[|Al1,00 - [[b]]1- u

Lemma 44 Suppose o is a L-Lipschitz function, then the elementwise vector map corre-
sponding to o is also L-Lipschitz with respect to || - ||co-

Proof [Proof of Lemma 44|

lo(x) = o(W)lloe = max |o(2)i — o(y)il = max |o(z:) — o (yi)]
< max L L
= 121%)% ‘xl_yz| - 'Hx_yHCXN
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where (i) is because o is L-Lipschitz. [ |

Now we can turn to the proof of Theorem 26.
Proof [Proof of Theorem 26| In this case, let U(z) = {2/[||2" — x|, < €}, we have:

F= {x = Wao(War10(---a(W12)) | [Will1eo < MES1=1, ... ,d},

x' el (x)

H = {h(:c,:z:+,:1;) = min (f(x’)T (f(a:+) — f(x*))) If € f}.

Let Sll’oo = {VVZ € RMXhi=—1]||W|1,00 < Mll’oo} JA=1,2,...,d. Let Cll’oo be the d;-covering
of Sll’oo and define:

Fe=3f1x—Wio (Wi i0(- -o(Wix)) chcl’oo,lzl,Z,...,d C F,
d d l 1

HE = {hc(x,x+,:n_) = min (f@")" (f=") - f(27)))|f € .7:0} CH.
x' €U (x)
Similar to the proof of Theorem 22, we know that the Rademacher Process is a sub-Gaussian
Process with respect to the Euclidean metric, which induces the 5 norm.
Similar to the proof of Theorem 24, given the training set S = {(z;, x5, z; )}, £ {2},
define the f5-norm for a function in H as:

Vh € Ha ||h’||2 =

Define H(S) = {(h(zl), h(z2),...,h(zpn)) ‘h € ’H}, with the same argument as in proof of
Theorem 24, we have:

N (6 H(SE), [ - 112)

N (S H, || - 2)

and

Rs(H) =E[ sup Xpl.
0eH(S)

So by Lemma 20 and (9), we know that: Vé € (0, D]:

Rs(H)=E[ sup Xg]gE[ sup (Xo—X3)| <2E | sup (X,—X,)|+32J(6/4; D),

0cH(S) 0,0€H(S) v, EH(S)
IV =~ll2<6
where
D= sup |0 —6|2<2 sup ||9H2—28up||h||2—28up Z 2<2vM sup |h(2:)],
0,0'cH(S) 9eH(S) P heH

1<i<M
(A.34)

and J(a;b) = \/ln/\/ (u; H(S), || - ll2)du = [ \/ln/\/ wyH, || - |l2)du
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Then for any f € F,z € X, let ! be the output of x passing through the first I — 1
layers, we have:

(i)
1 @)lle = IWao(Wa—12® ) loe < [IWall1,0 - oW1z o

ii (iii) . B
O Wallioo - o Wiz = 0(0) o < LMEI™[Wy_129~Y|oe <

) d
100 ,00 — ,00 _
<L 1HM [Wiz]leo <L 1HM1 |2]loe < LA [, max {1,m 77} ||,
=2 =1

p,0o0

=L HM#’“’ lellp < L HM&’“ 1X]
1 =1

where (i) is from Lemma 42; (ii) is from the fact that o(0) =
assumption that o is L-Lipschitz and |[Wqll,; o, < My> and (i
r =1,r* = oo in the proof of Lemma 39.

To simplify the notations, we define:

0; (iii) comes from the
v) is attained by setting

d d

_1

B =L T M - I X [lpyoo, By = L1 (H hu - Mi*"’) M | X oo
=1 =

d
_ 1, 1-1
ByY =L HW (IX lpoo + €), By, = L* L(th-MZ °°>m P (X (oo + €)
=1

=1

So:
Vo€ X, f € F,||f(@)]e < BY™.

Similarly, we have:
Ve e X, f€F, Vo —all, < e | f@)]oo < BY. (A.35)

Similarly,

1 (@)1 = [Wao (Wg—12* 1)1 <hd Wallt,e0 - llo(Wamrz® )|y

i) (i) . -
D, [Walli,00 - lo(Wa1z4Y) = 0 (0)|[1 < hg- L Mp™[Wa_qa® 'y <

d
<[4t H WM |[Wha|y < L[ e ||z )ly
=2 =1

s d
Y (H thlLOO) max {1,m1—%} Iz,
=1
d d L
! (H thﬁ"”) m' |z, < L4 (H thﬁ"”) M7 X lp oo
=1

=1
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where (i) is from Lemma 43; (ii) is from the fact that ¢(0) = 0; (iii) comes from the
assumption that o is L-Lipschitz and |[Wyll; , < M, C}’OO and (iv) is attained by setting
r = 00,r* =1 in the proof of Lemma 39.

So we know that:

Ve e X, feF,|f(x)| <Bk. (A.36)

Similarly, we have:
Vo e X, feF, V| —al, < e f@)h < B,. (A.37)

For any h € H,z € X3, let 2* = argmin f(2/)T (f(z*) — f(z7)) and let 2! be the output
[l —=||p<e

of x* passing through the first [ — 1 layers, we have:

h(z)] = inf f@@)" (f(=") = f)] = @) (fla®) — f@a7))]

o'~y <e
DR
< F @)oo - [1£@) = f27)|h < BRY - (Bx+ + By ),

where (i) is from (A.35) and (A.36). So we get:

Q)
D < 2VM sup |h(z)| < 2VMBRY - (By: + By-) £ VMK, (A.38)
heH '
1<i<M

where (i) is from (A.34). Now, we need to find the smallest distance between H and H¢, i.e.

sup inf ||h — h¢||2.
heHheeH®
By the discussion in (A.34), we have ||h — h¢|la < \/Mlglg%\h(zi) — h%(z;)|. For any
_l_
2 = (zq, 2, 2;),i=1,2,..., M, given h and h° such that Wi =Wfl1,eo < 0,1 =1,2,....,d,

[ 1
we have:

h(zi)=h(zo)l = | inf  fa))" (f(2f) = fa7) =  inf  fo(a)) (f9(a7) = £(27)) |-

[l —illp<e [l —illp<e

Let zf = arginf f(2})7 (f(z]) — f(z;)) and 2§ = arginf fo(z})T (f(=]) — fo(z7)),

[l —illp<e [l =il p<e

x
yi:{w

and let

FE)T (faf) = f@7) = fo@)” (f(a) — fo(a7))

otherwise

SU% oSln
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Then we have:

1) — ) (Fai) - fa))

+ [£(yi)

S
—~
~
—~
8
-
|
~
o
—
8
=
=
_|_
=
Aﬁ
&
~
!
—~
=
8
=)
[
~
o
—~
8
=)
=

iii

(iii)
< (By+ + B (i) = fwidlloo + Bx [l (277) — £ )l

+ Bx [ f(z;) = £9(@7)llos
(A.39)

where (i) is easily verified by the definition of y;; (ii) is from the triangle inequality and (iii)
is from (A.36) and (A.37). Again we define gj'(-) as:

9y (y) = Wyo Wy_10 (--- Way10 (Wy -+ - a(Wiy)))) -
Then:
1£ (i) = Fi)lloo = 1l93(vs) — 93(yi) oo
= 1l99(vs) — gavs) + 9a(wi) — ga(wi) + -+ + g4~ () — 94(¥i)lloo

() B
< 1199(wi) — g willoo + -+ 1195 (wi) — 93 Y1) loos

where (i) is from the triangle inequality.
Then we calculate || g4 (yi) — g4(yi)|loo, ! = 1,2, ..., d:

9 i) = 9w loo = IWaor (97 )) = Waer (g1 (i)) oo

Wl o (6575 00)) = (gl (00) I

(i) B
< LM™lght () — gy (wi)]loo < -+

(ii) d o . c -
< -t H Mjl’ Wi (Q;_%(yi)> —Wfo (gf_%(%)) loo (A.40)
j=1+1

d
= 19 T M (W= Wi o (gfj(yi)) [loc

j=Il+1
(iv) d
< Lt H Mjl,oo <O lo (gfj(yi)) oo
j=l+1
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where (i) is from Lemma 42; (ii) comes from the assumption that o is L-Lipschitz and
[Wall1,00 < M;’OO; (iii) is from the definition of g'(-) and (iv) is from Lemma 42 and the

choice of h¢ when h is fixed, which means that [|[IW; — W10 < d;.

Next, we upper bound ||o (gf:%(yz)) Iloo:

)
o (9173 w0)) lloo = llo (9171 01)) = o(O)llow = L+ 1971 ()l

. ) . .
= L W0 (0730 oo = LW oo - o (01730 e (A1)

(iii) 1, _ _ =1 1
< LMo (9730 ) oo < o < I TTMP - ilces
j=1

where (i) is because o is L-Lipschitz; (i) is from Lemma 42 and (iii) is because [|[W {||1,00 <
15
Ml_olo.
(A.40) and (A.41) show that:
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where (i) is from Lemma 39.
Similarly, we have:
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l
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d 1,00
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S L s 0 X e = BT
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49



70U AND LIU

Combine the above with (A.39):
(=) = Bl < (B + Bi-) (Jlg8(s) = ghwi)lloo + -+ + llgd ™ (0:) — 949l )
+ B (937) = gb @)oo + -+ l9d~ @) — g1 )

+ B (937) = gh e ) loo + -+ 98~ @7) — g1
d

d
oy

= (Bt + Bx )BYYY o+ Bx ByT Y — - + B ByX > — o
=1 Ml = M = M

d d
) )
1, 1 !
= [BXZO(BS(+ +BS(7) + By e( X+ +B }Z s 2K Z TV
l l

N
Il
—

el — , el d K6 M5 ,
So ||h — h€||2 = \/Mlg%zg]cw\h(zl) —h(z)| S VMY, Mlll"’l‘" Let 6; = dle/M’ then:
]. 006
h—hf2 < VM :
H H2 ; ll 00 dKl\/i =

which means that: Vh € H,3h¢ € HE s.t. |h — h¢||2 < §, so we have sup inf ||h — A2 <6
heHhCGHC

M8
when choosing ¢; = y K’ TR
1

So HE is a d-covering of H, and N (8;H, || - |l2) < |H¢| = [T, |Cl1’oo|. By Lemma 18 we

1,00 hyxXh;_
now thats |6%] = N (a2 51, ||+ 1.00) < (14 2ERAT)
This means:

dK1vVM Hl

27:1 hi-hi—1
(K W) | (A42)

d
NOH |- ll2) < 117 =TI < 5

=1

So we can conclude that:

. d
J(0;D) = / Vin N (u; 1, || - |2 )du(g)/OD (Zh hy— 1) <1+2dK;\/M>du

=1

d D d D
2dK\VM

g hy - hz1/ \/Tdu = | 2dK; E hy - hz1*4/M/ w3 du

=1 0 —1 0

d d
(iii)
=2 2dK1D§ hy b VM < 2v/2 § hy - hi—1\/dKoK1vV M,
=1 =1

where (i) is from (A.42); (ii) comes from the fact that In(1 + z) < x,Vx > 0 and (iii) comes
from (A.38).
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clean accuracy(%)
adv accuracy(%)

e pgd-0.01 764 pgd-0.01
—— pgd-0.02 —— pgd-0.02
s —— fgsm-0.01 . —— fgsm-0.01
a2 —— fgsm-0.02 —— fgsm-0.02
1 2 4 6 8 10 1 2 4 6 8 10
block size block size
(a) Influence on clean accuracy (b) Influence on adversarial accuracy

Figure B.1: The effect of block size on the accuracy. In the figure, we show the clean accuracy
and the adversarial accuracy of the mean classifier under PGD and FGSM attack
with € = 0.01 and € = 0.02. The block size is choosen from {1,2,4,6,8,10}.
(a) The influence on the clean accuracy; (b) The influence on the
adversarial accuracy.

Since we shows that Rs(H) < 2E | sup (X, —X,)| + 327J(6/4; D) before, take
K,v’eﬁl(sg
¥ =ll2<

§ — 0T, we have:

d
Rs(H)<327(0; D) <64v2, | > hy - hi_1V/dKoK1VM =0

=1

d
> h g/ dE K VM .
=1

Appendix B. Extra Experimental Results

In this section, we present our experimental results for CIFAR-~100. The basic settings are
the same as §6.

B.1 Improvement from Regularizer

Table B.1 shows that the F-norm regularizer helps to improve the adversarial robustness of
the model, which agrees with our Theorem 24.
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A
0 0.002 0.005 0.01 0.02
CLEAN 84.07 85.65 85.48 85.52 58.53

ATTACK € TYPE

PGD 0-01 Apv 78.49 79.55 79.39 79.41 79.44
0.02 CLEAN 81.87 81.91 81.93 82.08 81.97

Apv 73.01 73.05 73.07 73.16 73.07

0.01 CLEAN 84.61 84.53 84.95 84.58 84.55

FGSM Apv 78.70 78.64 79.18 78.70 78.63
0.02 CLEAN 80.47 80.48 80.39 80.44 82.09

ADV 72.45 72.45 72.36 72.41 73.87

Table B.1: Results of experiments on the regularizer on data set CIFAR-100. In this table,
we list the clean accuracy (CLEAN) and adversarial accuracy (ADV) of the mean
classifier under the PGD and FGSM attack with € = 0.01 and € = 0.02. A is
chosen from {0,0.002,0.005,0.01,0.02}, and A = 0 indicates no regularizer.

B.2 Effect of Block Size

Figure B.1 records the influence of block size on the clean accuracy and the adversarial
accuracy of the model, from which we can see that a larger block size will yield better
adversarial accuracy.
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