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Abstract

We study the problem of estimating the spectral density of a centered stationary Gaus-
sian time series under local differential privacy constraints. Specifically, we propose new
interactive privacy mechanisms for three tasks: recovering a single covariance coefficient,
recovering the spectral density at a fixed frequency, and global recovery. Our approach
achieves faster rates through a two-stage process: we first apply the Laplace mechanism
to the truncated value, and then use the resulting privatized sample to learn about the
dependence mechanism in the time series. For spectral densities belonging to Holder and
Sobolev smoothness classes, we demonstrate that our algorithms improve upon the non-
interactive mechanism of Kroll (2024) for small privacy parameter «, since the pointwise
rates depend on na? instead of na*. Moreover, we show that the rate (na*)~! is optimal
for estimating a covariance coefficient with non-interactive mechanisms. However, the Lo
rate of our interactive estimator is slower than the pointwise rate. We show how to use
these procedures to provide a bona fide locally differentially private estimator of the entire
covariance matrix. A simulation study validates our findings.

Keywords: autocovariance function, non-interactive privacy mechanisms, sequentially-
interactive privacy mechanism

1. Introduction

In recent years, data privacy has become a fundamental problem in statistical data analysis.
As the collection, storage, and analysis of personal data increase, the challenge lies in
publishing accurate statistical results while protecting the privacy of individuals whose
data is used. At the same time, traditional privacy techniques, such as anonymization,
are becoming increasingly ineffective due to the growing availability of publicly accessible
information, which facilitates the re-identification of individuals by linking anonymized data
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with external data sets. To address these concerns, differential privacy has been proposed as
a rigorous mathematical framework that offers strong privacy guarantees. First introduced
by Dwork (2006), differential privacy is typically classified into two main frameworks: global
(or central) differential privacy (DP) and local differential privacy (LDP).

Global differential privacy relies on a centralized curator who collects confidential data
from n individuals and produces a privatized output derived from the complete data set.
Only this privatized output is shared publicly, ensuring that modifying a single entry in
the data set has minimal impact on the output’s probability distribution. This makes it
difficult for an adversary to determine whether a specific individual’s data is included in
the data set.

In contrast, local differential privacy eliminates the need for a trusted curator. Under
LDP, each individual independently generates a privatized version of their data on their
own device before sharing it. Consequently, only these privatized versions are available
for analysis, ensuring that the original data remains private. While individuals maintain
control over their original data, some level of interaction among the n individuals may be
permitted. LDP offers stronger privacy guarantees than DP at the expense of lower data
utility for analysis.

In this paper, we focus on local differential privacy to privatize a single sequence of
n correlated observations (X7, ..., X;,) € R™. The ordering of the sequence may arise from
the design of a study in which related individuals are surveyed sequentially, or from other
factors, such as sensor networks where measurements are taken across different locations in
a structured manner. Applications of this setting include snowball survey designs, in which
individuals are interviewed sequentially, often introducing inherent correlations, whether
spatial, social, or otherwise, among participants (Goodman, 1961). In such surveys, the
variable of interest, X;, might represent annual income or health-related attributes. In
the following, we refer to (X1, ..., X;,) as an observation of a time series and to X; as the
data of the i-th individual, but the sequential structure may be caused by factors other
than time. The proposed privacy mechanisms are also applicable for scenarios where the
data (X1, ..., X,) belongs to a single individual, and sharing only a privatized aggregated
statistic is insufficient. For instance, (Xi,..., X},,) could represent an individual’s energy
consumption data. To optimize energy planning, providers may require detailed consump-
tion patterns over time rather than just average usage. However, disclosing fine-grained
consumption data could expose sensitive information, such as when a person is at home.
This highlights the need to release a privatized version of the sequence (X, ..., X;,) that
preserves global characteristics, such as the correlation structure, while preventing inference
of individualized behavioral patterns. Waheed et al. (2023) proposed a generalized random
response mechanism to enable the secure sharing of energy consumption data. Specifically,
depending on the outcome of a coin flip, either X; is reported truthfully or replaced with
a uniformly chosen value from {X;};=1 _ i—141,.n. This results in a new sequence that
satisfies local differential privacy for an appropriately chosen coin-flip probability. Shanmu-
garasa et al. (2024) consider the privatization of a vector-valued time series representing the
energy consumption of different household appliances. At each time instance, the energy
consumption data is discretized to a set of energy levels and encoded as a binary vector,
after which the randomized response mechanism of Warner (1965) is applied to ensure lo-
cal differential privacy. While these works focus on algorithmic approaches, they lack a
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comprehensive analysis of how estimators of statistical quantities, such as the covariance
function or the spectral density, are affected by the applied privacy mechanisms.

To formalize our setting, let (X;)¢cz be a real-valued centered stationary Gaussian time
series with (auto-)covariance function o : Z — R, j +— o, defined by o; = Cov(Xy, X4 ;)
with arbitrary t € Z. We assume that the sequence of covariances (o) ez is absolutely
summable. This guarantees the existence of the spectral density function f, which is then
defined by

J@) = 5= S ojexp(-ijw), e [-m 7, (1
JEZL

where 1 is the imaginary unit. In particular, f is a non-negative, 2m-periodic function which
is symmetric at zero. Since the absolute summability of the sequence of covariances (0;);ez
implies its square summability, the covariance function can be recovered from the spectral
density function by the inverse Fourier transform.

We observe the sequence (X7, ..., X,) drawn from the time series (X¢);ez. In this paper,
we are interested in the estimation of a single covariance coefficient o; for some fixed integer
j, of the spectral density f(w) at a fixed frequency w € [—m, 7], and of the whole function
f under local differential privacy constraints.

When designing locally differentially private mechanisms, two approaches can be dis-
tinguished: non-interactive and sequentially interactive mechanisms. In the non-interactive
model, each individual independently generates a private representation Z; of their original
data X;. In contrast, the sequentially interactive model allows the i-th individual to access
previously privatized data 71, ..., Z;—1, along with their own original data X; to create their
private output Z;.

The framework of differential privacy was introduced for i.i.d. data, and fewer methods
exist for the privatization of a sequence of correlated data. The literature on privatizing
such data can be broadly categorized into transform-based, model-based, and nonparamet-
ric approaches. In the transform-based approach, the correlated data is transformed, for
example, with a Fourier or wavelet transform, so that the data become approximately un-
correlated (Rastogi and Nath, 2010; Lyu et al., 2017; Leukam Lako et al., 2021). Then,
existing privacy mechanisms can be applied, and the data is backtransformed. However,
this is only possible in the central setting, when access to the whole original data is available.
Another line of literature employs parametric models to describe data correlation within the
framework of differential privacy, and designs mechanisms specific to this type of correlation.
For instance, Zhang et al. (2022b) consider a Gaussian AR(1) model, where a privatized
version Z; is generated as a convex combination of the true data X; and the linear minimum
mean squared error estimate XZ The estimate XZ is derived from Z;_; and estimators for
the mean, variance, and autocorrelation based on previously released data 21, ..., Z;—1. By
adding appropriately scaled, independent Gaussian noise, the mechanism achieves approxi-
mate local differential privacy. Cao et al. (2018) and Xiao and Xiong (2015) model temporal
correlation with a Markov chain. Specifically, Xiao and Xiong (2015) construct a Hidden
Markov Model from the noise-perturbed data sequence and release the sequence inferred
from it. Finally, there is a nonparametric approach that imposes fewer restrictions on the
type of correlation. To achieve global differential privacy, Wang and Xu (2017) proposed
adding a sequence of correlated Laplace noise, with the correlation based on an estimate of
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the original sequence’s autocorrelation. Kroll (2024) considers linear stationary processes
with sub-Gaussian marginal distributions and assumes that the spectral density belongs to
a certain smoothness class. Local differential privacy is ensured by truncating each data
point X; and adding independent Laplace noise. To our knowledge, Kroll (2024) is the
only work that considers minimax optimal estimation of the spectral density under local
differential privacy. For additional references on the privatization of sequential data, see the
survey by Zhang et al. (2022a). Privatization of correlated, but non-sequential data, with
multiple observations has been extensively studied in numerous works; see, for example, Zhu
et al. (2014) and the references therein. In the context of covariance estimation, Amin et al.
(2019) studied private estimation of the d-dimensional covariance matrix from a sample of
n ii.d. vectors Y7, ..., Y, € R% deriving error bounds under global differential privacy. As-
suming a sub-Gaussian distribution for Y; and entry-wise sparsity of the covariance matrix,
Wang and Xu (2021) proposed an estimator for the covariance matrix from locally priva-
tized data. Wang and Xu (2020) established the matching lower bounds, proving minimax
optimality of this estimator. However, our setup corresponds to n = 1, in which case these
approaches and their corresponding convergence rates differ from ours. Indeed, the cited
papers privatize the entire vector Y; € R? rather than its components. Our results show that
coordinate-wise local differential privacy converges faster as the vector dimension increases
under stationarity. Finally, alternative formulations of differential privacy that allow for
correlated data, such as Bayesian differential privacy and the Pufferfish framework, have
been introduced by Kifer and Machanavajjhala (2014) and Yang et al. (2015), respectively.
McElroy et al. (2023) introduce the concept of Linear Incremental Privacy and propose
an all-pass filtering method to protect a univariate stationary time series. This approach
preserves the second-order structure of the time series while also accounting for potential
auxiliary information the attacker may possess.

1.1 Our Contributions

We propose new sequentially interactive privacy mechanisms and estimators of a single
covariance coefficient o, of the spectral density at a fixed frequency w: f(w), and of the
whole spectral density function f from a sample of size n generated from a centered Gaussian
stationary time series. We assume that the spectral density function belongs either to the
class of Sobolev smooth spectral densities f € W*2(L), s > 1/2, L > 0, or to the class
of Hélder smooth spectral densities f € W**(Lg, L), s > 1/2, L, Ly > 0, both explicitly
defined in Section 2. Previously, a non-interactive privacy mechanism for spectral density
estimation under local differential privacy constraints was proposed by Kroll (2024). Their
estimator fN! is shown to attain over the class W%2(L) a convergence rate (up to log-factors)
of

~ __2s
/N = fII3 < e(nat) "=,

where o € (0,1) is the privacy parameter which gets smaller for higher privacy level and
¢ > 0 is some constant depending on s, L. Their derived lower bounds are of the order

2s
(na?)” 2+ leaving open the minimax optimal convergence rate. For better comparability
to our results, we first derive the convergence rate for o; and f(w) with the non-interactive
privacy mechanism of Kroll (2024), which, as summarized in Table 1, depend on na* as

well.
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Next, we propose sequentially interactive mechanisms, also called interactive mecha-
nisms here, and estimators for a single Fourier coefficient o; and the spectral density f(w)
at a fixed frequency. For both, we show that our interactive mechanisms improve upon the
currently known rates as o is replaced by o?. Specifically, we show the following bounds
on the mean-squared error for o € (0,1) and sufﬁmently large n (up to log-factors),

El6; — o <c(na?) ™", if Y of <M,
keZ
Elf(w) - fW)2 < er(na®) " 351, i f € Wo(Lo, L),
E|f(w) — f(W)]* < ca(na®) "5, if f € WH(L),

where ¢, ¢1, co > 0 are constants depending only on M; > 0 and s, L, Ly, respectively.

It is important to note that these privacy mechanisms depend on the index j and,
respectively, on the frequency w, and thus cannot be directly generalized to estimate f
globally. Employing the mechanism of Duchi et al. (2018) to privatize vectors in an £, ball,
we propose a sequentially interactive privacy mechanism and an estimator for the spectral
density function f and show the following bound on the mean integrated squared error, for
sufficiently large n (up to log-factors),

E|f — fl3 < cs(na?)" %52, if f € WS2(L) or f € W(Lo, L),

where c3 > 0 is a constant depending only on s, L, Lg.

This is the first setup in the literature where nonparametric rates differ for the pointwise
mean-squared error and the mean integrated squared error. It is still an open question
whether these rates are minimax optimal over all privacy mechanisms. Table 1 summarizes
the rates attained using the non-interactive mechanism of Kroll (2024) and the rates attained
using our sequentially interactive privacy mechanisms.

a—LDP mechanism | E|6; — 0’j|2 E\f( ) — f(w)]? E”f i

Non-interactive (nat)~1 (nat)” e} if feW>®(Ly, L) (na4)_2s2%
<n4>%%ﬁfeww%>

Sequentially (na?)~1 (na?)” 2T if feWs®(Ly, L) (na2)_25ﬁ

interactive (na?)~ B it feWws2(L) /\(no/*)*zf%

Table 1: Convergence rates up to log-factors for recovering a single covariance coefficient
0, the spectral density f at a fixed point w and globally. Here, a Ab := min{a, b}.

Using the close connection between the spectral density f and the covariance matrix > =
(0i—j|)i.j=1,..,n for stationary processes, we also provide an estimator ¥ and convergence
rates with respect to the Hilbert-Schmidt norm under a-LDP constraints.

These results confirm the importance of using sequentially interactive privacy mech-
anisms for achieving local differential privacy. Faster convergence rates with interactive
mechanisms in time-series settings are intuitive, as past observations provide more valuable
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information than in i.i.d. settings. A key reason for the improvement in our setting is
that the quantities of interest are second-order functionals. Non-interactive mechanisms
privatize each observation X; separately. As a result, products of privatized data lead to
error terms involving products of independent privacy noises, whose variance scales with the
fourth moment of the noise and yields an o* rate. In contrast, interactive mechanisms allow
privatizing statistics closer to the target second-order functional, for instance the product
of X; and previously privatized data. In this case, the dominant error depends only on the
second moment of the privacy noise, resulting in an a? rate.

Finally, we show that for estimating a single covariance coefficient o;, the rate (no
is minimax optimal over all non-interactive privacy mechanisms and estimators. In order
to do that, we prove a general information-theoretic bound for the transcripts Zi., of the
sensitive data through an arbitrary privacy mechanism. The starting point is that the
Fisher information of the parameter (here it is 0;) contained in a sample Z1., = (Z1, ..., Zy,)
also satisfies a chain rule:

I(Zlm) = I(Zl) + I(ZQ‘Zl) + ...+ I(Zn‘Zl:(n—1)>7

where, for all ¢ from 1 to n, I(Z;|Z;.;_1)) denotes the Fisher information of the conditional
distribution, averaged over the conditioning variables. Lemma 9 shows that for all i =
1,...,n it holds that

4)—1

I(Zi| Zy1.(i-1)) S (e = 1)’ I(Xi| Z1. (1)),
where, by convention, there is no conditioning when i = 1. Moreover, we have that
I(Xi| Zygi—1) S (€% = 1)21( Xy, Xi1| Z1gima)) + 1(Xi| Z1(i—a))-

This lemma holds for any privacy mechanism, whether interactive or not. It is, however,
applied to non-interactive mechanisms in conjunction with a particular choice of distribution
for the sensitive variables, in order to show the minimax lower bound of order 1/(nat) for
privately estimating a single covariance coefficient o;. This clarifies that non-interactive
mechanisms cannot attain faster minimax rates. As we further explain in Section 3.2,
the above inequality shows that only a small amount of information propagates through a
non-interactive mechanism, and this step does not extend to interactive mechanisms.

2. Building Private Samples and Estimators

Let (X1,...,X,) be a sample from a real-valued, centered stationary Gaussian time series
with sequence of covariances (0;);jez and spectral density function f : [—m, 7] — R>¢ as
defined in (1). We assume that the spectral density function is smooth, that is, f either
belongs to the periodic Sobolev class of functions

W (L):={ f()=_ojexp(—ij): Y |ojl’li[* <L ¢,
JEL JEZ
where s > 1/2, or to the periodic Holder class of functions

W (Lg, L):= f(-):ZO'j exp(—17-) : || flloe < L, f©, ..., = continuous and
JEZ
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| O2)—fO(y)|<Lo|z — y|" " Va,ye[-, W]},

where s > 1/2, £ = |s]| is the largest integer strictly less than s and Lo, L > 0 are some
constants. The corresponding norms are denoted as || - ||2 for the Ly norm and || - ||« for
the Lo norm. Furthermore, we use the notation a V b = max{a, b} and a A b = min{a, b}
for a,b € R. To simplify, we sometimes omit constant factors and use < for less than or
equal up to constants. The notation a < b is used to indicate that a and b grow at the same
asymptotic rate, i.e., there are constants ¢, co > 0 such that ¢1b < a < c2b.

Note that, for s > 1/2, f € W*2(L) implies that

ZUJQ» <L
JEZ

and for f € W%2(L) or f € W% (Lg, L), there exists a constant M > 0 such that

> lojl < M, (2)

JEZ

see Katznelson (2004).

Next, we introduce the definition of a—local differential privacy (see, e.g., Duchi et al.,
2018). In this framework, private samples Z1, ..., Z,, are successively obtained by drawing
from conditional distributions Q;(- | X;, Z1,...,Z;—1), i =1,...,n. Let a € (0,00). We say
that a sequence of conditional distributions (Q;)i=1,...» provides a—local differential privacy
(a—LDP) or that Z1, ..., Z, are a—local differentially private views of X7, ..., X, if

Qi(- | X, Z1, ..., Zi—1)

sup <e? foralli=1,...,n (3)
ZyvnZixox! Qi | X1 21,0, Zia) ’ ’
where we use the convention that {Z1,...,Z;_1} is the empty set for i = 1. In particular,

the ratio in Equation (3) quantifies the sensitivity to changes in the input. By bounding
this ratio, one ensures that the probability of observing the same private output does not
differ significantly given the previously privatized data and the two different inputs X; and
X!. The parameter o quantifies the privacy of the individual: the smaller the value of «, the
stronger the privacy guarantee. Note that Z; may also be a vector. As each Q); is allowed
to use previously released samples 71, ..., Z;,_1, we call this privacy mechanism sequentially
interactive.

A subclass of LDP mechanisms is non-interactive, which are not allowed to use previ-
ously released data. A non-interactive a—LDP privacy mechanism generates each Z; solely
based on X;, via a conditional distribution of the form Q;(- | X;) satisfying Equation 3.

Local differential privacy is preserved under deterministic post-processing. Therefore,
deterministic functions of the privatized samples, such as the estimators considered in this
paper, satisfy the same privacy guarantee. Furthermore, estimators of nonnegative quanti-
ties may be replaced by their positive-part versions without affecting the privacy guarantees.
For the estimation problems considered in this paper, this modification also does not affect
the established risk bounds.
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2.1 Non-interactive Privacy Mechanism

In this section, we give new results on the convergence rate of 6}“ and fNI (w), which are
estimators of f(w) and o; obtained with the non-interactive a—LDP mechanism of Kroll
(2024). Let (X1,...,X,) be a sample from a Gaussian stationary time series (X;);ez with
mean zero and a spectral density such that f € W*>(Lg,L) or f € W2(L). Let 7, > 0
be a threshold depending on the sample size n. The original data X; is first truncated by
setting

Xi=(Xi ATV (=Tn), i=1,..,n.

Subsequently, it is perturbed by adding a Laplace distributed random variable & with
£1,..,& i Lap(27,/a), yielding

ZZ:Z—F&, 1=1,...,n.

This mechanism is non-interactive and satisfies the definition of a—LDP in Equation (3).
Define the bias corrected periodogram by

. 2
fn(w)

2
_An

2mn a2’

n
Z Zy exp(—itw)
t=1

Then, a spectral density estimator is defined by the partial Fourier sum of order m € N

~ 1 ™
M)y =— Z 63" exp(—1ij-), where 6}-“:/ I,(w) exp(ijw) dw.

Kroll (2024) showed that if m < {1/nV 7'7‘%/(71014)}_#+1 and 72 = 561log!°(n) for some
constant > 0, then, for some constant ¢ > 0 and sufficiently large n

_2s
log2+25(n) 2s+1 y 10g2+25 (n)
nat n

P 1
B - fIB < {nv

We complement this result by proving the convergence rates for the estimation of the
spectral density fN(w) at a fixed frequency w and of a single covariance coefficient c}}-\n.

Proposition 1 Let (X;);cz be a centered stationary Gaussian time series such that ||o||3 =
> kez 0p < My for some constant My > 0. Define 72 = 56 log'*%(n) for some § > 0. Then,
for sufficiently large n, the following holds

i) Let R € N such that R < /n. For every j € {—R, ..., R}, it holds

1 1
sup E\&jm— o;? < ¢1log?t % (n) { Y 4} ,
o ||lo||3<M; n  no

where the constant ¢ > 0 depends on M.
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i) Ifm =< (2 v T—Tz)_ﬁ, then for every w € [—m, 7|, it holds that

n no

2s

. log(n lo 3+20 n 2s+1 lo 2426 n
sup ]E|f,]7¥1(w) _ f(w)|2 < ¢y g( ) v g 4( ) \/ g ( )
fEWS’OO(LO7L) n no n

where the constant ca > 0 depends on s, Lo, L and M, with M given in (2).

i) If m =< (L v T’z)*?ls, then for every w € [—m, 7], it holds that

n no

2s—1

3 1 Jog2t+20 T 2t
sup  EIFIw) — f)f < e | {118 LT Tos T )
few=2(L) n no n

where the constant cg > 0 depends on s, L and M, with M given in (2).

In particular, to estimate o, only square-summability of the Fourier coefficients, but no
further smoothness assumption on f is required. The result for &}\H holds for j € {—(n —

1),...,(n—1)} fixed or slowly increasing with n as long as j = O(n!/?). If the normalization
factor is replaced by n/(n — j), that is, if &;\Hn /(n — j) is considered, then the result holds
for j =0,1,..,R with 0 < R < n and R = o(n). Note that the exponent (2s — 1)/(2s) in
the pointwise convergence rate for a Sobolev smooth spectral density function is optimal in
the classical nonparametric (non-private) setting.

2.2 Interactive Privacy Mechanism for o;

In this section, a new interactive privacy mechanism and an estimator for the covariance
coefficient o; are introduced. Since o; = o_j, it is sufficient to consider j € {0,1,...,n —1}.
Let &1,...,&, R Lap(47,/a) be a set of Laplace random variables. If j # 0, then for the
first j iterations, ¢ = 1, ..., j, the i-th data holder truncates its observation X; at a threshold

7, > 0 and adds Laplace noise &;, yielding

Z; = 5(2 + &;, where )?z = (Xz A Tn) V (—Tn). (4)
Consider a second set of Laplace random variables: éjH, b i Lap(47,/«) for some

7 > 0, which is independent of &1, ..., &, and Xy, ..., X,,. SEarting from iteration ¢ > j + 1,
we build both Z; as before and a second random variable Z; ; by

Zij=Wij+&, where Wij = (Wij ATy) V (—7n) and W;j = X; - Zi—j. (5)

In the case of j = 0, we build directly, for all i = 1,...,n, the random variables
Zip=Wio+&, where Wig= (X2 A7)V (—7p)

and &1,...,&, i Lap(27,/a). The proposed mechanism is sequentially interactive (for

j # 0) and satisfies the definition of a—local differential privacy as shown in the following
lemma.
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Lemma 2 Letj € {0,1,...,n}. Then, fori=1,....,j, Z; is an a—local differentially private
view of X;, and fori=j+1,....,n, (Z;, Z; ;) is an a—local differentially private view of X;.
The covariance coefficient o; is then estimated by

n

1 _
i = E Zi i
Oj n—j . J (6)

i=j+1

We show that the mean-squared error of &; is of the order 1/(na?). This is an improvement
compared to the convergence rate in Proposition 1 for the non-interactive privacy mecha-
nism, which depends on o*. As in Proposition 1, to estimate 0, no smoothness assumption
on f is required.

Theorem 3 Let (X;)iez be a centered stationary Gaussian time series such that ||o||3 =
> kez 08 < My for some constant My > 0. Define 73 = 8log'*°(n) and 7, = 16log' ™ (n)72

n

for some 6 > 0. Let R € N such that 0 < R < n and R = o(n). Then, for j € {0,1,..., R}
and some constant ¢ > 0, the estimator 6 of o, as defined in (6), satisfies for sufficiently

large n that
1 Og4+45 (n) }

. 1
sup  Elgj—oj*<c {n v v~

o:|loll3<M

where the constant ¢ > 0 depends on M.

In particular, the result for ¢, holds for any j € {—R, ..., R} fixed as long as R = o(n).

2.3 Interactive Privacy Mechanism for Pointwise Estimation

In this section, an interactive privacy mechanism and an estimator for the spectral density
function at a fixed w € [—7, 7] are introduced. Let K € N be such that K < n. For the first
K iterations, we proceed as in Section 2.2, i.e., truncating X; with some threshold 7,, > 0
and adding an independent Laplace noise {; ~ Lap(47,/a) to obtain Z; in (4). Starting
from iteration ¢ > K + 1, we build both Z; in (4) and a second random variable Z; as
follows. Let

Vi =X+ Z apXiZ;_ |y exp(—iwk), (7)

1<|k|<K

where aj, = 1 for 0 < [k| < K/2 and ax = 2(1 — |k|/K) for K/2 < |k| < K. Next, V; is
trimmed at the level 7,,, for some threshold 7, > 0, and we build Z; by adding a Laplace
distributed random variable & with 41, ..., &n g Lap(47,/«), yielding

Z; =Vi+§&, where V; = (V; A7) V (=7n). (8)

The proposed mechanism is sequentially interactive and satisfies the definition of a—local
differential privacy as shown in the following lemma.

Lemma 4 Fori = 1,...,K, Z; is an a—local differentially private view of X;. For i =
K+1,...n, (Z;, Z;) is an a—local differentially private view of X;.

10
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The estimator of f(w) is then defined by

2w(n — K) Mt
Note that the random variables V; = V;(w) and Z; = Z;(w) depend on the point of interest
w. The next theorem shows that the estimator fx (w) based on the sequentially interactive
privatization mechanism attains the usual nonparametric convergence rates in the non-
private setting up to log-factors and a loss of 1/a?. Compared to Proposition 1, the loss of
1/a* for non-interactive privacy mechanisms is improved to the smaller loss of 1/a? as «
tends to 0.

Theorem 5 Let w € [—m,n|. Define 72 = 8log'™(n) and 72 = 102478(K + 1) for some
0 > 0. Then, it holds for sufficiently large n that

i) If K < {1/n\/7',?/(na2)}_ﬁ, then

5 o
P E‘fK(W—f(w)?sﬁ{le} :

fEWs:°(Lg,L) n na?
where the constant ¢; > 0 depends on s, Lo, L and M, with M given in (2).

i) If K =< {1/nV 75/(na2)} "2, then

2s5—1

3430 2s
sup E|fK<w>—f<w>|2§cz{1vM} ,

- 2
fGWSVQ(L) n no

where the constant co > 0 depends on s, L and M, with M given in (2).

Note that the weights ay in the definition of V; in Equation (7) result in a reduced bias for
Hélder-smooth functions. Consequently, the first factor in the rate in Theorem 517) is n~*
rather than log(n)n~!, as stated in Proposition 1ii).

2.4 Interactive Privacy Mechanism for Global Estimation

There are two possible extensions of the methods in Section 2.2 and 2.3 to design an a—LDP
mechanism and an estimator for the whole spectral density f: either by building a (K + 1)-
dimensional vector of W;;, j = 0,..., K, to estimate K covariance coefficients oy, ...,0x
in the i-th iteration. Or, a vector of V;(wg),k = 1,..., N, is built in the i-th iteration to
estimate the spectral density on an N-dimensional grid (wg)_, of [0, 7] and then to smooth
it. The choice of privatization of the vector is crucial. Using coordinate-wise Laplace noise,
the variance scales with K, and a suboptimal exponent of 2s/(2s + 3) in the first case and
of 2s/(2s + 4) in the second case can be derived. Therefore, we employ the mechanism of
Duchi et al. (2018) to privatize vectors in an /o, ball. For the first K iterations, we proceed
similarly as in Section 2.2, i.e., we truncate at threshold 7,, > 0 and add independent Laplace
noise §; ~ Lap(47,/«a) such that

Z; = )Afz + &;, where )NQ = (Xi A7)V (=Tn).

11



BuruceEA, KLOCKMANN AND KRIVOBOKOVA

Starting from iteration ¢ > K + 1, we build both Z; as above and the vector

W; = (Wi’o, o, Wy K)T € [—%na%n]K—H?

)

where

— X i Wy=X;-Zi s j=1,.. K
W: .= (W::AN%)V(—=F,) and »J Rl s eeey £

7

with some threshold 7, > 0. In particular, W; € Bso(%n), where Boo(r) = {# € RE+! |
|z]|oo < 7} is the {oo-ball of radius 7. We apply the privacy mechanism for /o, balls of Duchi
et al. (2018), corrected by Butucea et al. (2023). This mechanism applies to multivariate
vectors whose sup-norm is bounded by r. The outcomes are the vertices of a hypercube
with coordinates in {B}**! which are split in two sets according to the value of . Duchi
et al. (2018) showed that a Laplace mechanism applied to each entry of the vector will
introduce too much variance in the transcripts, a factor K that makes all estimators based
on these randomizations suboptimal. The hypercube mechanism we briefly describe here
reduces the variance to its minimum and yields optimal estimators.

To obtain a private view Z; € RE+1 of W; in the i-th iteration, we perform the following
steps:

o If W; = (wo, ...,wg) ", define a random vector Y; = (Yio, ...,)N/Z-,K)T with

Yij=
, ~ .
—Tn, oOtherwise.

~ {+%n, with probability & + 42,
e Sample T; ~ Ber(m,), where 7o = e®/(e” + 1), and set

- Uniform < ze{xB}X+! | (2, ¥;)>0 or ((z,¥;)=0 and 21:5_5571’,0)} ;U T=1,
Zi= ~ ~ o~
' Uniform ¢ 2€{+B}**! | (2,Y;)<0 or ((z,Y;)=0 and 212%5@0)}7 if T;=0,

where B is chosen as

et 1 o (%), if K +1is odd,
B=1, Ck, where —— = (KZ1)1(K—1) ) .
60‘ - 1 CK W, 1f K + ]. 1S even.
PR A

e Define the vector Z; by Z; = Z if K + 1 is odd, and by its components

K-17 e
. S f7=0
Zi :{ 2K #4300 1) =Y

Zij, ifj=1,..., K,
if K+ 1 is even.

We show that this mechanism satisfies the definition of a—LDP.

Lemma 6 The described mechanism has the following properties.

12
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i) For alli = 1,...,K, Z; is an a—local differentially private view of X;, and for all
i=K+1,...,n, the sample (Z;, Z;) is an a—local differentially private view (X;, W;).

it) Foralli=K+1,...,n and j =0,..., K, it holds
ElZi | X, Zuiorys Zu—n) = ElZ: | Xi, Zy,-1)) = Wi
and  Var(Z;j | Xi, Z1.i-1), Zri-1y) = Var(Zij | Xy, Zy.i-1)) < B,
where B < 7,/ K +1/a, if a € (0,1).
The estimator of f is then defined by

fr(w) = 27r(n1—K) Z Z Z; p exp(—ikw), w € [-m, 7],

i=K+10<|k|<K

where sz-,k is the k-th entry of Z;, for k=0, ..., K.
Finally, we show that the convergence rate of this estimator depends on o2, but with a
loss in the exponent.

Theorem 7 Define 72 = 8log'*(n) and 7, = 161log'*°(n)72 for some § > 0. If K =
{72/ (na®)} V@2 A=Y@ “then for sufficiently large n

_2s 2
. log?t40(p) \ 2+2 1\ 2s+1
swp  Elfic - fI < e (g” v ()

fEWS’OO(Lo,L) TLO[2 n
28 2s
: log" ™ (n) \ #7211\ %
and sup E|lfx —fl3< e g72() v () ,
fEWS’Q(L) no n
where the constant c1 > 0 depends on s, L, and the constant co > 0 additionally on Lyg.

Combining this with the result of Kroll (2024) gives the following upper bound on the Lo
risk over the class of Sobolev smooth spectral density function W#?2(L) for the low-privacy

regime a € (0,1):
2s 2s
lo 4446 n 2542 lo 2426 n 2s+1
( 20w 7 (log™ ) ) T
no no

where the minimum depends on the magnitude of «. For small enough values of a = ay,,

(25+3) 10g4s+436 (n)

such that na% tends to 0, then our interactive procedure achieves faster

rates than the non-interactive procedure.
The pointwise risk of the estimator fx is slower than the one of fx(w) as shown in
Theorem 5.

Corollary 8 Define 7, and T, as in Theorem 7. Then it holds for sufficiently large n that
i) If K < {72/(na?)}~Y/@s+2) A p=1/2s+1)  thep
5225 2s
. lo 5+49 n)\ =+ log(n)\ Tt
sup  E|fx(w) — fw) < <g() v ( g( )) ’

2
fGWs’Oo(Lo,L) no n

where the constant ¢; > 0 depends on s, Lo, L and M, with M given in (2).

13
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’LZ) IfK = {%%/(nOéZ)}fl/(25+l) A nfl/(Zs)’ then

5 S 251
sip Bl fie(w) = fw)]* <2 <W> v <10g(n>>

f€W5'2(L) no n

where the constant ca > 0 depends on s, L and M, with M given in (2).

Let us remark that an estimator for the Toeplitz covariance matrix ¥ = (o;_j|)i j=1,....n can

be easily derived from our procedure. The benefit of building an estimator of the spectral

density function is that it becomes easier to produce a bona fide covariance estimator. For

this, one must truncate the negative values of the estimator: f;g := fx V0, and then apply
T

the Fourier transform to obtain the estimators 0;,]=0,...,n—1L Since f;g is non-negative
and symmetric, the resulting plug-in estimator ¥ = (0’174 )ij=1,...n is & proper positive
semi-definite Toeplitz matrix. By the relation of the Hilbert-Schmidt norm, denoted by
| - ||zs, and the Ly norm, it follows

2s
. 1 4+46 2s+2
EJS - S5 < o <g<”) .

na?

3. Non-interactive Mechanisms are Necessarily Slower

The information theoretic inequalities by Duchi et al. (2018) were developed for indepen-
dent initial random variables X1, ..., X;,. In our case, the dependence is at the core of the
problem. Therefore, we develop in the next section a new information-theoretic inequality
to hold for arbitrary multivariate likelihoods of the joint vector X1., = (X7, ..., X;,) and any
sequentially interactive (or non-interactive) mechanisms. The second section is an applica-
tion of our inequality to show that our faster rates 1/(na?) for estimating the covariance
value o; cannot be attained by any non-interactive mechanisms since the best they can do
is 1/(na*). We use the new inequality of the first section in conjunction with a particular
construction of a Gaussian time series X1, ..., X, in order to prove that only slower rates
can be attained using non-interactive mechanisms.

3.1 Information Theoretic Inequality for Dependent Data

The Fisher information of the parameter 6 contained in a sample Z;.,, = (Z1, ..., Z,) also
satisfies a chain rule

(Zyy) = I(Z1) + I(Zo| Z0) + ...+ 1(Zn| Zy(n 1))

with, for all ¢ from 1 to n,

3 Zi| Z1:i—1) 2
(£y (2i))
I(Zilzl:(ifl)) =Kz, ,_ / ) ) dz;
L(i-1) ﬁGZ’L‘le(zfl) (ZZ)
Lemma 9 For alli=1,...,n, we have
I(Z’l‘Zl(lfl)) 5 (ea - 1)2I(Xi’ZI:(ifl))7 (9)

14
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where, by convention, there is no conditioning when i = 1. Moreover, for an arbitrary ¢ > 0,

1
I(Xi|Zy.i—1)) < (1 + g)(ea — 12I(X4, Xi1|Z1.(—2)) + (1 + €€ I(Xi| Z1.i—2))-  (10)

and

9
[(Xi|Zyyi—n)) < (1 (7 = 1)) (X, Xia| Z1—) + 1Kl Z1—2)) - (11)
Note that the coefficients of the terms on the right-hand side in Equation (10) are much
smaller for the first term and decrease to 1 for the second as o > 0 tends to 0, whereas in
(11) the coefficients are balanced and decrease to 1 as « tends to 0. We think both versions

may be useful in different contexts.

3.2 Non-interactive Mechanisms are Slower for Estimating a Covariance
Coefficient

By the results of Kroll (2024), 1/(na?) is a lower bound for estimating 0. Here, we show
that for estimating o; for some fixed j > 1 using non-interactive privacy mechanisms, the
lower bound increases to 1/(na*), showing optimality of the plug-in estimator of Kroll (2024)
based on a non-interactive privacy mechanism. However, we recall that our interactive
procedure and the associated estimator attain the faster estimation rate 1/(na?).

Let us denote by QX! the class of non-interactive privacy mechanisms which are a—LDP.
We assume here that 0 < o < ag < 1 for some fixed .

Theorem 10 Assume X is an n—dimensional vector generated from a centered stationary
Gaussian time series with ||o||3 = diez 0]2» < M. Then, for any arbitrary, fized K > 1,
we have

e . C
inf inf sup E[|6kx —ok|*] > —
QEQN TK 4i|o|2< My no

for sufficiently large n.

Thus, the faster rate 1/(na?) that our interactive method attains cannot be obtained by
any non-interactive method.

Sketch of proof of Theorem 10: We proceed by reducing the set of parameters to a
simple K —dependent centered and stationary Gaussian vector, that is, only oy and og
are non-zero. We let ox vary in a small interval and apply the Van Trees inequality to
obtain the first bound from below. The bound involves the Fisher information that the
privatized vector Zi., brings on the parameter of interest. After the telescopic expansion of
this Fisher information for conditional likelihoods, Lemma 9 provides a one-step contraction
relating 1(Z;|Zy.;—1y) to I(Xi|Zy.;—1)) under local differential privacy. In order to obtain
an a~* lower bound for non-interactive mechanisms, we additionally control the latter
information by using the fact that each private sample Z; only depends on the sensitive X;
at each time step ¢ and not on the previous transcripts Z1, ..., Z;_1. This restricts how much
information about the dependence parameter can propagate through the transcript and
yields an additional a?—order contraction. This additional step does not apply to interactive
mechanisms because Z; may adapt to past releases, thereby making the transcript more
informative about the correlation parameters.

15
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4. Simulation Study

We compare the finite-sample performance of the proposed sequentially interactive (SI)
private estimators with the non-interactive (NI) private estimators of Kroll (2024) for esti-
mating a covariance coeflicient and the spectral density at a fixed frequency. In particular,
we focus on the dependence of the mean squared error (MSE) on the privacy level « for a
fixed, sufficiently large sample size n, to validate the privacy—accuracy trade-off predicted
by our theoretical results in the previous sections. We consider three mean-zero Gaussian
stationary processes (X, ..., X,) with n = 1000 and variance 1.44:

(1) an autoregressive process AR(0.8) with Gaussian innovations and variance 1.44,
(2) a Gaussian process with spectral density f(z) = 0.2{| cos(z)|"® + 0.45} for x € R,
(3) a Gaussian process with covariance coefficients oy, = 1.44(1+|k|) =% for k = 0, ..., n—1.

The three examples are chosen to represent Gaussian stationary processes with substan-
tially different dependence structures. Example (1) has exponentially decaying covariance
coefficients and an analytic spectral density, Example (2) has slowly decaying covariances
o, = O(k™98) and a 0.8-Holder-continuous spectral density, and Example (3) exhibits faster
polynomially decaying covariances and a moderately smooth spectral density f € W4,

We estimate the variance og, the lag-2 covariance coefficient o9, and the spectral density
at frequency w = m/5. Performance is measured by the Monte Carlo estimate of the
mean squared error, computed over 300 independent replications. For spectral density
estimation, we use K = [3{n V (na?)/78}1/(2s+1)7 in the sequentially interactive case and
m = [3{n V (na*)/72}/(s*D7 in the non-interactive case, where [-] denotes the ceiling
function. We set s = 3 and § = 0.001 for all examples, as the influence is negligible,
provided § is chosen small. Negative variance estimates are replaced by 1073, and negative
spectral density estimates are truncated to zero. For comparison, we furthermore estimate
the MSE of the corresponding standard estimators on the original data, which are 6; =
LS X Xy and f(z) = £ 28 65 exp(—ijz) with K = [3n1/(2s+D)],

We present the results for Example (1) in detail. The remaining examples are re-
ported in the Appendix and lead to similar conclusions. Figure 1 displays the logarithm
of the estimated MSE as a function of log(«) for NI-based estimators (left) and SI-based
estimators (right), for og, o2 and f(7/5). The logarithm of the theoretical MSE in the
privacy-dominated regime is overlaid as dashed gray lines with slopes —4 for NI-based es-
timation and —2 for SI-based estimation.

Using the theoretical truncation levels Tineory and Tineory as defined in Proposition 1,
Theorem 3, and Theorem 5, the logarithm of the empirical MSE closely follows the predicted
slopes for small and moderate values of a. As « increases further, the MSE coincides with
the MSE of the corresponding non-private estimator. Overall, the simulations confirm the
theoretical scaling of the MSE with respect to a.

For both NI-based and SI-based estimators, the theoretical truncation levels tend to
be too large in finite samples, leading to very large MSE for strong privacy (small «).
In practice, moderate reductions of Tiheory and Tineory can substantially reduce the MSE
for strong privacy levels without affecting the a-rate. For NI-based variance estimation,

: NI N . .
reducing Tiheory ~ 20 to 7 &~ 3 uniformly improves or preserves performance across «. In
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contrast, more aggressive truncation, that is, choosing 7 close to or smaller than the true
parameter value, introduces a truncation bias and leads to an increase in the MSE for larger
values of a. For estimation of o9 and f(w/5) from NI-privatized data, similar qualitative
behavior is observed. For SI-based variance estimation, the theoretical truncation level is
close to the boundary at which truncation bias becomes visible. Slightly smaller truncation
values reduce the MSE for a € (0,1) but lead to a bias for larger o. For estimation of o9
and f(7/5) from Sl-privatized data, a moderate simultaneous reduction of the truncation
parameters T and 7 leads to a noticeable decrease of the MSE over a wide range of «, while
overly strong truncation again introduces a bias for larger . No substantial difference in
sensitivity between 7 and 7 is observed in this setting.

Across all three estimation problems, the SI-based estimators achieve substantially lower
MSE than their NI counterparts in the strong privacy regime, consistent with the improved
scaling in a.. For variance estimation, the SI-based estimator outperforms the NI-based es-
timator uniformly over «, whereas for covariance and pointwise spectral density estimation,
the advantage is most pronounced for a € (0,1), with the precise crossover depending on
the exact choice of the truncation parameters.

Increasing the sample size n yields similar observations regarding the alignment of es-
timated MSE with the theoretical results and the influence of the truncation parameter.
If the variance of the underlying process increases, the true values of 0,09 and f(7/5)
increase, and truncation bias becomes relevant earlier.

In Example (2) and (3), where o9 is close to zero, aggressive truncation reduces the vari-
ance of the estimator while introducing only negligible bias. As a result, the MSE is smaller
than that of the non-private estimator for moderate and large a. Otherwise, the results
for Examples (2) and (3) are qualitatively similar to those of Example (1), despite their
different dependence structures. The simulations suggest that, in finite samples, truncation
and privacy noise dominate the magnitude of the MSE under local differential privacy and
not the dependence structure. The code for the simulation study is available on GitHub.

Appendix A. Proofs

Throughout this section, we use c,c1,C,Cq,... to denote generic constants that are inde-
pendent of K, n,«. The indicator function is written as 1(condition), which equals 1 if the
condition holds and 0 otherwise. By [4, we denote a random variable that takes the value
1 if the event A occurs and 0 otherwise.

A.1 Proof of Proposition 1
Let I(w) = IZ(w) — 2% with 17 (w) = 21 |37, Zs exp(—itw)[?. Then,

~ 2mn
2
- 1 n . 1 n n - 1 A .
I (w):% Z Zy exp(—itw) =5 Z Z ZsZy exp(lw(s—t)):% Z (h) exp(—ihw),
t=1 s=1t=1 [h|<n

where §(h) = % Zf;llh‘ ZtZy 1| is the sample covariance estimator. Thus, for je{—R,...,R},

T T 8 2
N = [ h@esptije)do = [ ) expliji) do - 2550
[0

—Tr —Tr
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(f) Estimation of f(7/5)=0.24 from SI-

privatized data.

Log-log plot of the estimated mean squared error (MSE) versus

the privacy level a for estimation of variance (top), covariance coefficient (cen-
ter) and pointwise spectral density (bottom) using NI-privatized data (left) and
Sl-privatized data (right). Gray dashed lines indicate the theoretical a-scaling of
the MSE for NI- and SI-based estimators, including log(n)-factors.
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2

T 1 R . .. n

1 . 877%
—ﬂ_ Z / exp{iw(j — h)}dw — ﬁ(?j,g
hl<n

2 72 _ 8y i =0
h)dn,j — n 3.0 = { w i 1 4] ! a2 ’ J ’ (12)
|h|< n Zt:l ZiZyy, 37 0.
This implies
N 1 m . N 1 m o N 47_2
M(w) = Py Z U}\TI exp(—ijw) = > Z (7)) exp(—ijw) — 777072‘
J=—m j=—m

Proof of i): As O'NI = aNI it is sufficient to consider j = 0,1, ..., R. We start with j # 0.
Consider the event ANI and 1ts complement defined by

Ani= (X=X}, Afg= J{XAXG}
=1 =1

Lo risk on the event Any. If the event Any occurs, then 6N

j coincides with the untruncated

estimator a I which is defined by

n—j

BT = LK+ ) (Xiry + i) (13)

=1

In particular,

E[(6;" — 05)’] = Ellay (65" — 05)*] + Ellag, (65" — 0)°]
and  E[lay, (67" — 0;)*) SE[(&5" — 0;)%] = E[(65" ~ E[&7])*] + (E[57"] — 0;)*.

It is straightforward to see that

i 1
E[5}] = - > R[XiXiy) = Z 0j=—

As0<j <R <mnandR=0(n'?), it follows (E[&}VI] —0;)? = i—zajz = O(n~!). The hidden

constant does not depend on j since 032 < M, by assumption. Let o; = %Z?;f X; X4, be
the biased estimator built from the original data. Then,

n—j

N = %Z(Xi +&) - (Xivj + &itj)

i=1
1 1 1

=0+ > Xy + - > Xiyi&i+ - > &
=1 =1 =1
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::5j—|—B+C+D.

Since all terms of B,C and D are centered, uncorrelated and uncorrelated to the terms in
0j, we have

E [(6}" — E[6}"])?] = Var[o,] + E[B*] + E[C?] + E[D?]. (14)
For the first term on the right-hand side of the above equality, we obtain

—Jj

1 —jn—j 1 —Jjn
Varlo;] = — Z > Cov (XiXipj, XpXpys) = = Z D B[XiXiy ;X3 Xpss] — 0.
i=1 k=1 i=1 k=1

By Wick’s formula, we have
B [XiXiyj XpXptj] = B[ XX |E[Xp Xiy ] + B[ X Xp B[ Xy Xiyj] + B [ X X [E[ X Xy ]

= 07 + 0y + Olik—j|OJi+j—k]- (15)

Using the Cauchy-Schwarz inequality and ) ez 032- < My, we get

1 n—jn—j ) 1 n—j—1 . )
Var[ojl=—3 DD ot Oli—k+j|Tli~k—j|= 3 > (=i =Ry + o)
i=1 k=1 h=—(n—j—1)
1 & 2M,
= ( D o+ |U|h+j||!0|hj|> <=

=—n

Next, since the &; are independent of the X; and centered,

’ 80072 (n — 7) 8007,
E[B? = — E[X; Xi]E[&i1j8k1j] = 2n2 =2n

Similar computations give the same bound for E[C?]. For the next term in (14) we have

—J n—j 4 : 4
647, (n — j) 647,
Z Z 2 21 _
P gz—&—gf g E[£z+]]E[£z] - 7;4712 <c 0447;1 :

Inserting the previous bounds into (14), we get, for j € {1,2,..., R},

2M; 8o¢T2 647t
~ NI 2 1 0 ~ 2
E[(6;" —oi) S — =+ 5+ . T Ellag, (65 — ;)7

. 1 872

AsE[GN] = LS E[X2?] +E[¢2] — 5% = oy, it follows
0 n =1 7 % «@

E[lay, (60" — 00)%] < E[(6)" — 00)?] = Var(ay) + 2E[C?] 4+ E[D?]
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with C' = %Z?:l X;& and D = % S &2, Similar calculations as before yield

2M N 8002 9671

E[(60" — 00)%] < + E[lg, (651 = a9)?].

~

n an

Ly risk on the event A§;;. By Parseval’s equality and the results of Kroll (2024) (see proof
of Theorem 3.2 on page 19), it follows with 72 = 56 log'™(n) for some ¢, § > 0, that

~ NI 2 ANI 2 Ta Ta .

Blo}" - o)L | < B — flBlag) < ¢ (VT ) S € 0.1, ),

nat

where fo () = & Y pt_,, okexp(—ik-) and R < m < n. Then, for sufficiently large n,

1 2420 1 2420
E,&yl_gj‘ggc[og (), log™*(n) |
n no

Proof of ii) and iii): Let w € [—m,w| be arbitrary but fixed. Consider the event Ang
and its complement defined as before.
Ly risk on the event Ayy. If the event Any occurs, then fﬁl(w) coincides with the untrun-
cated estimator fN'(w), which is defined by

~NI(W) _ 1 ~NI

[(Xi + &) - (Xipj) + Sippj)) exp(—ijw) — 53"007; ’

where we used identity (12), (13) and (16). In particular,

2),
E{ 3 () = f(@)}] = Ellag { /N (W) = F(@)}?] + E[Lag, { fm" (@) — f(w)}?]
and

ElLay {fm (@) = F(@)}?] < {3 (@) = f(@)}?]
= E[{/n' (@) — Elf5 @)} + {E[fn ()] = f)}*.

We start with calculating the expectation of fnl\fbl(w)

1 m .l 8 2
E[f3 (w)] = Gy _Z Z [ [XiXiv1j] + El&i&iyyj)]) exp(—ijw) — 53',0%

m .
n — 1J| . 1 .
= E S exp(—ljw):% E a;ojexp(—ijw)
j=—m ljl<m

with a; =1 — |j|/n for j = —m,...,m. Then, using (2),

iﬂ Z a;jojexp(—ijw) — f(w)

l71<m
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1
=5 Z —|‘7n|a] exp(—ijw) Z ojexp(—ijw)
l7]<m li|>m

Mm
- 27m 27r

Z ojexp(—ijw)|.

li|>m

If f € WS2(L), s > 1/2, then >z loj%j]1* < L. Thus, by the Cauchy-Schwarz inequality
we obtain

> ojexp(— <c Y ol ) 7 |2S = O(m™*H/?). (17)

7]>m 7]>m |7]>m ]>m

If f € W5*(Ly, L), then by the approximation results of Zygmund (2002, page 120)

iﬂ S o exp(—ijw)| = O (10‘3("”) (18)

ms
l71>m

Thus, we obtain for the squared bias

log(m)*m ™%, f € W*=(Lq, L),

2
BN — Flw 2<Cm——|—0.
ER@] - S sz e " L e
where the constant C > 0 depends on s, L, if f € W*2(L), and additionally on Ly, if
feWs>(Ly,L).
To analyze the variance, define the estimator without truncation or added Laplace noise
by

n_

Q.

1 m
~ o Z Xip)j exp(—1jw).

||M

Then,
1 m  n—|jl 87‘2
Fol(w =5 Z [ Xi+ &) - (Xiypj) + i) exp(—ijw) — j,og]
™ i o Q
1 m  n—|jl 1 m =13l
2 Z Xi X exp(—ijw) + 5— D Z Xikiryj) exp(—ijw)
—-m =1 j=—m 1=1
1 m  n—|jl 1 m  n—ljl {72
to Z Z §iXiqj exp(—ijw) + py— Z Z &iiv )y exp(—ijw) — 53',0075
j=—m =1 j=—m i=1

= fm(w)+ B+ C + D.
In particular, E[fN'(w)] = E[f,n(w)] and

E[{/n (@) = E[f3! (w)]}?] = Var[fm(w)] + E[B?] + E[C?] + E[D?]. (19)
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Using ¢; = %Z?:_IM XiXit|j|, we have
(2mn)* Var| fin (w)]

= n? Z Z exp{—iw(l — k)}Cov(ay, o)

l=—mk=—m

n—|l| n—|k|
z Z exp{—iw(l — k }Z Z Cov( X Xyp i), Xs X |r])- (20)
l=—mk=—m r=1 s=1

Now,
COV(XTXT+|ZI7XSXS+|]€|)
= E[X0 X JE[X s Xy 1] + E[X XJE[X gy 1 Xop )] + BLX Xy o JE[X Xy ] — o0k
= Olr—s|Tlr—s—[kl+|l]| T Tlr—s—|k||Tr—s+1]|-

Substituting this into (20), we get

m m n—1
<> > (n =1~ |hl) |o\n o i) + Ok Ol
l=—m k=—m h=—(n—1)
m n—1 m m
<> > (a—1-|n) [\0|h|| D oppepwe] + o] D2 lom—m]
l[=—m h=—(n—-1) k=—m k=—m
m n—1

<> Y (n=1= kDol + o)) M

I=—m h=—(n—1)

Since Zh (n—1) (1 Lt |> (ol + lopgy ) < 2M, it follows Var[fy,(w)] < Cmn™!
Similar computations as in the proof of Theorem 5 show that E[B?] and E[C?] can be

2
oty up to constants. For the last term in Equation (19) we have

n—|j|

E[D ] Var[D 47T2n2 Z Zvarngzﬂﬂ

j=—m i=1

Summing up, we get

n  nat

O(log(m)2mi2s)7 f € W&OO(LOvL):
(’)(m_QS'H), f c Ws,2(L)‘

~ m m7'4
E{ W) — f@)}] =Ellag, {Aw) — f(@)} ]+0< )
(21)

Lo risk on the event Any. Application of the Cauchy-Schwarz inequality gives
NI 2 NI 4 e 1\'/?
ElLag, {/3'(w) = f@)}] < (BN @) = f@)}] - Pr{agy]) .
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From the proof of Theorem 3.2. of Kroll (2024) follows

E[{fn' (@) = F@)}'] <E[/R = flIa]

<E[|IFN — frlld] + 1 fm — fll%

4
4.8

2\*  ntr
< _n _n
N <M+a2> T iaas | 2l
[l|[>m
Furthermore, it is shown by Kroll (2024) that if 72 = 561log'*?(n), then Pr(A%;) < n~S.
Then,

R A4
Bl () - F@P < (2 v D). (22)

Combining (21) and (22), setting 72 = 56 log'*?(n) gives

ANT, 9 Té) (m Vv mTfLa_4> O(log(m)m=2%), feW$>(Lg, L),
]E‘fm (w) f(w)’ - O < + O + O(m_2s+1), fEWS’2(L).

n

Optimizing m=2* +m - (1 V 72a~*)/n with respect to m gives

1
1 7-4 T 2s+1
m=|(—-V —"4 .
n no

Analogously, optimizing m =251 4 m - (1 V 72a~*)/n with respect to m gives

1
m = l V i B .
n  nat
As f € WS*®(Ly, L) resp. f € W*2(L) was chosen arbitrary, we obtain

_2s
10g3+26(n) } 2s+1 y 10g2+26(n)

4 n

N log(n
sup BN w) - F@)P < e 4 280,
fGWS’OO(Lo,L) n no

and

2s5—1

¢ 1 Jog2t29 T 2420
sup BN () - f)? gcz{vogﬁ”) | log % (n)
few=2(L) n no n

A.2 Proof of Lemma 2

First consider j in {1,...,n—1}. It is sufficient to check that for all i = 1, ..., n, for all z and
z and for all z different from 2’ the ratio of conditional density functions g of @ is bounded
by e, that is,

qu|Xi:$7Z17-~-7Zi71 (2)

<e*, fori<j, and
. = . — ) b
qZilXi=2" 21 Zia ()
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q(Zi,Zi,j)|Xi=$,(Z1721,j),~~-,(Zi—1,Zi—1,j)(27 2)

q(ZhZi,j”Xi:xl:(Zl721,j):'~~7(zi—1:Zi—l,j)(

<e*, fori>j+1.

2,Z)

By definition of the privacy mechanism described in (4) and (5), the conditional density of
(Z;, Z; 5) given X; = x and all the previously built variables is

1X= , o o - L

GAXi=eZinZici () = —exp (——|z— | ), fori<j, and
8Tn 47,

q(Zi,Zi,j)‘Xi:‘rv(zl:Zl,j)v“~7(Zi—172i—l,j)(27 2)

a a T a a ~ 7 . .
— aexp <—47n|z - 33\) 3 exp <_47~.n |z - Ul(x)\> , fori>j41,

where X denotes 2 trimmed at +7,, and Uz(x) denotes xZ;_; trimmed at +7,. Thus, the
likelihood ratio above can be treated simultaneously by

« . « o
= exp —?|z—x|+?|z—x|—
n n

o ~
—|z = Ui(z)| -
Tn

4 %V—Ui(fv')) -1(i2j+1)}

4

We conclude after noting that |z —i’| < 27, and that |U;(z) —U;(2')| < 27, by construction.
If j =0, then for all i = 1, ...,n, for all z and for all x different from z’, we have

Z¢70)|X¢=x(

( —
¢ 2 _ LTI L s U 2\ Ui(2) — Uy«
q(Zi’O)lXi:xl(Z) = exp{ 27_n|z Ui(x)| + 27_n|z Us(x )|} < exp <2Tn|Uz($) Ui(x )|> )

where U;(x) denotes z2 trimmed at 47,,. We conclude after noting that |U;(z)—U;(z')| < 27,
by construction. [ ]

A.3 Proof of Theorem 3

Let R € N such that 0 < R < n and R = o(n). We start with 7 € {1, ..., R}. Consider the
event A and its complement defined by

A= ({Xi=X; and (Wi ;=W; )16 > j)}, A= | J{Xi#AX; or (Wi j#Wi )1(i > j)}.
=1 i=1

Ly risk on the event A. If the event A occurs, then 6; coincides with the untruncated
estimator ¢;, which is defined by

n

1 ~
G = . Z Xi - (Ximj + &i—j) + &

i=j+1

In particular,
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and  E[l4(6; — ;)] < E[(5; — 0;)*] = E[(6; — E[5;])°] + (E[5;] — 0)*.

It is straightforward to see that

i=j+1 —J+1

Let 6; = % > —j+1 XiXi—; be the unbiased estimator built using the data. Then,

i—j )+€I*U]+7ZXEZJ+7Z§Z

1=j+1 i=j+1 i=j+1
=105+ B+ C.

Since all terms of B and C' are centered, uncorrelated and uncorrelated to the terms in o,
we have

E [(5; — E[5;])?] = Var[s;] + E[B?] + E[C?). (23)

By Wick’s formula, see Equation (15), and similar computations as in the proof of Propo-
sition 17), we have

n

1 2 2M
Var[g,;] = "I Z Z Cov (XiXi_j, X3 Xp_j) < R Y ot <.

(n_j i=74+1k=j+1 n_‘]) h=—n (n_])

Next, since the &; are independent of the X; and centered,

8
E[32 n ] 2 Z Z XXk’ fz ]ék ]] UOT

A 2(m — i)
i=j+1 k=j+1 @ (n ‘7)

For the last term in (23) we have

1 I 872
EC% = ——35 Y El§]= 5—"—.
(n—7)* =5, a?(n — j)
Then,
2M, 8M T2 872

E[(6; — 0;)] < + Bl (65 — 05)7].

~ + <~ + :
(n—3j) a*(n—j) a*(n—j)
To conclude the proof, we show that E[l4¢(6; — 0j)?] is not larger than the other terms.

Lo risk on the event A°. Application of the Cauchy-Schwarz inequality gives

ElLse(6; — 03)%] < (E[(6; — 03)"] - Pr[A7]) /2.

Then, using ’Ww‘ < 7p, it holds for some constants cq, ...,c5 > 0, that

4 4
n n
. 4 ~d C3 s g
E[(6; — 0;)"] < a1lE[6}] + 2 < n—j D i_%ﬂ Wi +E i_%ﬂfi + ¢
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4
- CsT, ~ ~4 —4
§C4Té+7a4n + o = O(FE + 7a™).

Moreover,

Pr[A°] < > Pr{{X; # X or (W, # Wi} - 1(i > 5)}]
i=1
< PrX; # X))+ Prl{X; = X; and {W;; # Wi }-1( > j)}.
i=1
We start with the first term above and use that {5(:2 # X;} = {|Xi| > m}. As X; ~ N(0,00)
we have

iPr[)Z’i # Xi] < 2nexp (—27—’3’) , (24)

(o
i—1 0

which is of the order O(n=3) for 72 > 8log!™%(n) for some § > 0. For i > j, we have

n

> Pr[{X; = X; and {Wi; # Wi} 1(i > 5)}]

i=j+1
n ~ ~
< 3 Pr[[R Ziy| 2 A S nPr[| K + 6| 2 Fafr]
i=j+1

- Cna e

< CnPr(l&i—j| > Tn/m] < Ir. exp <—Zfl7_7%)

as the subexponential tail is dominating and is of the order O(n=3) if 7,7, 2 > 16log!*?(n).
Setting 72 = 8log!'™(n) and 7, = 16log'™(n)7?2 for some § > 0 finally gives for large n

that
1 10g4+45(n)
N 2
El(6; = o3)7] fc{nvazn '

In particular, we used that for j < R and R = o(n) holds 1/(n — j) = O(n). Similar
computations for j = 0. As the constants do not depend on (o%)rez but only on the global
bounds } ;7 [o;] < M and 3,y O'JZ < M;, we obtain

sup  E[(6; —0y)?] < c{lv W%}.

2
o:|lo|3<M n amn

A.4 Proof of Lemma 4

In view of Lemma 2 the case ¢ < K is proven. It is therefore sufficient to check that for
alli =K +1,...,n, for all z and Z and for all z different from 2z’ the ratio of conditional
density functions ¢ of @) is bounded, that is,

q(Zi,Zi)|Xi=l",(Z1,Zl)w.,(Zi—hZi—l)(z7 2)

= = = < e
q(Zi,ZZ‘)‘XiZI/,(Zl7ZI),~~7(Z'L71,Z'L71)(272) o

27



BuruceEA, KLOCKMANN AND KRIVOBOKOVA

By definition of the privacy mechanism described in (4) and (8), the conditional density of
(Zi, Z;) given X; = x and all the previously built variables is

q AT AL A s 2, %)

(6% o B a a . _ .
= %exp <—47_n‘z — a:) . 87 exp(—47~_n ]z — X/'Z~(gl:7w)|)7 fori > K +1,

where X denotes x trimmed at +7, and V;(z) denotes 2% + 2o1<|k|< i WkTZi— k| exp(iwk)
trimmed at +7,,. Thus,

q(Zi,Zi)|Xi:$,(Z1721),~~7(Zi—1,z'—1)(27 g)
q(Z'L:Zi”Xi:w/:(Zl721)’~~-7(Zi71,2i71)(z’ z)

— B D T DUR /R (R PR A B PR s oW
o {= = a4 = - (el - T - - B |

We conclude by noting that |z — /| < 27, and that |Vj(z) — Vj(z')| < 27,. [ ]

A.5 Proof of Theorem 5

Since the proofs for the cases f € W% (Lo, L) and for f € W*%2(L) are identical apart
from the treatment of the bias term, we handle both cases simultaneously. Let w € [—m, 7]
be arbitrary but fixed. Consider the event A and its complement defined by

A= ﬁ{XFXz‘ and (V;i=Vi)1(i > K)}, A= O{Xi?éXi or (Vi£V)1(i > K)}.
i=1 i=1

Ly risk on the event A. If the event A occurs, then fK(w) coincides with the untruncated
estimator fx(w), which is defined by

i (w) = 27r(n1—K) S XF+ D arX (X + &) exp(—iwk) + &
j=K+1 1<|k|<K
In particular,
E[{fx(w) = f(@)}’] = BLi{fx (@) = f(@)}*] + E[Lie{ fre (@) = f(w)}’]
and
Ell4{/x (@) — f(@)}*] <E[{fx(w) — f(w)}?]

= E[{ /(@) — E[fx (@)]}?] + {E[fx (w)] — f(w)}*.
We start with calculating the expectation of fK(w):

n

Blfs)] = gm0 | 3 e exp(—suk) + B

Jj=K+1 \ |k|<K
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Z Z axoy exp(—iwk) Z aroy exp(—iwk).

a K41 |k|<K T k<K

As the last sum is the De la Valée-Poussin sum of f, Theorem 13.5 (see Chapter 3, Zygmund,
2002) implies

Py > aroexp(—iwk) — f(w)| < 4, il 1S = Tilloo,
|k|<K
where Tx is the class of trigonometric polynomials of degree less or equal than K. By
Jackson’s inequality (see Theorem 13.6 in Chapter 3, Zygmund, 2002), we have
inf ||f — Tilloo < Csw (=1, 2/ K) K18,
Tk€eTk

where the constant Cs > 0 depends only on the smoothness s of f, |s] is the largest integer
strictly less than s and w(f,d) = maxy, _4, <5 |f(t1) — f(t2)| is the modulus of continuity.
In particular, w(f*~1%), 27 /K) < LoK=(~1s)) and infreeri ||f — Trllo < CiK™° for [ €
W#°(Ly, L). As W* 2( ) can be embedded in W*~1/2 Oo(LO L) for some constants Lo, L >
0 depending on L, it follows infr,c7, ||f — Tk lloo < CsK 6712 for f € W*2(L). Thus,
we obtain for the squared bias

. K=%, feW=(L,L),
{Elfx)] - fw}*<C- {K28+1’ fews(L),

where the constant C' > 0 depends on s, L, if f € W*?(L), and additionally on Ly, if
feWw®(Ly,L).

To analyze the variance, define the estimator without truncation or added Laplace noise

fr(w) = Z Z apX; X exp(—iwk).
J K+1[k|<K
Then
- 1 = 5 . -
fr(w) :m Z Xj+ Z a X (X jh + §ix) exp(—1wk) + &
j=K+1 1<|k|<K
Z Z apX;X;_ | exp(—iwk)
J K+1 |k|<K
Z > e X;& i exp(—iwk) + Z &
g =K+11<[k|<K j —K+1
::fK(w) +B+C.

Since all mixed terms have zero expectation and E[fx (w)] = E[fx (w)], we obtain

E[{/x (w) — E[fx(w)]}’] = Varfx ()] + E[B*] + E[C?]. (25)
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In particular, using &), = —1- > j—rc+1 XXk, we have
(2m(n — ))2Var[fK( )]
= Z Z ajay, exp{—iw(l — k)}Cov(ay, &%)

I=—Kk=—K
K K

Z Z ajay exp{—iw(l — k)} Z Z Cov (X Xy 1), Xs X j))- (26)

—Kk=—K r=K+1s=K+1
Now,
COV(XTXT,U|,XSXS,|;€|)
= E[X Xp g JE[X s Xy ] + BIX XGE[X o Xy ] + BIXG Xy [E[X s X _pgy] — 010
= Olr—s|Olr—s—|k|+U| t Olr—s+]k||Tlr—s—]1]|-

Substituting this into (26), we get

(27r(n— ))QVar[fK( )]

—K—
Z Z aar expi—iw(l —k)} Z (n—=E—|h{) (11— [kl +12]] F O h-+111| T 110
—K k=—K h= —1)
n—K-—1 K
= Z gexp(—iwl) > (n—K—|h|) Z k(01| O h—ke4 1] Ot 1] O 1)) €XP(1wk)
=K h=—(n—K—1) k=—K

<> a Y, (n=K—=h) (ol +lop_y M

Since Zh_f(n K-1) (1 - nf|K) (logm ] + lop—pyl) < 2M, it follows Var[fx (w)] < CK(n —
K)~!. For the last term in Equation (25) we have by independence of the &; that

n

1 ~ 87,
ElCY) = 15— > EE) = 55 7
472 (n — K) Pt a?m?(n — K)
It remains to calculate E[B?]. For j = K + 1,...,n, we have
K -1
Z arX;&; |k exp(—iwk) = Z ap X ;& exp(—iwk) + Z ap X &k exp(—iwk)
1<|k|<K k=1 k=—K
j—1 Jj—1
= Z apX;&—p exp(—iwk) + Z ap X ;&1 exp(—iwk)
j—k=j—K Jtk=j—K
j—1 j—1
Z a—st; Xj€sexp{—iw(—s+j)} + Z ai—j X ;& exp{—iw(t —j)}.
s=j—K t=j—K
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Thus,
n
27 (n — Z Z apX;€;— |k exp(—iwk)
J=K+11<|k|<K
7j—1
Z X exp{—iwj} Z a—syj&s exp{iws}

j=K+1 s=j—K
j—1

+ Z Xjexp{iwj} Z ai—j& exp{—iwt} =: By + Bo.
Jj=K+1 t=j—K

Furthermore,

j—1 h—1
|Bl|2: Z Z X; Xy exp{—iw(j—h)} Z a—stja—yn€sSk exp{—iw(k—s)},
j=K+1h=K+1 s=j—K k=h—K
7j—1 h—1
|Bs|?= Z Z X; Xpexp{—iw(h—j)} Z Z ai—jag—n&ék exp{—iw(t—k)}.
j=K+1h=K+1 t=j—K k=h—K
Using 472(n — K)?

)2|B]? < 2(|B1)? + | B2|?), we obtain
2r%(n — K)*E|BJ?

Z Z E[X; Xp] exp{—iw(j

J— h—1
MY Y Y asjopnBlEl] exp{—iw(k—s)}
J=K+1h=K 41 heh— K

1
s=j—K k=h—

J—1 h—1

+ Z Z E[X; X}] exp{—iw(h—j)} Z Z ai—jagp—pE[§&r] exp{—iw(t—Fk)}
j=K+1h=K+1 t=j—K k=h—K
> > oyonexp{—iw(j - h)}

327’
h E A—s4j0—f+h
j=K+1h=K+1 s=j—K,....j—1
k=h—K....h—1
s=k
n n
o 327’3
+ Z g Olj—n exp{—iw(j — h)} g Ap—jQp—p—5"
j=K+4+1h=K+1 t=j—K,....j—1
k=h—K,..h—1

t=
32
<2 Z Z o3y maxc{0, K — | — hl}= =

j=K+1h=K+1
64T

Z Z o) —n| = O {3273 K (n — K)a~

*}
j=K+1h=K+1

as |a—stja—ptn| < land ) e—j k. j-1 3iz" = max{0, K — |j — h]}32T Furthermore, we
k=h—K,...,h—1
s=k
used that ), [ox| < M, see (2). Summing up, we get

i) — @) = 0 (£) + o [BEEEII 4 pp (i) - ) D)
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f(w)}?] is not larger than the other

To conclude the proof, we show that E[I ;.{fx(w)
Lo risk on the event A°. Application of the Cauchy-Schwarz inequality gives
1/2

terms. :
5 fic(@) = F@)1) < (BI{fx (@) = £(@)}] - PrA))
Using || f|leo < M and |V;| < 7, yields for some constants c1, ..., ¢ > 0
E[{fx(w) = f(@)}'] < aE[fx(w)"] + e
4 4
9% _Jg 3 V. E - E.
= @r(n - K} j%;49 " j2;4§ e
< i, = 07 + 7pa™).
Moreover,
Pr{A9 <) Pr[{X; # X or (V; £ Vi) - 1(i > K)}]
i=1
< Pr[X; # X+ Pr[{X; = X; and (V; £ Vi) - I(i > K)}.
i=1
From (24), we know that > 7" | Pr[X; # X;] = O(n~3) for 72 > 8log"*¥(n). Next, we need

to bound from above, for i > K

X k| + i) exp(—iwk)| > 7,

< Pr X2 + X Z ak(X,
i 1<|k|<K
=Pr |[1Xi|-| D an(Xisjg + &) exp(—iwk)| > 7
i 0<|k|<K
- . 7
< Pr Z apX;_ |k exp(—iwk) Z ar&i— |k exp(—iwk)| > p
Jo<lki<K 0<IkI<K
<P X B> 2l p B> 1
r Z apX;_ g cos(wk)| > 27 + Pr Z ap&i—|k| cos(wk) 27
| Jo<|kl<K 0<[K<K
< Pr Z apXi_p cos(wk)| > 1% + Pr Z ap&;i—r cos(wk)| > 17
— 47, 4 7,
| |o<k<K 0<k<K
SPrf|l > X >17—" +Pr || > & > 1 (28)
~ i—k . i—k| Z 41,
| |o<k<K 0<k<K
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In particular, the first sum consists of mean zero, Gaussian random variables and the second
sum of i.i.d. mean zero Laplace random variables. For the variance of the Gaussian sum

we obtain
Var Z X1l = Z Z Cov (X;—p, Xi—y) = Z Z Olp—t) < M(K +1).
0<k<K 0<k<K 0KI<K 0<k<K 0KI<K

This implies
17, i
P X; >_—]1 <2 _—
| ] 22| < 2o ( ).
0<k<K

which is of the order o(n=%) for 727,,2 > 96(K + 1)log'™(n). To bound the second
term in (28) we apply the following version of the Bernstein inequality: Let Yi,...,Y),
independent zero-mean random variables. If for some L > 0 and every integer k > 2,

1 .
E||vF|] < 3E[¥2) LK, then

In our case &, ...,k g Lap(b) with b = 47,,/a. Recall that E[|¢F|] < E[¢2]k!b¥~2/2 and
thus L = b. Then, by symmetry

Pri| > &|=8V2tVK +1mu/a| <2exp(—t?),  for 0<t<\/(K+1)/2

0<k<K

If 7, and 7,, are chosen such that

szﬁﬂ < V(K +1)/2, (29)
then
7:2042
Pril Y & >f$ < 2exp <_2048(In(+1)7f%>’ (30)

0<k<K

Set 72 = 8log!*®(n) for some § > 0 and 72 = 102478(K + 1). In particular, 727,72 >
96(K + 1)log'*°(n). If K is chosen such that

ar, <VI(K +1), (31)

then condition (29) is satisfied for this choice of 72 and 72. Hence, the right-hand side of
(30) is of order O {exp (—4log(n)'™a?)} = O(n™*), as for every a,§ > 0 there exists an
Nq,s such that for all n > n, s it holds that log(n)5a2 > 1. Thus, we have shown that for
sufficiently large n,

E[lz{fx(w) = f@)}’] < (32)

Slo
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Combining (27) and (32), setting 72 = 8log'**(n) and 72 = 10247%(K + 1), and choosing
K such that condition (31) is fulfilled gives

' (K K O(K),  feW=(LyL),
Bl ~ 1 =0 (T) o (1 5) {oaf-?s“), f e Ws(L).

Optimizing K= + K - (1 V 78a72) /n with respect to K gives

1
1 7—6 T 2st1

IE
n no

Analogously, optimizing K~2T! + K - (1 vV 78a72) /n with respect to K gives

1
1 6\ "2
K = <v72> .
n noa

As both choices of K satisfy condition (31) for sufficiently large n, and f € W*°°(Lg, L)
resp. f € W%2(L) was chosen arbitrary, we obtain

2s

. 1 1 3+36 2s+1
sup  Elficw) — f@)P < er |~y B
fEWS’OO(LO,L) n no
and
. 1 log3+35(n) =
sup  Elfx(w) — fW) <o |-V ——7F—>
fEWSQ(L) n no

A.6 Proof of Lemma 6

Proof of i): Define Z; =0 for i = 1,..,K and denote # for = trimmed at +7,. Then, for
1=1,...,n, for all z and % and for all z different from z’, it holds

(Z:,2:)|Xi=2,(Z1,21) ..,(Zi—1,Zi—1) (27 g)

qq(Zi,Z-)|Xv—z’ (Zl,z'l),...,(zi_l,z'i_l)(27 %)
5o exp ( |z - x|> Zi |Xi:x’Z1=(i*1>’Zli(i*1)(2)
exp( =z ) ZilXi=a'\Z1,(i-1). 21 (i 1 (3)
exp <_H‘Z — :z|> gZilXi=eWi ) o2 gZilX=eWi(z)
o (e B AR ARG

where we used | — &’| < 27,,. The proof that Z; is an «/2-LDP view of X;, W, i.e., that
for all # and all z # 2’ € R? it holds

] _ 7 _ < ea/Q’
qu|Xi:x’,Wi(2) qu|Xi=x’,W¢(g)
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follows from results of Duchi et al. (2018) and Butucea et al. (2023).
Proof of it): By construction, for i = K + 2, ...,n, conditioned on X, Z1.(i-1), the Z; is
independent from Z; , I = K +1,...,5 — 1. Thus,
ElZi | Xi, Zv.ii-1)> Zxc1:-1)) = ElZi | Xi, Z1.gi—1))-

Next, N o
E[Z; | Xi, Zy.(i-1)] = E[Z; | W] = E[E[Z; | Y] | W3]

By the same arguments as in the proof of Proposition 3.2. of Butucea et al. (2023), one can
show that almost surely

Furthermore, for every j =0,.., K

)

S T (1w (1 w;
ElY;; | Wij = ws] =Ty <2+2é> — Tn <2—2é> = wj.

Hence, the mechanism is conditionally unbiased. Next,

Var(Z ,J |XZ¢Z1 (z 1)» Zl (i— 1))
[ [ %, |XuZl (i— 1)721 (i— 1]) ‘Xth (i— 1) Zl (i— 1)]
=B [(Zij —BlZij | Xi, Z1.-1)))* | Xi, Zvi—1)] =Var(Zij | Xi, Z1.4-1)) < Var(Zij) < B?,

since Zz}j € {—-B,B} foralli = K+ 1,..,nand j = 0,..., K. Finally, it is shown by
Butucea et al. (2023, Lemma B.1.) that Cx behaves asymptotically as /7/2v/K, which
implies B = O(7,VKa™!) for K — oc. [ |
A.7 Proof of Theorem 7

We rewrite the estimator fx as

fr(w) = Z Z |k| exp(—ikw)

i=K+1 0<\k\<K

= Z Z Z; k| exXp(—ikw)

0<|k|<Kz K+1

Z orexp(—ikw), w € [—m, 7], (33)
0<|k|<K

where Zvi,|k| is the |k|-th entry of Z; and 6 = = >0 .1 Z m
Let fx(w) = (2m)~ ! ZOSIkISK o exp(—ikw). Then, by Parseval’s identity, (17) and (18),

Elfx — fl5 =E|fx — fxli3 + | fx — I3

5 O(K=2%), feW®(Ly, L),
— El(&5: — o)
. %;K (@5 =)+ {O(K% . fews2(L).

~—
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It is sufficient to consider j € {0, 1, ..., K'}. In particular,
E[(6; — 0;)°] = E[(6; — E[5;])’] + (E[5;] — 05)* = Var(5;) + (E[5;] — ;).
By the law of total variance,
Var(6;) = E[Var(g; | V~V(K+1):n)] + Var(E[s; | V~V(K+1):n]).

Since conditioned on WKH, - Wn, the Z; .1, i = K + 1, ...,n, are independent, we have

. = 1 n . -
E[Var(G; | Wig41):)] = E K2 Z Var(Zij | Wik t1)n)
i=K+1
1 . . B?
< Zi) < :
T (n-K)? z’:;rl vartZia) < n-K

by Lemma 6. Again, with Lemma 6 it follows, that
EZi | Wikcs1)m) = BlZi | Wikcs1yal = ElZ; | X4, Z1.-1)) = Wi

and hence

n

. —~ 1
Z ElZij | Wikt1y:n] = — Z Wi j. (34)
i—K+1 i=K+1

- 1
B[ | Wiicsayn] = —

Similar calculations as in the proof of Theorem 3 yield that

1 L oM, SM1?2 72
\Y% Wi | < n n
ar(n—Ki;rl w>_( —K)_’_042(71—1()—1_71—}(7

if 72 = 8log'*°(n) and 7, > 161og!™°(n)7? for some ¢ > 0 is chosen. Thus,

2M, 8M 72 c72 B2

n n

SN Ty .
Var(a;) < (n—K) +a2(n—K) n? +n—K

To compute the bias (E[5;] —0;), we define, analogous to the proof of Theorem 3, the event
Aj and its complement:

=1 i=1

Using (34), we get

n

2
1 —~
PR

i=K+1

(E[5;] — o) = <]E

2 2
1 S 1 S~
SE | L (n—K 2 Wi,j‘%’) +E L (M > W@j‘%’)

i=K+1 i=K+1
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In particular, if the event A; occurs, then

2

1 S~ .

Bl (n K > Wij— 0j> = E[l4, (55 - 03)°],
i=K+1

where ¢; is the untruncated estimator defined by

1
n—K

0; =

X (Xij+&ig).

i=K4+1
Thus,

1/2

n—K
=K+1

4
. 1 & =
(E[5;] = 0)* SElla; (55 — 0)°] + | Pr(4A5)E < > Wiy— Uj)
Similar calculations as in the proof of Theorem 3 yield

2M, N 8MT2
(n—K) o?(n—K)

Ella, (55 — 04)%] <

and that Pr(Af) = O(n=3), if 72 = 8log'*°(n) and 7, = 161log!*(n)7? for some & > 0 is
chosen. Since \W”] < Tp, it follows that
2M, 8M2 cB?

E[(5; — 0;)%] < —xt o2(n —nK) +t—5t o(n™1).

By Stirling’s approximation, B < 7,V K + 1/a and thus

_ K K72 S 1
El|fx — fI2< C = " :
I/ = fllz < {n_K+a2(n—K)+a2(n—K)+K28}

Optimizing K2 + K%72/(a’n) 4+ K /n with respect to K gives K =< {72/(na?)} =1/ (2s+2) A
n~l/CsH) A f € W (Lo, L) resp. f € W*2(L) was chosen arbitrary, and a > 0, we
obtain

r 71 5.5 2s

log" ™4 (n) | *** (1) 2+
2 v ’

sup  El|fx — fI? < e

fEWS’OO(Lo,L) i no | n
EINPEPTVIRNG 2
. log n)|~ 1Y 2541
sup  El|fx — f* < e 72( ) v <>
Fews2(L) no n
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A.8 Proof of Corollary 8
Let w € [—m, m]. Then,

E|fx(w) = f(w)* = {E[fx(@)] - f(@)}* + E(fx (w) — E[fx (@)])*.
Using (33) and (34) yields

Elfc@] — P = 5= > Elo]ep(—ije) - ()
E[E[5; | V[N/(KH):nH exp(—ijw) — f(w)

2

=\ 27r(nl—K) Yo > Wiewm(-ijw) | - f(w)

0<|j|<K i=K+1
In particular, if the event UJK: oA; without any truncation occurs, then the estimator
1 -
= K) Yo Y Wipemp(—ijw) (35)
0<|j|<K i=K+1

equals the estimator f}gl(w) in Section 2.1, but with less Laplace noise. The probability of
the event that truncation occurs can be computed similarly as in the proof of Theorem 3.
Combining these results, we obtain the following bound for the bias: if 72 = 8log'*°(n)
and 7, = 16log!*°(n)72 for some § > 0, then

y K log(K)K 2%, f e W>®(Ly, L),
{E[fK(w)] - f(w)}Z Sz ; + {K_28+1, f = WS,Q(L)?

where the constant C' > 0 depends on s, L, if f € W*2(L), and additionally on Ly, if
f € W=(Ly, L). Next, by the law of total variance,

o 1 . )
Var (fx(w)) = Var Py Z g exp(—ikw)
0<|k|<K

1 . . o
=E | Var by Z ok exp(—ikw) | Wik 41)m
0<|k|<K

1 . ) e
+ Var | E % Z Ok exp(—lkw) ‘ W(K+1):n
0<[k|<K

-~ o _ 1 n Irr . .
As E[o; | Wikt1)n] = 5or 2oick+1 Wilj|» again, the second variance term above can be

bounded by similar calculations as for f}gl (w) in the proof of Proposition 1. In particular, the
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terms with a* do not appear, since (35) includes less added Laplace noise. The probability
of the event that truncation occurs can be computed similarly as in the proof of Theorem 3.
Thus,

K+ﬁK

1 . i —~
Var | E | o D Grexp(—ikw) | Wiksiym| | S

T na?’
0<[K[<K

n

Since conditioned on Wg 4 1).,, the ZVMM fori = K+1,...,nand k = 0, ..., K are independent,
it follows

1 . . —~
Var by Z ok exp(—ikw) | Wik i1)m

0<|k|<K
1 1 - § — . kB
“or Z (n— K)2 Z Var (Ziv\k\ | W(K-H)W) ~2n(n— K)’
0<|k|<K i=K+1

where we used that Zi7|k| € {—B, B}. Combining the previous bounds results in the follow-
ing bound for the variance

-0 (8) ro(38) 0 (52%)-

Using B < 7,v/K + 1/a by Lemma 6, we obtain for 72 = 8log!™%(n) and 7, = 16log!*?(n)72
for some § > 0, that

i)~ S =0 (5) +o (52) o (250 )

O(log(K)K~2%), f € W*®(Lg, L),
O(K~25+1)) feWws2(L).

Optimizing with respect to K completes the proof. |

A.9 Proof of Lemma 9

Now, we prove Equation (9), that is, for alli =1,...,n,
I(Zi| Zy(-1)) S (€ = 1)’ I(Xi] Zy,-1)s
where, by convention, there is no conditioning when ¢ = 1. Note that

Zil Zroi (% 7 Xi|Zy. . X .
z, 1Z1:( Y () :/qzleuZl:(z—l)(Zi)Ee 1Z1:6-1) dz; Zugfqzlez 93721;(1_1)(21.)‘ (36)

Moreover, [ /j;(ilzlz(i*l)(z) dz = 0 implies that
Xl Zyo Xl Zyi
/ |:£9 | 1 1)($i)]+ d.iL‘Z' = / [EG | 1:( 1>(x2‘) 3 dl‘i
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1 X5 20 1
=3 / ’ﬁo 2 ()| da; < 511/2(Xi‘Z1:(i71))-
Thus, see also Duchi et al.,
3 ZilZyi—1)

X Xl Z1. (i
Ly (i) :/‘IZ’X”ZI’““(Zi)ﬁa P (1) day

_ /quXi,Zl;(i_l)(Zi) ([ﬁg(”Zl:(il)(xi)}-i- — |:£;{i\Z1:(i71)(l'i)} _> dx;

X — X — 1 X | Z1. i
< [ sup ¢AXTEAG (57) — inf ARG ()| / 251700 ()
xX

dxi

_ 1 Xl Z1. i
< (ea . 1) . (2 A ea) . II;f qu|Xi—x,Z1:<i,1)(Zi) . 5 / ‘»Cg( |Z1. i 1)(1'1’)

da;i.
(37)

We conclude that (9) holds by bounding (2 A e®) - 3 < 1 and by using (36) and (37) that

2
I(Zi|Zl;(z‘—1)) < (ea _ 1)2EZ1:(1-_1) [/ inf qulXi:Il‘,le(i—l)(Zi) dz; (/ ‘E'g(ilZL(z‘—l)(xi)‘ dxi> ]
< (e = D2I(Xi| Z1i1y)-

For i > 2, we prove (10), that is, for an arbitrary € > 0,

1
I(Xi|Z1.i—1)) < (1 + E)<€a - 1)21(Xi’Xz‘—1’Z1:(i72)) + (14 €)e** I(Xi| Zy.(i—2))-
Thus,

I(Xi|Zy.i-1)) = 1(Xis Z1oi-1) —1(Z1.i-1)) = 1(Xs, Zica| 21 (i-2)) H (21 i-2)) — L (Z1:i-1))
3 X0y Zi—11Z 1. (i—2)

(Ly (2i,2i-1))?
<Ez.i, [/ KT daidzio1| — I(Zy.i-1)| Z1:(i-2))-
0 (fUz‘,Zz'—l)

We use now that, conditionally on X;_1, the variables X; and Z;_; are independent to write
that

XiyZi—11Z1:(i—2) Zi 1 X1 D0 X, Xi—1|Z1.(i—2)
L, (i, 2i1) = | g% Xi-v V6= (z1) - L, (@i, xi—1) dai—1
. . o , X3 Zy. i
> inf A= 2o (2, - L)) (),
X
Moreover,

3 Xy Zi—1]Z1.i—
[,9 1‘ 1:( 2>(l‘@'7zz‘—1)

Zi | Xs_ 1. 20 0 3 X0, X112 3i—2 3 X0, Xi—1]Z1:(i—2
:/q i—1|Xi—1, 1.(172)(%71) <[£0 (i )(fUiaxifl) +_ EG (i )(xi,$ifl) da; 1

. o , X, Xi 1121006
< sup o=t () - [ £ 0y )] o
T +
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. , o , X0 X 1|20
—quZ“XZ1‘””’21"2)(%—1)'/{591 ol 2)(371’7331‘—1)} da;y.
x

3 X0 Xi—1|Z1.(i—2) 3 Xl Z1.(i—2)

(g, xi—1)dai1 = L, "7 (25), we get

X X1 | Zags X, X1 |70, Xl Zyi
/[Lg 21 2)($Zaxz 1)} dxz l—/‘[' 20 2>(-T27331 1)‘dxz 1+ »C 121 2)( z)

3 X, Xi—1|Z1.(i— X, Xi—11Z1.i— 1 XilZ1.i—
/[£0 1121 2)($i,xi—1)}_dxi—1:2/‘£9 1121 2)(952‘7331'—1)‘(1%—1—5/39 |Z1.¢i 2)( Z)_

Therefore,

in,Zi,1|Z1;(i,2)

Since [ L,

(@i, 2i—1)

. . o , 1 X0 X 1120
-1)-(2ne%) 'lgfqz’_lx’_l$’le“2)(2¢1)'/’59 e 2)(%7%71)‘ dz;—

>

IN

(e”
1 X;|Z

_|_§ (Supq i1 Xio1=a, 21— 2 (2 1)_|_qu i1 Xic1=a, 21— 2) (2;_ 1>’E |Z1.i— 2)( )
< (e”

X, X 1|2
qu =1 Xi1=2. 202 (5 ) /‘ﬁ o X112 (@, wi— 1)‘ dz;_q

1 X;|Z
+2(e +1)1nfq i1 Xi1=2, 21, ) (2_1 ‘E |Z1:i-2)

(1) (38)
Thus, using that (a + )% < (1 + 1)a? + (1 + €)b? for any € > 0, we get that
X, 251121 (i-2)

/(/39 TR (4,2 )

X Zi—1 ‘le(i—Z) (
T, Zifl)

EQ
. Zi, X,L', = 7Z (i— 3 .
< EZ1:(1‘72> [/ Hifq tXima=e 2 2 (2i—1) dzi—1

Ele(i—Q)

d$¢ dzil]

3 X, Xi—1|271. =

1 ) (f‘ﬁe Hu 2)(1%‘,%71)‘61:17171)2

(I+-=)(e*=1) / Xz dx;
€ £0 (i (:Uz)
X’L‘Z (i— 2
1+ a)ge 41 & ),

g)-(e T;

X'L 4 (21— !
4 Ee ‘ 1:(:—2) (-’L‘l)
li;(i\ZL(i—z) (901))
Note first that Ez,,, , J S dz; | is the Fisher information I(X;|Z.;_2))
0 i

and then

XiXi-1121:-2) (a:i,a:i_ﬂ’ dx¢—1)2

(4
Ez, (i=2) / XilZ1.(i—2) ()
X, X112y, (i—2)

2
’E ($i,$171)‘
< EZl (i—2) // Xl,Xl I‘Zl (i 2)( ) dxi_l dxz

dxi
L,
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which is the Fisher information I(X;, X;1]|Z;.;_9)) and this finishes the proof of (10).
For i > 2, we prove (11), that is

I(Xi|Zuony) < (1 4+ 5 (% -

Let us go back to (38). We decompose % (e® + 1) = 2(e* — 1) + 1 and use that:

1)) (I(X3, Xi—1]Z1.3i—2)) + 1(Xi| Z1.—2))) -

[,g(‘Zl = ‘/CX“Xl 00 g, wi1) daig /‘L’X“Xl -2 (2q, 24 1)‘ dz;_q.
Therefore,

£y D 2)

< g(ea _ 1) . inf qu—l‘Xi—lim,ZI:(ifﬁ(Zl-il) . / ‘L':g(i,XifﬂZr(i—z) (xi,$i—1)‘ dz;_4

Xi| Zy. i
+1nfq =1l Xi1=2, 212 (55 ‘E 11

(i) -

Similarly to the previous proof we obtain for an arbitrary € > 0 that

1.9
I(Xi| Zuyi—n)) < (1 2) 3 (€% = DX, Xia| Zuin) + (14 O1(Xi] Z1-))

and conclude by choosing € = 2(e® — 1)2. [ |

A.10 Proof of Theorem 10

Let us consider a centered Gaussian time series. Define the parametric family of covariance
matrices X(6), where 6 belongs to [T, T'] for some given 7' > 0, such that, for some constant
o>0

oo=1,0;=0, for j {0,K} and og(0)=0-0cos(Kuwp), K>1.

We assume that we find wg in (—7, 7) such that cos(Kwp) # 0. These stationary Gaussian
processes are associated to the parametric family of spectral densities

oo  ok(0)

Jotw) = o + =5 - cos(&w),
_ 00 o eostBuo) k)
27 m
g g
= 0 402 - cos(K (w — wg)) + cos(K (w + w))].

Indeed, fy is still a symmetric function and bounded from below by some positive constant
00

——T > 0,
o c >

for any 6 in the set [—T,T] and properly chosen T
Let us see that estimating o () can be reduced to estimating fy(wg) in our model, since
a0

ok () = (fe(wﬂ) - %) ' m
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and o¢ is known. Thus, we bound the minimax risk from below as follows:

R:=inf sup sup [Eyl[|6x —ok|?] >inf sup sup Egy[|6x — ox(0)|’]
7K Qe o:||o||2< M 9K QeQNI fe[-T,T)

Zinf sup sup Ey [’fn(wO) - fe(wo)‘Q]
fn QEQQI 96[_TvT]

by first reducing the risk over all possible covariance matrices ¥ (uniformly bounded in
spectral norm) to the parametric family (). Then we changed the problem of recovering
ok (0) into that of recovering fy. Next, we reduce the problem to a Bayesian problem:

R 2 inf sup / Eq [|fn(w0) = fo(wo)[?| dAr(6),
fn QeQNTJ[-T.T]

where ) is an a priori measure on [-1,1] with finite Fisher information

= ! u 2 u)dau
1= [ )

and A7 is A re-scaled to the interval [T, T]. Thus, I(\r) = I(\)/T?.
We apply the van Trees inequality to get

A o 2 o) dAr(6))?
(w2 ,
/[_T’T]Ee [17aw0) — Jo(wo)P] drr(6) > e @ + 100)

(f[_T’T] o cos?(Kwp)/mdAr(6))?
N f[,T7T] I(len) d)\T(Q) + I()‘)/T2
S o2 cos*(Kwy) /m?
N f[,Tj] I(Zl:n) dAT(G) + I()‘)/Tz .

Let (Z1,...,Z,) be the time series obtained by a non-interactive a—differentially private
mechanism, () in le. The corresponding likelihoods of the vectors Xi., and of Z;., are
denoted by E‘HXM and EQZ Ln - respectively.

We want to give an upper bound for I(Z;.,) in order to finish the proof. Let us note
that by our choice of the covariance matrix () the likelihood 55(1’" can be decomposed
as a product of K likelihoods :

X Xuonore | pXa Xucok Koo E;(”—KH’Xn—2K+1~~~:Xn—NK71K+17
where N; = [(n —i — K)/K| for i from 0 to K — 1. Each vector is 1-dependent. The
non-interactive privacy mechanism preserves this structure, so the same holds for Eg tin
Since the Fisher information of jointly independent vectors is additive, we write :

K-1

I(Zvn) = 1(Zn—is Zni- ks Dnio N, (39)
=0

We shall first give the proof for the case K = 1 when the whole vector Xi., is 1-dependent.
Next, we will adapt the calculations to the case K > 1 using the decomposition above.
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Let us suppose K = 1. First we apply (9) and next (10) in Lemma 9 to get:

I(Z1:n) = Z I(Zi|Zy.(i-1))
i—1

S (e = 1)2 ZI(Xi|le(i—1)) (40)
i=1

S(e* =12 (A I(X3, Xi 1] Z1-2) + B - I(Xi| Z15_9))),
i=1
with A = (1+1)(e® —1)? and B = (1+ €)e?* for an arbitrary e > 0 such that A < 1. Since
X; is independent of X;.;_o), then we can easily show that X; is independent of Z.(;_o).
Thus I(X;|Z1.;—2))) = I(X;). By iterating and repeating this reasoning we get that:

I(Xi|Z1.i-1) € A7 (X1) + A72BI(Xo) + ...+ ABI(X;-1, X;) + BI(X;).  (41)

Note that X; has a likelihood free of the parameter 6 so it does not bring any information
on 0, that is I(X;) = 0.

Let us prove now that I(X;_y,...,X;) < Clo?, for any £ from 1 to i — 1, where C =
(472c?)~1 depends on ¢ introduced in the definition of the spectral density fy. The vector
X(i—r) has a centered Gaussian distribution with covariance matrix 2{*1(9) given by:

E§+1(6):0—0'H€+1+0—1(9)'M7 [M]Z’]:]_(‘Z—j’:l),

where Iy denotes the identity matrix of size ¢ + 1. Let us denote by wuyg,...,up the
eigenvalues of the matrix M. Note that M and Eﬁ“(@) share the same eigenvectors. We
can write:
1 o1y -1 9 et ?
I(Xip,. .., Xg) = <tr | [ 2777(0) =277 (0)
2 00
L leet1 gy -1 2
=3 HZI (9) -Ucos(wo)MHF
1 ze: 02 cos? (wo )uz
2 Pt (o0 + 01(0) - ug)?
2

0% cos® (wo) | M |7
~ 2(00 — To||M|[0)*

It is easy to calculate that || M||% = 2¢ and that its operator norm is || M||oo = 2 cos(r/ (¢ +
2)) < 2. By our construction of the spectral density we get that:
o220 2

o
I(Xi—p,.... X;) < < 0= Clo>.
(Xi-e i) = 2(2mc)? T 4m2c? 7

Use this in (41) to get:

i—1
I(Xi|Zy,5-1)) S ABY  Clo® A1 < (e — 1)
/=1

, BCo?
(1—4)*
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Finally, we use this in (40) to get:
I(Z1.,) < ne® —1)10?,
up to constants depending on fixed positive constants € and c. This finishes the proof for
the case K = 1.
Now, for K > 1 and each i in 0,..., K — 1, let us bound similarly each term in (39), of
the form I(Zn—i, Zn—i—K, ..., Zn—i—N,K ). We get
I(Zp—iy Zn—i—kcs s Zn—i—N;K)
= (Zn-ilZn—i-k»-s Zn—i-N;k) L (Zn—i—K|Zn—i—2K+ s Zn—i—N;x )+ - . . +1(Zp—i—N,K)
S (€ =1 (I(Xnil Zniis oo Zn—ioNii) + T(Xn—i K| Zn—i2ks oo Zni NyK)
+.. + I(Xn—i—NK))-
We iterate the procedure by applying (10) in Lemma 9 in order to get geometric series

analogous to (41). Recall that the subvector X,,_;, Xp—i—K,..., Xn—i—¢x has a centered
Gaussian distribution with covariance matrix

SHN0) = 00 - Tpgy + ok (0) - M, €=1,..,N;.

Following the same steps as for K = 1 we get:

1
I(Xp_i—ek, - 7Xn—i):§t7' 20

9 2 2
(zigl(e) 1 2”1(6)) ] Hz“l ()1 acos(KwO)MHF
¢
1 Z 02 cos®(Kwo)ug
2 & (004 ok (0) - ug)?
o2 cos?(Kwo)|| M||% o2l o2l
< )
= 2(00 —To||M||x)? ~ (00 —2T0c)? ~ 4722
where ¢ > 0 is chosen in the definition of the spectral density fy. Further we get that:
, BCo?
(1—A4)?

I(Xn—ilZn—i—k, s Zn—i—n,;x) S (% — 1)

and, finally, since N; < n/K:
K—1

Zln 2:n(ea—1)4a2,

N\ﬁ

=0
up to constants depending on fixed positive constants € and c.

Finally,

n
I(Zyn) S (e = 12> I(Xi| Z1-1) S n(e® — 1)'0.
i=1
We conclude by recalling that wy was chosen such that cos(Kwp) # 0 and by plugging this
into the Van Trees inequality above, to get that, for large enough n,

2 4 2
. o®cos*(Kwy)/m 1
inf su su Ey [|65 — o |? = .
0K QGQI?\II HCTH%I;Ml 0 [| K K| } ~ n(eo‘ — 1)40'2 + I()\)/T2 na4

45



BuruceEA, KLOCKMANN AND KRIVOBOKOVA

Appendix B. Additional Simulation Results
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Figure 2: Example (2):
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(d) Estimation of 09=0.02 from SI-privatized
data.
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(f) Estimation of f(7/5)=0.19 from SI-

privatized data.

Log-log plot of the estimated mean squared error (MSE) versus

the privacy level « for estimation of variance (top), covariance coefficient (cen-
ter) and pointwise spectral density (bottom) using NI-privatized data (left) and
SI-privatized data (right). Gray dashed lines indicate the theoretical a-scaling of
the MSE for NI- and SI-based estimators, including log(n)-factors.
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Figure 3: Example (3):
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data.
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(f) Estimation of f(7/5)=0.24 from SI-
privatized data.

Log-log plot of the estimated mean squared error (MSE) versus

the privacy level « for estimation of variance (top), covariance coefficient (cen-
ter) and pointwise spectral density (bottom) using NI-privatized data (left) and
Sl-privatized data (right). Gray dashed lines indicate the theoretical a-scaling of
the MSE for NI- and SI-based estimators, including log(n)-factors.

We report the estimated mean squared error (MSE) for private estimation of ¢, o2, and
f(7/5) from centered Gaussian stationary processes with a 0.8-Hélder continuous spectral
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density (Example 2) and with polynomially decaying covariances oy = 1.44(1 + |k|)~51
(Example 3), using both sequentially interactive (SI) and non-interactive (NI) mechanisms.
Tuning parameters and simulation settings are chosen as described in Section 4. The cor-
responding results are shown in Figure 2 for Example (2) and Figure 3 for Example (3).
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