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Abstract

This paper studies the multi-armed bandit problem with a requirement of differential pri-
vacy guarantee or global differential privacy guarantee. We first prove that, the lower bound

for the extra regret to protect (e, d)-global differential privacy is Q(Z log %) (N

is the number of arms and 7 is the time horizon), which is independent with T" for 6 > 0
and large enough T. Moreover, the lower bound for the extra regret to protect (e,d)-
differential privacy can be no more than the above bound. This means that, different
with the case § = 0, it is possible to design algorithms that protect privacy and achieve
the same asymptotical regret upper bound as the non-private algorithms when § > 0.
Then we adapt the Follow the Perturbed Leader (FTPL) framework, and propose learning
policies with both Gaussian and Beta perturbed distributions (DP-FTPL-Gauss and DP-
FTPL-Beta) to protect (e, §)-differential privacy. The analysis shows that they achieve an
O(M —l—Nmin{&i27 6% log %}) regret upper bound, where A;, is the minimum expected
reward gap between the optimal arm and any other ones. We also design a unique perturbed

distribution to protect (e, §)-differential privacy in the FTPL framework (DP-FTPL-New),

which reduces the regret upper bound to O(NAIO?;T + % log %). We further show

that this perturbed distribution could also be used to protect (e, d)-global differential pri-
vacy, and design a corresponding algorithm GDP-Elim-New. We show that its regret upper

bound is O(%(% + % log %)) This shows that our Q(% log 4(?;;11))7:%?)

regret lower bound is tight (e.g. when i‘“‘f‘x is bounded).

Keywords: Multi-armed bandits, differential privacy, follow the perturbed leader, Thomp-
son Sampling

1. Introduction

Multi-armed bandit (MAB) (Berry and Fristedt, 1985; Sutton and Barto, 1998) is an online
learning model that captures the basic tradeoff between exploration and exploitation. In
an MAB instance, there are totally IV arms, and the player needs to choose one of them at
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each time step. Then the player receives a random reward, which is drawn independently
from an unknown distribution corresponding to the chosen arm. The goal of the player is
to maximize the cumulative reward by choosing the arms properly. To evaluate a learn-
ing policy 7, we use the metric regret, which is defined as the expected gap between the
cumulative reward of 7w and the largest cumulative reward of any possible policies.

In recent years, due to the increasing scale of the Internet, online learning becomes a
popular framework to model Internet applications. There are many prior works on applying
the MAB model in reality, e.g., recommendation websites (Qin et al., 2014; Wang and Chen,
2017; Wang and Huang, 2018), online advertising (Schwartz et al., 2017; Chakrabarti et al.,
2008), social networks (Buccapatnam et al., 2013; Liu and Zhao, 2010; Chen et al., 2013),
search engines (Lu et al., 2010), etc. Along with the wide adoption, security problems in
the MAB model are becoming increasingly more important. For example, in online search
advertisement (Mishra and Thakurta, 2015), the system displays some advertisements to
user ¢ after he/she requests for a search query. Then the user will click the advertisements
that he/she is interested in, and the search engine gets a reward of one if the user clicks
an advertisement. In this case, the random reward is whether the user ¢ is interested in
the displayed advertisements and therefore it raises privacy concern for all the users, since
their private data is used in the online learning policy. If the learning policy does not
have any privacy guarantee, e.g., after one user who searches for keyword “a” clicks an
advertisement “b”, it then displays advertisement “b” to the next user who searches for
keyword “a” (to maximize the cumulative reward), then one can use such feedback to infer
private information of the other users. Because of this, Internet users will concern about
how their private information is protected, and refuse to use the systems that do not protect
private information well. Therefore, except for how to achieve good regret behavior, people
are also interested in privacy in MAB algorithms (Jain et al., 2012; Mishra and Thakurta,
2015; Debabrota et al., 2019). It is necessary to design algorithms for MAB problems that
not only perform well (i.e., with low regret bound), but also protect private information

properly.

In this paper, we mainly focus on the differential privacy (Dwork, 2008) in MAB prob-
lems. Specifically, we study the learning policies that protect (e,d)-differential privacy
(Mishra and Thakurta, 2015) and (e, 0)-global differential privacy (Debabrota et al., 2019)
in MAB problems. Most of the existing MAB algorithms that guarantee differential pri-
vacy or global differential privacy suffer from an extra regret of Q(NlogT) (here N is
the number of arms and 7T is the time horizon), which may become the majority term
when T is large enough. For example, to guarantee (e, 0)-differential privacy, Private-UCB
(Mishra and Thakurta, 2015) has a regret upper bound of O(N (log T')?); DP-UCB (Tossou
and Dimitrakakis, 2016) has a regret upper bound of O(N log T (loglogT)?); DP-UCB-
BOUND (Tossou and Dimitrakakis, 2016) has a regret upper bound of O(N log T loglog T').
To guarantee (¢, 0)-global differential privacy, AdaP-UCB and AdaP-KLUCB (Azize and
Basu, 2022) have an extra regret upper bound of O(N logT).

Then a natural question is whether we can design learning policies that guarantee dif-
ferential privacy (or global differential privacy) but do not incur such large extra regrets,
especially when T' goes to infinity. And in this paper, we show that the answer is “yes”
when ¢ > 0, no matter we are considering differential privacy or global differential privacy.
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When we are protecting differential privacy, we adopt the generic framework of Follow
the Perturbed Leader (FTPL) (Kim and Tewari, 2019), which uses perturbations to choose
arms and does not cause large extra regret, and design algorithms named DP-FTPL-Gauss,
DP-FTPL-Beta and DP-FTPL-New. These algorithms use different kinds of perturbations,
and their extra regret (to protect differential privacy) is independent of 7" when § > 0.

Specifically, we first adapt the idea of Thompson Sampling (TS) (Thompson, 1933;
Agrawal and Goyal, 2013), the most famous learning policy under the generic FTPL frame-
work, where the player uses observations to update the corresponding perturbed distri-
butions via Bayes’ rule. Compared with other policies under the FTPL framework, the
perturbation in the vanilla TS often leads to a smaller cumulative regret in experiments.
Therefore, it is worth to study how to use the perturbed distributions of TS policy in the
differential privacy setting to reduce regret. Here, we consider to adapt two different kinds
of perturbed distributions from TS, i.e., Beta distribution and Gaussian distribution, in
our DP-FTPL framework. We show that they both guarantee (e, 5) differential privacy

with 6 > 0, and their regrets are upper bounded by O(}_, logT + mln{ —, 5 L1), where A,
represents the expected reward gap between the best arm and arm 1.

We then further explore the flexibility of FTPL and design perturbations that guarantee
differential privacy with minimum extra regret. We show that using a specific perturbation
(i.e., DP-FTPL-New) can guarantee (e, ¢)-differential privacy, and achieve a regret upper
bound of O3, (logZT + 1o g@#)). We can see that for § > 0 and large enough
T, the extra regret term is still independent with 7. In fact, compared with Gaussian
or Beta distribution, the new perturbation can significantly reduce the extra regret, and
behave better when there is a high standard on the guarantee of differential privacy. On
the other hand, different from DP-FTPL-Gauss and DP-FTPL-Beta, the perturbation in
DP-FTPL-New could also deal with the case that § = 0. In this case, it has a regret upper
bound O(}, (logT +1log T)), which matches with the best policy DP-SE before (Sajed and
Sheffet, 2019). Because of the fact that DP-SE can only work in the case that § = 0, our
DP-FTPL-New algorithm could be much more general.

As for the case of protecting global differential privacy, we merge the elimination frame-
work (Maron and Moore, 1997; Evendar et al., 2006; Kaufmann and Kalyanakrishnan, 2013)
and the perturbed distribution we used in DP-FTPL-New, and design an algorithm GDP-
Elim-New to protect (¢, d)-global differential privacy. We show that the regret upper bound

of our algorithm is O(Zi(AAlgog Ty . AA — Jog (fe: ll))TJ:SETT)) and the extra regret term is also

independent of T when § > 0. On the other hand, we also prove a matching regret lower
bound, i.e., any algorithms that protect (e, d)-global differential privacy must suffer from

regret of at least Q(% log %

(e.g., when Apax/Amnin is bounded).

). This indicates that our regret lower bound is tight

2. Related Work

Thompson Sampling (TS) is first proposed by Thompson (1933). It follows the Bayesian
framework and fits the analysis in the Bayesian setting (i.e., the parameters of the game
follow a known prior distribution) naturally, and people propose its sub-linear regret upper
bound under the Bayesian setting as O(v/NT logT) (Russo and Van Roy, 2014). However,
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the analysis for using TS in the frequentist setting (i.e., the parameters of the game are fixed
but unknown) is much more different. Agrawal and Goyal (2012) obtain the first sub-linear
regret upper bound as O(N2logT). After that, Agrawal and Goyal (2013) and Kaufmann
et al. (2012) obtain an O(N logT') regret upper bound, which is asymptotically optimal.
Follow the Perturbed Leader (FTPL) framework (Kim and Tewari, 2019) is a generation
of Thompson Sampling policy. In each time slot, it draws random parameter samples from
a series of perturbed distributions (which depend on the history information), and then
chooses the arm with largest random parameter sample. The main difference from TS is
that in FTPL the perturbed distributions are not updated by the Bayes’ rule. Instead,
FTPL chooses those perturbed distributions properly to fit the analysis in the frequentist
setting, leading to a sub-linear regret upper bound. For example, Kim and Tewari (2019)
show that using a uniform perturbed distribution (i.e., a uniform distribution between lower
confidence bound and upper confidence bound) also leads to O (N log T') regret upper bound.
Mishra and Thakurta (2015) present a first attempt on the MAB problem with differ-
ential privacy. The authors derive a formal definition for the differential privacy in MAB
algorithms, and propose a UCB-based algorithm to guarantee both (e, 0)-differential pri-

vacy and sub-linear regret upper bound of O(%) Similarly, Tossou and Dimitrakakis
(2016) also provide UCB-based algorithms, such as DP-UCB and DP-UCB- BOUND, to
guarantee (e, 0)-differential privacy. All these algorithms incur an extra regret of at least
O(M), which is worse than the O(%) extra regret term in our DP-FTPL-
New policy. The DP-UCB-INT algorithm (Tossou and Dimitrakakis, 2016) achieves a T-
independent additive term in its regret upper bound. However, its extra regret term is
larger than ours when ¢ is smaller than d, and it behaves much worse than our algorithms
in experiments (see details in Section 8). Tossou and Dimitrakakis (2018) consider using a
TS policy (with Gaussian prior) to protect (e, d)-differential privacy with 6 > 0, but their
algorithm only works when 6 = 7%, and has a much larger extra regret term than ours.
Recently, Shariff and Sheffet (2018) show that the regret lower bound for the case § = 0 is
Q(ZZ(% +121)). Based on their results, Sajed and Sheffet (2019) then design an optimal
learning policy DP-SE for the case 6 = 0. Compared to the elimination-based algorithm
DP-SE, our FTPL-based algorithm has a better behaviour in experiments (see details in
Section 8), since the constant factor in the regret upper bounds of FTPL-based algorithms
is usually smaller than the elimination-based algorithms.

Debabrota et al. (2019) first propose the definition of (e, §)-global differential privacy,
and prove problem-independent regret lower bound for the case that § = 0 in both the
Bayesian setting and the non-Bayesian setting. Following their works, Azize and Basu
(2022) design AdaP-UCB and AdaP-KLUCB that protects (e, 0)-global differential privacy,
and gives their corresponding problem-dependent regret upper bounds. Besides, they also
propose problem-dependent and problem-independent regret lower bounds for the algo-
rithms that protect (e, 0)-global differential privacy, and the regret lower bounds and regret
upper bounds match with each other (in order). Compared to these results, our regret
upper/lower bounds work in not only the case that § = 0, but also the case that § > 0, i.e.,
our analysis and algorithms are more general.

Chen et al. (2020), Zheng et al. (2020) and Gajane et al. (2018) go one step further
and consider to protect local differential privacy (Duchi et al., 2014) in MAB problems. To
guarantee local differential privacy, the learning policy needs to encrypt each user’s data
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before collection, so that the attacker cannot deduce other users’ data anyway. Therefore, a
natural solution is to add noise on all the observations, which leads to an O(Xi‘f;) regret
upper bound. Ren et al. (2020) show that this is indeed optimal, i.e., any algorithm that
protects local differential privacy suffers from at least Q(]X rln(?fg;) regret. Except for regret
minimization problems, the local differential privacy is also considered in other kinds of

online learning models, e.g., the pure exploration problems (Féraud et al., 2019).

3. Model Setting

In this section, we present the basic setup of multi-armed bandits, as well as two definitions
of differential privacy in multi-armed bandits, which are widely adopted in existing litera-
ture (Mishra and Thakurta, 2015; Tossou and Dimitrakakis, 2016; Sajed and Sheffet, 2019;
Debabrota et al., 2019; Azize and Basu, 2022). These two differential privacy definitions
can be applied in many real-world scenarios to protect users’ privacy, such as search engines
and advertising websites.

3.1 Multi-armed Bandit Problems

A multi-armed bandit instance is a tuple {4, D, T}, where A = {1,2,---, N} is the set
of arms, D = {Dy,---,Dy} are the corresponding distributions of the arms, and T is
the number of time steps. At each time step ¢, the player can choose an arm i(t) € A
to pull, and then observe a reward z(t), which is drawn independently from D;g, i.e.,
x(t) = zi4)(t) ~ Dj).- As assumed in many prior works (Mishra and Thakurta, 2015;
Tossou and Dimitrakakis, 2016; Sajed and Sheffet, 2019), in this paper, we assume that
D;’s are supported on [0,1]. Let p; = E,p,[z] be the expected reward of distribution D;,
and assume that 1 > pg > -+ > pn. Then we denote A; £ p1 — p1i, Apmin = min;>o A;.
Also let Fy—1 = {(i(7),z(7))}'Z} be the history of the game, then the player chooses the
next arm i(t) ~ m(F¢—1), where m(F;—1) denotes the probability distribution of the chosen
arm by policy 7 given history F;_;. We use “regret” to evaluate the player’s behaviour,
which is defined as:

T
Reg(T) &£ Ty —E [Z ,ui(t)] :
t=1

The goal of the player is to design learning policies with as small regret as possible.

In this paper, we mainly consider the case that the distributions D;’s are all Bernoulli.
If some of them are not, we can use the trick stated in the work of Agrawal and Goyal
(2013), i.e., for any reward z;(t) € [0, 1], we draw a random observation y;(¢) independently
from a Bernoulli distribution with parameter z;(t) and then use y;(t) as the observation in
the algorithms. It is easy to check that y;(t)’s are independent Bernoulli random variables
with mean ;.

3.2 Differential Privacy in Multi-armed Bandits

In a multi-armed bandit instance, the definition of differential privacy is given as follows
(Mishra and Thakurta, 2015):
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Definition 1 For learning policy 7, it guarantees (e, §)-differential privacy if for any t > 1,
1<7<t 2'(r) €[0,1] and A" C A, we have that

Pri(t) € A'|Fi_1] < e Prli(t) € A'|F/_1] + 6, (1)

where F{_, denotes the history of the game if we substitute one pair of arm-observation

(i(r), =(7)) by (i(7),2'(T)).

Eq. (2) shows that when we arbitrarily change an observation z(7) on arm i to be a/(7),
the probability distribution of the chosen arm i(¢) for any ¢t > 7 does not vary much. This
means that an attacker cannot deduce other users’ private information by collecting the
data of single arm selections. Therefore, it can be applied in search engines or advertising
websites to protect privacy (Mishra and Thakurta, 2015; Tossou and Dimitrakakis, 2016).

3.3 Global Differential Privacy in Multi-armed Bandits

For any bandit algorithm 7, any action vector @ € AT and reward vector r € [0,1]7, we
define 7(alr) as

a|r H PI' —at|(a1,r1),--- ,((Itfl,rtfl)].
at~7r

That is, w(a|r) is the probability of 7 pulling arms according to a, given the fact that its
received observation vector is r.

Then we state our definition of (e, d)-global differential privacy. To make it clear, we
first define a data-revision rule as follows:

Definition 2 A data-revision rule R on time horizon T is a set of TN conditional prob-
abilities p[X(1|a) (and pX(0|a)) for allt € [T] and a € A. When considering a revision of
data vector r = [r1,--- ,rp] corresponds to action vector a = lay,--- ,ar], for any step t,
we draw a random variable z; ~ pza(-]at), and only revise the data of vy when z; = 1.

Definition 3 ((¢,d)-global differential privacy) For learning policy 7, it guarantees (¢, d)-
global differential privacy if for any bandit instance I, any time horizon T > 1, any action
vector set S C AT and any data-revision rule R such that for all a € S

Z PF(”%) <1
te(T]

e., the expected number of revisions is less than 1, then

> ) Pi(rla)n(alr) < e > Pi(rla)r(alr & R) + 6, (2)

acsS 7 acS 7

where r @R represents the new vector by applying data-revision rule R on v, and Pr(r|a) is
the probability of getting random reward vector r under bandit instance 1 and action vector
a.
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Compared to the definition of (e, 0)-global differential privacy (Debabrota et al., 2019),
i.e., for any T > 1, action vector @ and adjacent reward vectors r, 7' € [0,1]7, we have that
m(a|r) < e‘n(alr’), we can see that there are three differences between these two definitions,
and here we will explain them in detail.

The first difference is that instead of considering adjacent reward vectors r,r’, we in-
troduce the definition of the data-revision rule, and consider such rules with an expected
number of revisions at most 1. If we just let the data-revision rule R be: for some fixed
t <T, pF(1la;) = 1 for all a; € A. Then it is the same as the definition of adjacent reward
vectors, and protects the privacy of the user comes in time step ¢t. Except for this user-level
privacy, our definition of the data-revision rule can also support action-level privacy. For
example, if only the data of pulling some arm ¢ is private (or more sensitive), then for a
user who joins this system several times, as long as he/she chooses to pull this arm i for at
most one time, his/her private information is also protected (by setting only p*(1]i) = 1
for this arm ¢ and the steps ¢ that he/she joins the system).

The second difference is that instead of any single action vector a, we are considering
any action vector set S C AT In fact, only if § = 0, i.e., the same as the work of Debabrota
et al. (2019), considering single action vector a is the same as considering action vector set
S C AT. When § > 0, our definition of considering action vector set S C AT aligns with
the classical differential privacy definition.

The third difference is that Pr(r|a) is involved in our definition. However, we want to
emphasize that this is reasonable. Note that in bandit problems, not only the action vector
a depends on the reward vector r, but the reward vector r also depends on the action vector
a (as a comparison, in classical definition of differential privacy in data sets, the data set is
fixed, and the outcome depends on the data set). Hence, if we observe some reward vector
r, the posterior distribution of observing action vector a is not proportional to m(a|r), but
proportional to Pr(r|a)w(a|r). This implies that the classical way to define (¢, d)-global
differential privacy should be

Z Pr(r|a)m(alr) <

aES aES

(rla)m(alr ® R) + 4,

where p(r) = >, car Pr(r|a)n(a|r) is the probability of observing reward vector r. How-
ever, the influence of the ﬁ factor on the above equation makes designing such algo-
rithms much more complicated, e.g., the additive term between .o Pr(r|a)r(alr) and
Y acs Pr(rla)m(alr © R) should be upper bounded by p(r)d, which could be really small
when p(r) is small. Because of this, in this paper, we relax it a little bit, and consider the
expectation gap (takes expectation over r) rather than the gap for any fixed r. This leads

to our definition, i.e.,

Zr:p('r)-< > Pi(r|a)r ayr><zp ( ZPI rla)T a|r@R)+5>,

aGS aES

which is the same as Eq. (2). The meaning of taking expectation in this equation is that if all
the other rewards are drawn according to a fixed bandit instance, then the attacker cannot
deduce other users’ private information by collecting the data of arm selection vectors.
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4. Regret Lower Bound

Now we present our theoretical results in this paper, and we start with a regret lower
bound for bandit algorithms that guarantee (e, 0)-global differential privacy in this section
(as stated in Theorem 4). This lower bound can be used as an evaluation criteria for the
regret upper bounds in this paper.

Theorem 4 For any bandit algorithm that guarantees (e, d)-global differential privacy, and
achieves no more than coT® regret on any bandit instance for some constant cg > 0, < 1,
then for any T satisfies that

3. (ef—=1)Tr= 55T

T> 21
8 "40co(ef — 1) + poT1—

€
there exists a two-arm bandit instance such that its regret is lower bounded by

(€ — )T 4 56T«
Reg(T) > —1 . 3
e9(T) 2 15. 108 "o ree — 1) 3 5oTT= 3)

Proof Let’s consider the following two problem instances:

e In Instance 1 (1), there are 2 arms, where the first arm returns Bernoulli reward with

mean %, and the second arm returns Bernoulli reward with mean % —A.

e In Instance 2 (I3), there are 2 arms, where the first arm returns Bernoulli reward with
mean %, and the second arm returns Bernoulli reward with mean % + A.

We will use Pri[-], Pra[-] and E[-], E2]-] to denote the probability measures and expec-
tation under Instance 1 and Instance 2, respectively. Let Regi(T'), Reg2(T) denote the
expected regret under Instance 1 and Instance 2, i.e., Regi(T) = AE;[No(T)], Reg2(T) =
AE3[N1(T)], where N1(T'), No(T) are the number of times we pull arm 1 and arm 2.

We want to prove that any algorithm that guarantees (e, d)-global differential privacy,
and achieves no more than coT regret on Instance I (i.e., Rega(T) = AE2[N1(T)] < ¢oT),
will suffer regret of at least 1 NoA in Instance Iy (i.e., Regi(T) = AE[No(T)] > 1NoA),
where € -« l1-a

1 log (ef—1)T >+ 55T7 . ()
ep(A) 5cy(e€ — 1) + 50Tt

Here p(A) = i—AA, and ¢, = %, the detailed definition of them will be explained after a
2

No £

few lines.

We will prove this by contradiction.

Firstly, assume that algorithm = suffers regret at most iNoA in Instance I, i.e.,
AR [No(T)] < ENoA, or Eq[No(T)] < EN,.

We use Prylrla] & [[L, Prylz(t) = rli(t) = ag (for ¢ = 1,2), then we know that
Pr,[r|a]m(a|r) is the probability of observing action sequence a and reward sequence r
when we run policy 7 on Instance I, (for ¢ =1,2).

Therefore, under the assumption that 7 suffers regret at most %NOA on Instance I;, by
Markov’s inequality, we must have that

Ei[No(T)] ANy 1
N Ny, 4

PI'l[NQ(T) > No] <
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This implies that

PN < NoJ= 3 3 Prifrlaln(alr) > 1 -+ = Z (5)

a:Nz(a)<Ny T 4

where Ny(a) represents the number of 2s in arm vector a.
Similarly, under the assumption that 7 suffers regret at most ¢oT'® on Instance I, by
Markov’s inequality, we also have that

Eo [Ny (T)] coT®
Pry[N1(T) > T — No] < (2T _lNO) < (T_ONO)A.
This implies that
Pry[Ni(T) > T — No] = Pry[No(T) < NoJ = Y > _Pryfr|alr(alr) < T C_Oi;;m-

a:Na (a)SNO r

(ef—1)T1—>455T1—
40cq(e€—1)+56TT—

3 C—NT' 46T "> T 2A 2
that No = 5 log (Zoco()e€—1)+56T1—a < 5 (recall that p(A) = A and ¢y = =2). Therefore

Note that we assume T > glog then if we choose A = i, we know

YD Pryrlaln(alr) < T (6)

a:Na (a)§N0 T

Now let’s consider a data-revision rule R, given by for all ¢, pj*(1|a; = 2) = p(A) and
pF(1la; = 1) = 0. And when we do revision, we just change 7; to 0 (i.e., if r; is 1, we change
it to 0; and if 7, is already 0, then we do nothing).

Then, it is easy to check that the rule R changes a reward vector that is drawn from
Instance 1 to a reward vector that is drawn from Instance 2 (recall that p(A) = ﬁr—AA).
Therefore, we can rewrite Eq. (5) as ’

Z ZPrg[r!a]w(a!r@R) >

a:No (G)SN() T

: (7)

B~ w
| —

Then, since 7 can protect (e,0)-global differential privacy, it has the guarantee that
for any S C AT, Y o>, Pro(rla)m(alr) < e cs >, Pra(rla)w(alr @ R) + 4, if in
expectation, data revision rule R changes at most 1 reward in r under all a € S.

Note that for all @ such that Na(a) < Ny, the expected number of changes on the reward
vector T is Nop(A). Hence, by geometric progression analysis, we have that

> D Pryrlaln(alr & R)
a:Ng(a)SNO r

1 )
e —1 e —1°

< ecNop(A) Z Pra[r|a]r(alr) +
a:Na(a)<Ny
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Along with Eq. (7), we have

e Nop(A) Z ZPrQ [r|a]7(alr) + 0 7> % + %7
a:Ng(a)<N0 T - e~

which is the same as

eeng(A)éLl_i_eeNop(A) S Y Pufrlaln(alr) 1, 9 . ®
e - a,:Ng(a)<N0 T B

(66—1)T1 45671

5 (et —T)T5071T—a » W€ also have that

By Eq. (6), and the fact that Ny = ( ) log *%

eeNop(meLl +eNor®) 5™ N pryfr|aln(alr)
e - a:Na(a)<Ng T

eeNop(A) ~ (i : + eeNop(A) Cé)Tafl

_ eNon(a) <51 N cha—1>

(&

_ (=17 4 50T ) Lot
et —1 0

IN

5cp(e€ — 1) + 50T ~«
1 )

5 e —1

This contradicts with Eq. (8).

Therefore, the assumption cannot be true, i.e., algorithm 7 must suffer regret at least
%NOA in Instance I.

Note that

1 A (€ — )T~ 4 56T~

1 4ep(D) % 5cl(ec — 1) + poT1@
A o (€ — )T + 55T~
T 428 B T5d (e — 1) + hoT1—o

SHA (&€= 1T 4 50T
= Og
8e 5cp(e€ — 1) + 50T —«
1 (€ — )T 4 56T«

> .
= 16¢ % Bcj(ef — 1) + 5671

By choosing A = , we know that ¢, = 8co, and this proves the regret lower bound
stated in Theorem 4 (1 e., Eq. (3)). [ |

Remark 5 For large enough T, if § = 0, then this regret lower bound becomes

1, (ef—1)T' >+ 56T« 1. (ef=1)T+6T
Q=1 = Q log—2 2
< & J0co (e — 1) e 8T (ef—1)

10
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(1 (ef— DT +0T
- Q<61°g (66—1)+5T>'

If 6 # 0, then this regret lower bound becomes
1. (ef—1)T' >4 56T« 1, (ef=1)T+T
Q-1 = Q|-log—————
(e ©8 BOT L@ °8 5T

@ <11 & (?;E_—li)T:é(;T) '

(ef—1)T+4T
e TeT )

Therefore, we can also write this regret lower bound as Q(% log

Remark 6 We only consider the two-arm case in Theorem 4. In fact, it is easy to use the
same analysis to show that when there are N arms, the regret lower bound is

N (¢ — 1T +4T
Q<elog (ee—l)+5T>'

Compared with Theorem 4, the analysis for the regret lower bound of algorithms that
protect (e, ¢)-differential privacy can be much more difficult. The reason is that the influence
of changing one observation in algorithms that protect (e,d)-differential privacy is much
larger than changing one observation in those who protect (e, d)-global differential privacy.
As a simple example, assume that the observation in time step ¢ is changed. For algorithms
that protect (e, d)-differential privacy, we know that the distribution of the pulled arm in
time step t 4+ 1 will not change too much (by Definition 1). As for time step ¢ + 2, we only
know that if the pulled arm in time step t 4+ 1 is not changed, then the distribution of the
pulled arm in time step ¢ + 2 will not change too much. However, if the pulled arm in
time step t + 1 is changed (which appears with small but non-zero probability), then the
distribution of the pulled arm in time step ¢ + 2 can change more. In fact, this kind of
double influence on the trajectory of pulling arms makes the analysis for the lower bound
much more complex. As a comparison, for algorithms that protect (e, §)-global differential
privacy, when the observation in time step t is changed, we can directly bound its influence
on the whole trajectory of pulling arms by Definition 3. Because of this, we only give the
regret lower bound for algorithms that protect (e, §)-global differential privacy in this paper,
and leave the regret lower bound for algorithms that protect (e, d)-differential privacy as an
open problem.

Remark 7 Due to the fact that global differential privacy is stronger than differential pri-
vacy, the lower bound of the global differential privacy case (i.e., Q(g log %)) s an
upper bound for the lower bound of the differential privacy case.

5. Sufficient Conditions for Algorithms that Guarantee Differential
Privacy or Global Differential Privacy

After the lower bound analysis, we begin to design algorithms that can guarantee differential
privacy or global differential privacy. In this section, we first state two sufficient conditions
for those algorithms, one for the differential privacy guarantee and one for the global differ-
ential privacy guarantee. With these conditions, we can adapt the existing learning policies

11
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(such that these conditions hold) to protect differential privacy or global differential privacy
in bandit problems.

5.1 Differential Privacy Case

From Definition 1, we can obtain a sufficient condition for MAB algorithms that follow a
specific framework to guarantee (e, 0)-differential privacy.

Lemma 8 For any MAB algorithm that satisfies: i) it draws random sample 0;(t) from a
continuous probability distribution for each arm i and then pull the arm i(t) = argmax; 6;(t),
i1) the distribution of 0;(t) remains the same under the same history of arm i. It guarantees
(e,0)-differential privacy if we have that:

1—F(x)

e F'(x) + 4,

<
< (1= F(x) +4,

where F(z) and F'(z) are the cumulative distribution functions (CDFs) of random variable
0;(t) with the original history Fy—1 and the modified history F{_, (as stated in Definition
1), respectively.

Proof Let’s consider the probability distribution of i(¢) when one observation x(7) changes
to be 2/(7). To simplify the notations, we denote ¢ = i(7) in this proof.

Note that when we change the observed reward z(7) to be 2/(7), the sample distributions
of all the other arms j # i at the beginning of time step ¢ remain the same. Thus. it is
sufficient to prove that for any fixed sample values 6_;(t) = {0;(t) : j # i} and any set
A" C A, we have that Prg,)pli(t) € A'|0_i(t)] < e Prg,~pr[i(t) € A'|0_;(t)] + 0, where
D and D’ denote the probability distributions for 6;(¢), given the 7-th observation to be
x(7) and 2'(7), respectively. If this holds, then we know that for any A’ C A,

gi(f;i ity € AT = e%) Pr[H,i(t)]ei(giD[i(t) € A10_i(t)]
< Y Pro_(t)] <e€ ei(gle[i(t) e A16_;(1)] +5>

0_;(t)

- ¥ <Pr[0_i(t)]650 Pr [z’(t)eA’|0_7;(t)]> +6

i(?) HO~D

0_
= e Pr [i(t)e A1+

9;(t)~D"

For fixed 6_;(t), denote fynax,—i(t) = max;-; 0;(t). Then there are only two possible
events on the chosen arm i(t) when 6_;(t) is fixed, i.e., either 6;(t) > Omax,—i(t) and we
choose i(t) =i or 0;(t) < Omax,—i(t) and we choose i(t) = argmax;_, 0;(t). For fixed sample
values 0_;(t), Omax,—i(t) is also a fixed value. Therefore it is sufficient to prove that for any
fixed value z, we have Pry,;).p[0i(t) < z] < e Prypypr [0i(t) < x] + ¢ (for the case that
argmax;; 0;(t) € A" but i ¢ A’) and Pry,,)op[0i(t) > 2] < e Propyp[0i(t) > 2] +6
(for the case that i € A’ but argmax;,; 0;(t) ¢ A’), which means that we only need
F(z) < eF'(z) + 6 and 1 — F(z) < e(1 — F'(x)) + 0 to make sure that the algorithm

12
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guarantees (e, d)-differential privacy. [ |

In our proposed policies, 6;(t) is drawn independently from the corresponding perturbed
distribution (which is always a continuous probability distribution) of arm i. Therefore,
Lemma 8 can be used as a sufficient condition of differential privacy guarantee, i.e., if the
perturbed distribution in our framework satisfies the inequalities in Lemma 8, then the
algorithm must guarantee (e, d)-differential privacy.

5.2 Global Differential Privacy Case

To protect global differential privacy, we want the influence of every observation to be
limited, i.e., instead of using the observation in time step ¢ to compute all the empirical
means after ¢ (as the algorithm framework in Lemma 8), we choose to use the observation
to compute an empirical mean for only one time. Motivated by this idea, we are going to
apply the elimination framework, and obtain a sufficient condition for MAB algorithms that
follow this specific framework to guarantee (¢, d)-global differential privacy from Definition
3.

Lemma 9 For any MAB algorithm that satisfies: i) it divides the learning procedure into
several phases, and in each phase, it pulls each arm for N (k) times; ii) at the end of each
phase k, it draws random sample 0;(k) for all the arms from a continuous distribution, and
turn to exploitation if there exists some arm i such that 6;(k) > max;.; 0;(k) + A(k) for
some constant A(k) (i.e., after this phase, we choose arm i forever); and iii) the distribution
of 0;(k) remains the same under the same history of arm i in phase k. It guarantees (e, d)-
global differential privacy if for any —oo < x <y < +o00, we have that:

Fy) - Fl) < () - F)+ o
L= F)+F@) < e (1 P+ F@)+ 2.

where F(x) and F'(x) are the CDFs of random wvariable 0;(k) with two adjunct reward
vectors of arm i in phase k, respectively.

Instead of eliminating the arms that are sub-optimal with high probability after each
phase (like normal elimination-based algorithms), here we choose to eliminate all the sub-
optimal arms together after one phase. The reason is that under this kind of elimination
rule, if some step ¢ is not an exploitation step, then the pulled arm at this step is fixed.
This makes sure that the effect of any data-revision rule R on any non-exploitation step
t is the same (regardless of the action vector a), which plays a very important role in the
following proof.

Proof Let’s consider an arbitrary set of feasible action vectors S, and it is easy to see that
for any element in S, we can use a phase-arm pair (k,7) to represent it, i.e., it turns to
exploitation after phase k, and the chosen arm becomes arm i.

Let kpax be the maximum k in those (k,4) pairs in S. Then, for a data-revision rule R,
we know that: i) those t after phase kmax with p[¥(1|a;) > 0 does not change the probability
Y acs 2or Pr(r|a)m(alr) at all. Hence we do not need to consider the case that we allocate
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data-revision on those time steps; and ii) since in Definition 3, it is required that for all
a €S, > em pF(1]a;) < 1, and the pulled arm on any non-exploitation step ¢ is the same,
we must have that the budget of data-revision in the first kyax phases is at most 1, otherwise
for those a that starts to exploit after phase kn.x, the expected number of data-revision is
higher than 1.

Under the above two conditions, it suffices to show that when the data-revision rule R is
to change the reward in only one step in the first knax phases, > g >, Pr(r|a)m(alr) <
Y yes Xy Pr(rla)(alr @ R) + 6.

Now let (here we write Pr(r) instead of Pr(r|a) since there is only one feasible a in
phase k, if we do not start to exploit after phase & — 1 under this kind of algorithms)

Qhjin = Z Pr(7) Pr[Start exploiting ¢ after phase k, (k,7) is in S|r]
,,.e{071}N<N(k)
Qkcont = Z Pr(7r) Pr[Do not start exploiting after phase k|r]

re{0,1}V-N(k)
Then it is easy to check that
k—1
Z Z PI(T‘O’>7T(O”T) = Z dk,in H q¢,cont
acesS r k /=1

Now consider our data-revision rule R is to change a reward in phase k*. In this case,
we can rewrite the above equation as

Z Z Pr (r|a)7r(a|r) = Qk* inPk* in T Qk* ,contPk* cont + Pk* others>

acs r
with
k*—1
Pk*in = H qe,cont
(=1
DPk* cont = Z qk,in H qe¢,cont

k>k* L<k0F£k*

k—1
DPk* others = Z qk,in H q¢,cont -
k<k* /=1

It is also easy to check that pg« in, Pk+ conts Pk* others are in [0,1].
On the other hand, after applying the data-revision rule R, we have another

Qo im, = Z Pr(r) Pr[Start exploiting ¢ after phase k*, (k*,4) is in S|r & R]
re{0,1}V-N(k*)
G cont = Z Pr(r) Pr[Do not start exploiting after phase k*|r & R|

re{0,1}N-N (k")

for this phase k*.
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In this case,

Z Z Pr(rla)r(alr & R) = q;c*,inpk:*,in + q;c*,contpk*,cont + Pi+ others,
acS T
Let the arm with the changed reward be arm ¢. Then if we consider all the possible
0;(k*)’s, there are three cases:

o If §;(k*) is higher than max;; 6;(k*) + A, we start exploitation after phase k*, and
the chosen arm is i;

o If 0;(k*) is lower than max;; 0;(k*) + A, but higher than max;; 0;(k*) — A, then we
do not start exploitation after phase k*;

o If 0;(k*) is lower than max;; §;(k*) — A, then either we start exploitation after phase
k*, and the chosen arm is argmax;; 6;(k*), or we do not start exploitation after
phase k¥, depending on the other {0;(k*)},.i’s.

Similar to the proof of Lemma 8, it is easy to show that after if 6;(k) satisfies the
constraint in Lemma 9, we must have that gg« cont < eﬁqg*vcmt + g and qp in < efqic*’m + %.
For example, if we start exploitation after phase £* when 6;(k*) is lower than max;; 0;(k*)—
A, and both (k*,7) and (k*,arg max;; 6;(k*)) are in S, then letting & = max;; ;(k*) —
A(k) and y = max;; 0;(k*) + A(k), we can get qi= in < €°Gpe 5, + % by

L= F(y) + Fla) < (L~ F(o) + F/(2) + 3

’ 5
and we can get Qk* cont < eeqkz*,cont +3 by

F(y) ~ F(2) < e(F(y) ~ F'(x)) + 5.

As for the other cases, the analysis is almost the same.
Hence, we must have that

Z Z PI(T|G)7T(G'|T) = Qk*,inPk*,in T Qk* contDk* cont T Pk* others
acs r

IN

e€_! 5 ) €/ (5
€ Qg in + 5 Pk*,in + | € di* cont + 5 Pk* cont T Pk* others

/ /
< 66q1g*77;npk*,in + 6Eqk*,contpk*,cont + eepk*,others +0

e Z Z Pi(r|la)r(alr ®R) + 6

acS r

This means this kind of algorithms can protect (e, d)-global differential privacy. [ |

Similar to the differential privacy case, Lemma 9 can also be used as a sufficient condition
of global differential privacy guarantee in an elimination framework. Specifically, in each
phase k, we pull all the arms for a fixed number of time steps, and then draw random
sample 0;(k) independently from the corresponding perturbed distribution (which is always
a continuous probability distribution) of arm .
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Algorithm 1 DP-FTPL-Gauss
1: Input: ¢4, for each arm i, set N; =0, R; = 0.
2: fori=1,2,--- ,N do
3. while N; < N}, 2 min{ﬁ7 élOg(ﬁ» do

while true do
For each arm i, draw sample 6;(t) independently from Gaussian perturbed distribution
N %)

10:  Choose arm i(t) = argmax; 0;(t), and observe reward () = ;) (t) € {0, 1}.

11: Ri(t) — Ri(t) + x4 (1), Ni(t) — Ni(t) + 1.

12: end while

4: Pull arm i(t) = ¢ and observe reward z(t) = z;(t) € {0, 1}.
5: Ri<—Ri+£L'i(t), N; « N; + 1.

6: end while

7: end for

8:

9:

Remark 10 Note that the condition on CDF in Lemma § is a special case of Lemma 9,
i.e., either x = —oo or y = oo in Lemma 9. This is because that when the other random
variables 0_;(t) (or 0_;(k)) are fized, the feasible region of 0;(t) to pull any specific arm
set (in Lemma 8) is either (—oo,y) or (x,400), while the feasible region of 0;(k) to exploit
on any specific arm set or continue to do explorations (in Lemma 9) could be (z,y) or
(—00,z) U (y,00) for some —oo <z <y < 400.

6. Algorithms that Protect Differential Privacy in Multi-armed Bandits

We now introduce our learning algorithms to protect differential privacy in MAB problems,
following the idea of Lemma 8. Inspired by TS policy (Thompson, 1933; Agrawal and Goyal,
2013), we first consider to use the common Gaussian distribution and Beta distribution as
the perturbed distribution in Section 6.1 and Section 6.2. Then we design perturbations
that fit the differential privacy setting better in Section 6.3.

6.1 DP-FTPL-Gauss

The DP-FTPL-Gauss algorithm is described in Algorithm 1. In the start phase (lines
2-7), the algorithm chooses each arm for N¢, £ min{ L, 4 log(55z)} times. After that,
the algorithm starts to follow the standard TS (or FTPL) procedure, i.e., at each time step
t, the algorithm first uses the perturbed distribution N ( 1}\%83’ %(t)) to draw random sample
0;(t) for arm 4, and then chooses the arm with the largest 6;(t) to pull. Here N;(t) denotes
the number of pulls on arm ¢ until time ¢, and R;(¢) denotes the cumulative reward on arm
i until time ¢ (in our setting, it equals to the number of times that we observe reward “1”).

Compared with the classic TS (or FTPL) policy (Agrawal and Goyal, 2013; Kim and
Tewari, 2019), here we add a start phase at the beginning of the game. Note that the
differential privacy is naturally guaranteed in this start phase, since in this phase the next
chosen arm is the same for any history F;—;. The start phase makes sure that each arm
is pulled for a sufficient number of times. Then in the rest of the game, the perturbed
distributions of all the arms cannot change too much if only one observation is modified,
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which means that Lemma 8 holds (with appropriate start phase size N{,). Therefore, our
algorithm can guarantee differential privacy.

Theorem 11 DP-FTPL-Gauss guarantees (€, 0)-differential privacy, and its cumulative re-

gret satisfies
2A;logT N
Reg(T) < E max{ — 2)\)Q,NGAz} + 0 (/\4>
1
for any A < 5Amin-

Compared with the classic TS policy with Gaussian prior (Agrawal and Goyal, 2013;
Kim and Tewari, 2019), the major difference of DP-FTPL-Gauss is a start phase with size
N - N¢{,. Therefore, it is not surprising that there is an extra regret term of N - N7. Because
of this, here we only provide the proof of the privacy part in Theorem 11, and defer the
proof of the regret part to Appendix A.

Proof (privacy part) Here we only prove the first inequality in Lemma 8, the second one
could be proved by symmetry.

Denote i the arm with one observation changed, N;(t), R;(t) the value of N;, R; at the
beginning of time step ¢, and R}(t) the total cumulative reward of arm ¢ after we change

one observation. Also let fi;(t) = ]I\%,'Eg,ﬂ;(t) = f}ggt; and A = [ii(t) — f;(t) = JC;(T]\),%(ZC;(T),
then it is easy to check that Pr[6;(¢t) < z] < Pr[f/(t) < z] when A < 0. Therefore we will
then focus on the case that A > 0. Let f(x), f'(z) denote the probability density functions
of 0;(t),0%(t), respectively.

Then we have that

Pr(6i(t) < ] - Prlol(t) <a] = / () — f'(y))dy

< A

Since x; (1) —a}(T ) < 1, we must have that A < #(t) and therefore A/ AZL(:) <. /47r1\1f2-(t)‘

Thus, for N;(t) > we must have that

462)

Pr[0;(t) < x] < Pr[0i(t) < z] + 6 < e Pr[0i(t) < z] + 6.

For N;(t) <
that

P 52’ let’s consider the value x* = fi;(¢ \/ N log e 62 N and we have

856 = e (MO Mt))?)
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- 47r1$i<t>e"p< 3108 61N<>)
= 0.

For any = > x*, we also have that

flz) Ni(t) (@ — i(t)® | Ni(t)(z — (1))
= exp <— 1 + 1 )

f!()
2N; (1) (1 (t) — o)A + N;(t)A?
- oo 4 )

< ex 1 lo 1 + 1
= PN @) % N () ANt )

Thus, if N;(t) > }2 log(45z), then we have that:

1 1 1 1 e 1 e
N T\ 2 8 dreri) S \/ Ni(D) %8 Trarn, ) S \/ Nt 08 gz S €
This implies that for any x < x*, we must have that
Pr(0;(t) < z] < Prlf(t) < x] + 6 < e Pr[b;(t) < z] + 4,
and for any x > x*, we must have that

Pr[g;(t) < ]

Pr[0;(t) < z*] + Pr[z* < 0;(t) < x]
Pr(0;(t) < 2*] + & + e Pr[z* < 6,

e (Pr[0;(t) < 2*] + Prlz* < 6;(t)
e Pr(0;(t) < z] 4,

<
<

i(t) < 2
<z])+9

IN A

i.e., the condition in Lemma 8 holds.
Therefore, for N;(t) > N¢ = min{ 5z, 5 log(3:5z)}, i-e., after the start phase of DP-
FTPL-Gauss, the (e, 0)-differential privacy is always guaranteed. |

Here we also use some figures (i.e., Fig. 1) to explain the correctness of the (e,0d)-
differential privacy guarantee in DP-FTPL-Gauss, as well as the necessity of the start phase.
In Fig. 1, the black line is F'(z), the original CDF of 6;(t), and the blue line is F'(z), the
CDF of 6;(t) after one observation is changed. The red region is the feasible region of F’(x)
under constraints in Lemma 8 with (e,0) = (1,0.01), i.e., if F'(x) lays in this region, then
(1,0.01)-differential privacy is protected. We can see that when N;(t) < Ng (Fig. 1(a)),
F'(z) is out of the feasible region, which means we cannot make sure that it has differential
privacy guarantee. Hence the start phase that skips those small N;(t)’s is necessary to
protect differential privacy. On the other hand, when N;(t) = N, (Fig. 1(b)), F'(x) begins
to lay in the feasible region. When N;(¢) becomes larger (Fig. 1(c)), F'(z) becomes closer
to F(z) and thus it must lay in the feasible region as well. Since after the start phase we
always have N;(t) > N¢, DP-FTPL-Gauss can guarantee differential privacy.
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02 02
— Flx) — Flx) — F(x)
— F(x) 00 — F(x) 00 — F(x)

X X X

(a) Ni(t) < Ng (b) Ni(t) = Ng (c) Ni(t) > Ng

Figure 1: Explanation about how DP-FTPL-Gauss protects (1,0.01)-differential privacy.

Algorithm 2 DP-FTPL-Beta
1: Input: ¢4, for each arm i, set N; =0, R; = 0.
2: fort=1,2,---,N do

3:  while N; < N £ max {min{

40e 8000 log 72:52 1000e do
92> 81e2 ' 9w

while true do
For each arm i, draw sample 6;(¢) independently from Beta perturbed distribution
B(a; + ki, b; + k;), where a; = R; + 1, b; = N; — R; + 1 and k; = | N;/8] + 1.

10:  Choose arm i(t) = argmax; 0;(t), and observe reward () = ;) (t) € {0, 1}.

11: Ri(t) — Ri(t) + Zi) (1), Ni(t) — Ni(t) + 1.

12: end while

4: Pull arm i(t) = ¢ and observe reward z(t) = z;(t) € {0, 1}.
5: Ri<—Ri+1’i(t), N; «+ N; + 1.

6: end while

7: end for

8:

9:

Remark 12 The DP-UCB-INT algorithm (Tossou and Dimitrakakis, 2016) also achieves
a T-independent additive term O(ei2 log %) in its regret upper bound. Howewver, its additive
regret term can be much larger than ours when € is smaller than 6. Besides, DP-UCB-INT
behaves much worse than our algorithms in experiments (see details in Section 8).

6.2 DP-FTPL-Beta

The DP-FTPL-Beta algorithm is described in Algorithm 2. When we use Beta distri-
bution as the perturbed distribution, a change on observations does not only cause a simple
shift on the distribution of ;(t). In fact, it can change the entire shape of the perturbed
distribution. Moreover, when the observations contain a large proportion of Os (or 1s), a
change on the observations can always lead to a large difference between perturbed dis-
tributions. To deal with these challenges, compared with the work of Agrawal and Goyal
(2013), we modify the perturbed distributions in our algorithm, i.e., in DP-FTPL-Beta, we

8000 log —%5
A . 40 752 1000 : :
choose N*(€,6,T) = Nj; = max {mm {%582, S } . }, and the perturbed distri-

bution to be the Beta distribution with parameters (a; + k;, b; + k;), where a; = R; + 1,
bi=N; — R; + 1 and k; = | N;/8] + 1. Compared with the traditional TS policy with the
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perturbed distribution to be the Beta distribution with parameters (a;, b;), here we add k;
0s and k; 1s to the observations on arm i, where k; is approximately linear with the number
of total pulls on arm 4. This ensures that both the number of 0s and the number of 1s are
larger than a constant (e.g., 0.1) proportion of all the observations on arm i, and makes sure
that our algorithm guarantees (e, §)-differential privacy (as stated in the next theorem).

Theorem 13 DP-FTPL-Beta guarantees (e, d)-differential privacy, and its cumulative re-

gret satisfies
N
5A;logT N
Reqg(T) < — 2 NEA; o —
o )‘Z;max{zmi—ww?’ 5 }+ (A)

for any A < %Amin.

Here we also provide the proof of the privacy part, and defer the proof of the regret part
to Appendix B. Note that the proof of the privacy part in Theorem 13 is very different from
that of Theorem 11, since they use totally different perturbed distributions. On the other
hand, our perturbed distribution in DP-FTPL-Beta is also different from that in the work
of Agrawal and Goyal (2013). Thus, the regret analysis also needs to be revised carefully to
fit the new setting, and some of the theoretical results in our analysis can be of independent
interest in other online learning models (please see Appendix B for details).

Proof (privacy part) We will use the following two facts in this proof.

Fact 1 (Stirling’s approximation, Olver et al. (2010))

2mn <ﬁ>n < n! <+V2men <E)n
e

e
Fact 2 (Pinsker’s Inequality, Csiszar and Kérner (2011))

KL(p.q) 2 %(p -q)%.

Let’s consider the distribution of i(¢), when one observation x(7) changes to be 2/(7).
We denote i = i(7), and a;(t), b;(t), ki(t) are the value of a;, b;, k; at the beginning of time
step 1.

Note that the Beta distribution of 6;(¢) (when no observation is changed) is B(a;(t) +
ki(t),b;(t)+k;(t)). To simplify the notations, we let a = a;(t)+k;(t), and b = b;(¢t)+k;(t)—1.

Similar as the proof of Theorem 11, we only need to prove that Pr[f;(t) < z] <
ef Pr(0(t) < x] + 0, where 6;(t) follows probability distribution B(a,b+ 1), and 0.(t) follows
probability distribution B(a + 1, b).

Then we denote f, f’ the probability density functions (PDFs) of Beta distributions with
parameters (a,b+1) and (a+1,b), respectively, and F, F’ are the corresponding cumulative
distribution functions (CDF's).

Existing results (Olver et al., 2010) show that F'(z)—F'(z) = W. By Stirling’s
approximation (Fact 1), we have that

(a+b)z?(1 — x)°
ald!

F(z)—F'(z) =
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2mab ashb
Note that 2%(1—x)® < % (when z = _$7, the equation holds). Thus if egjrzg) <9,
then
Pr(0;(t) < x] < Pr[fi(t) < x| +6 < e Pr[0i(t) < x| + 6.
As for the case that egf;g) > 0, consider the point z* = 45 — a%rb log ;ffj;gg, we
have that
b _\b b
1 0 (o55) " (ats) __a log pns n | b
a+b 7 axr(l—a*)b a+b ¥ a+b T (1—ax%
- KL <a, :c>
a+b
1 a 2
> - ok
- 2 <a+ b v ) (9)
1 e(a+10)

2(a+0) 8 orabs?

where KL(p,q) = plog% + (1 —p)log % denotes the KL divergency, and Eq. (9) comes
from Pinsker’s Inequality (Fact 2).
Therefore,

e(a+b) (a+b) oz (1 — z*)°

F(z*) — F'(z*)

- 2mab aobb
_ [elatb) (a+ b)) ()" (1 — 2%
2mab a®bb (a%b)a(a%b)b
e(a+b) ﬁrb)a(ﬁb)b
= - b 1
9mab eXp( (@4 0) 518 e — oy
e(a+b) 1 e(a+b)
- b 1
omab P < (a+ )2(a +0b) %8 orabs?
= 0.
For any x > z*, we have that
1—x
f@) _ 52 _a(l-a)
f'(x) a 22
When a%rb log gﬁr‘ggg < (a+b)(€gi s fl((z)) < e° holds for any z > z*, which implies

that
Pr[0;(t) <z] = Pr[0;(t) <a*]+ Pr[z* <0;(t) < ]
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(a) Ni(t) < Nz, a;(t) = 1 and (b) N;(t) = Np, a:(t) = 1 and (¢) N;(t) > Nz, ai(t) = 1 and
with extra k;(t) with extra k;(t) with extra k;(t)

00 00 0.0

(d) N;(t) = 10, ai(t) = 1 and (e) N;(¢) = 10*, a;(t) = 1 and (f) N:(t) = 107, a;(t) = 1 and
without extra k;(t) without extra k;(¢) without extra k;(t)

Figure 2: Explanation about how DP-FTPL-Beta protects (1,0.01)-differential privacy and
the necessity of the extra k;(¢) in DP-FTPL-Beta.

Pr([0;(t) < 2*] + & + e Pr[z* < 0;(t) < ]
eS(Pr[0i(t) < z*] + Pr[z* < 0i(t) <z])+ 6
= e Prfi(t) <z]+0.

e
log 2m52 €

Therefore, we need (532)3 > —3 55z to guarantee (¢, §)-differential privacy.
Note that the inequality (a;(t) + k;(t))(b;(t) + k;i(t)) > 0.09(a;(t) + b;(t) + 2k;(t))? always
holds in DP-FTPL-Beta (since we choose k;(t) = LN"S(t)J + 1). Thus when a;(t) 4 b;(t) >

(
8000log —%
min{ 932562 , %} (after the start phase), the (e, d)-differential privacy must be guar-

anteed. m

ab
T v =2

Here we also use some figures to show the correctness of the differential privacy guarantee
of DP-FTPL-Beta, and the necessity of the start phase and the extra k;(t) on parameters
(a;(t),b;(t)) (a;(t),bi(t), ki(t) are the values of a;,b;, k; at the beginning of time step t).
Similar as before, in Fig. 2, the black line is F'(x), the origin CDF of 6;(¢) and the blue line
is F'(x), the CDF of 6;(t) after one observation is changed. The red region is the feasible
region of F’(z) under constraints in Lemma 8 with (e,d) = (1,0.01). In all these figures,
we choose a;(t) = 1.

Fig. 2(a), 2(b) and 2(c) show the correctness of the differential privacy guarantee of
DP-FTPL-Beta, and the necessity of the start phase. We can see that when N;(t) < Nj
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(Fig. 2(a)), F'(x) is out of the feasible region, which means the start phase is also necessary
(similar to DP-FTPL-Gauss). On the other hand, when N;(t) = N} (Fig. 2(b)), F'(z)
begins to lay in the feasible region. When N;(t) becomes larger (Fig. 2(c)), F’'(x) also
becomes closer to F'(z) and thus it must lay in the feasible region as well. Since after the
start phase we must have N;(t) > Ny, DP-FTPL-Beta can guarantee differential privacy.

Fig. 2(d), 2(e) and 2(f) show the necessity of the extra k;(¢) on parameters (a;(t), b;(t)).
We can see that if we do not add extra k;(t) to parameters (a;(t),b;(t)), then no matter
how large N;(t) is (N;(t) = 10 in Fig. 2(d), N;(t) = 10* in Fig. 2(e), and N;(t) = 107 in
Fig. 2(f)), the CDF F’(zx) is always out of the feasible region. This demonstrates that the
usage of k;(t) is necessary.

Remark 14 Our analysis shows that DP-FTPL-Beta achieves a similar behaviour as DP-
FTPL-Gauss, i.e., after the start phase, the dzﬁer@ntwl prwacy is always protected. Simi-
larly, the addztwe term of regret is still O(]rmn{log 1/5), 52 1) However, compared with the
Gaussian case, here the start phase size contains a much larger constant factor. Therefore,
for small value T, DP-FTPL-Beta can behave worse due to the long start phase (see details
in Section 8).

6.3 DP-FTPL-New

Theorems 11 and 13 show that the extra regret of DP-FTPL-Gauss and DP-FTPL-Beta
are both O(min{M, 5%}) They are much larger than the upper bound of the extra
regret lower bound, i.e. Q( log ((eezll)%) (as stated in Remark 7). For example, when

log( 1/5) (ef=1)T+46T logT

d — 0, min{ ,52} becomes infinity, while 1 clog DT = and when € — 0,
(ec~DT+T __ 1

mm{%,(ﬁ} = 5—2, while glogm ~ 5. Therefore, the extra regret of DP-
FTPL-Gauss and DP-FTPL-Beta is much larger than necessary. The reason is that both
the Gaussian perturbed distribution and the Beta perturbed distribution do not suit the
differential privacy setting well. For example, in both Fig 1(b) and Fig 2(b), there is still
a large gap between the CDF F’(x) and the boundary of the feasible region. Hence, if we
want to design algorithms that achieve smaller extra regret, we need to make sure that the
CDF F'(z) is always the same as the boundary of the feasible region. Motivated by this
idea, we design a new perturbed distribution, and design the DP-FTPL-New algorithm.

Similar with DP-FTPL-Gauss, we also let the perturbed distribution be symmetric and
satisfy that a change on observations can only shift the distribution by at most & ( ik Then to
ensure the differential privacy, it is sufficient to make sure that for any —co <z <y < 400
and any z € [—ﬁ(t), #(t)], (F(y) — F(z)) <e(F(y+z2)— F(z+2z2))+0.

Hence, we come up with the following lemma.

Lemma 15 Consider the random distribution with the following CDF:

0, r<zo— Ay
-1 N; —20))—1
o (S57+ )expei_l(t)e(z W A cp <
xXr) = €_1
£ +1) exp(N;(t)e(xo—2x))—1
1_(25 )er’e(e_()(l“o x)) 5, mo<z<zot A,
1, x> w0+ Ag
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where A, = mlog (66231 + 1). This distribution satisfies that for any —oo < x <y <

+o00 and any z € [— Nil(t), Nil(t)],
(F(y) - F(z)) < e(Fly+z)—Flz+2z)+6; (10)
(1-F(y)+F(x)) < e(1—F(y+2)+Flx+2z))+4. (11)
Specifically, when § = 0, then the CDF can take limits for § — 0, i.e.,
Py = { 20PN —a)) <o
1 — 5exp(Ni(t)e(zo — x)), x> x0

On the other hand, if ¢ = 0, then the CDF can take limits for e — 0, i.e.,

0, T <xzo— AL
%—i—Ni(t)é(a:—xo), zo— Az <z < 29
T Ni(t)s(z0 — ), w0 <z <30+ A,
1, x> x0+ Ay

F(z) =

where Ay = Wl(t)a
Proof We only prove Eq. (10) when € # 0 and § # 0. The proofs for Eq. (11), as well as
the case that one of (¢,0) is 0 are almost the same.

Firstly, We divide the interval (z,y) to three parts, i.e., I1 = (x,y) N (—o0,zo — ALl,
I, = (z,y) N (g — Az, x0+ Ay] and I3 = (z,y) N (o + Ay, +00). Then we denote Fy, Fy, F3
(and Ff, Fj, F7) as the probability mass of distribution with CDF F(z) (and F(x + 2)) in
these three intervals, respectively.

For z > 0, it is easy to check that F} < F} < F(xo — A,) =9, and F3 < F. As for the
comparison between Fy and F3, one can use the corresponding PDF of F, i.e.,

0, r <o — Ay
fay = 7T F DN O, g = Ay < < g
T) = :

36(11(6251 + )N (t)eeNie@o=2) gy < <o+ A,

0, T > x0+ Ay

If both f(z) and f(x + z) locates in the second part, then
f(=)

If both f(x) and f(z + z) locates in the third part, then (recall that z < Nil(t))
flz e
f(x<+)z) = exp(N;(t)ez) < e (13)

As for the case that f(z) locates in the second part but f(x + z) locates in the third
part, then (recall that z < % ) and in this case z < )

N
f(x)
flx+2)

=exp(N;(t)e(x —xg —x0 +x + 2)) < €. (14)
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Algorithm 3 DP-FTPL-New
: Input: €0
:fort=1,2,--- ,N do
Pull arm i(t) = t and observe reward z(t) = x(t) € {0,1}.
Rt — I‘t(t), Nt +— 1.
end for
while true do
For each arm i, draw sample 0;(¢) independently from perturbed distribution

D(N;, R;) (whose CDF is given as Lemma 15, and zp = [;(t) + E,-g(g +
1 T(ef—1)42T5
No)e log 2((66—1))+2T5 )-
: Choose arm i(t) = argmax; 0;(t), and observe reward x(t) = x;¢)(t) € {0,1}.
9 Ry < Riy + i) (1), Niry < Ny + 1.
10: end while

NS R W

Eq. (12), (13) and (14) shows that F5 < e“F5. Therefore, we must have that
Fi+ Fy+ F3 <8+ e F} + F} < e“(Ff + Fj + F}) + 3,

which implies that Eq. (10) holds.
Similarly, when z < 0, one can also prove this equation by symmetry. |

Now we introduce our DP-FTPL-New policy (as described in Algorithm 3), which uses

the perturbed distribution in Lemma 15 to protect differential privacy. For an arm i,
we can choose its zp (which is used in the CDF in Lemma 15) to be f;(t) + }35(3) +

1 T(ef—1)+2T4§
N (D¢ 108 =325

In this case, if we change one observation, then fi;(t) can change for

at most ﬁ(t), while the other terms }S,f(tT) + Ni%t)e log gé:::i;j;;g remain the same. This

means that the random distribution can shift for at most %@? and therefore based on

Lemma 15, the algorithm can protect (e, d)-differential privacy.

Note that we do not require a start phase in DP-FTPL-New, since for any N;(t) >
0, the conditions in Lemma 8 holds (which is different with DP-FTPL-Gauss and DP-
FTPL-Beta). However, this does not mean that DP-FTPL-New incurs no extra regrets.
The reason is that in DP-FTPL-New, the confidence radius of the perturbed distribution

( N%t)el gé:::ll))iggg) is not the same as the confidence radius of the expected reward

( loﬁi ). In DP-FTPL-Gauss and DP-FTPL-Beta, we always choose the two confidence
radiuses to have the same order, which means that these algorithms are normal bandit

algorithms if they do not have the start phase (i.e., have regret upper bound O(}_, loAg_T)).

Therefore, after we adding the start phase to guarantee differential privacy, the start phase
size becomes the only extra additional term in their regret upper bounds. In DP-FTPL-
New, the extra regret term comes from the different confidence radius Ni%t)e log g((ei :11))122:,7:?
We also need this confidence radius to be less than ©(4;) to make sure that with high

probability, arm ¢ will not be pulled. This means that N;(t) > @(A%_elog %),
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i.e., there is an extra additional term of O(% log %) in the regret upper bound of

DP-FTPL-New, which is shown in detail in the next theorem.

Theorem 16 DP-FTPL-New can protect (e,0)-differential privacy, and its regret satisfies

16logT 4 T(ef —1)+ 2T
) < | AN
Reg(T Zmax{ A, e ®oe—1)tars) "

Proof The privacy part can be directly obtained by Lemma 8 and Lemma 15, therefore we
only analyze the regret upper bound here, by showing that the used 6;(¢) is a kind of upper
confidence bound. In this proof, we will use the following two facts.

Fact 3 For anyt > 0,

. logT
Pr [m(t) — il = Ni(D)

2
T

Fact 4 For anyt > 0,

log <

Pr [‘91‘(75) — 20| > T(ec—1)+ 2T5]

1 2
Ni(t)e °2(ec—1)+2T6 | =~ T’

log T (e€—1)+2T6
where xo = [1;(t) + \/ ]?fg(t + 7 (t)e log 2(ec—1)+270

Fact 3 is based on Chernoff-Hoeffding inequality (which is shown in detail as Fact 5 in
Appendix), i.e. by applying Chernoff-Hoeffding inequality to Eq. (15),

log T
Pr(|@i(t) — il =
r[lu() i Ni(D)

T pr |1z S logT N (1) — 15
> Pr(|fa(t) — pal = N i(t)=n (15)

n=1

2
T2

IN

VAN
S

(16)

Fact 4 is based on the CDF described as in Lemma 15, i.e.,

i (mo B G Ve 2T6> _ (= +Y T((ie TroTs — L
N,(De & 2(ec — 1)+ 275 1

1

T?

and similarly,

F<x0+ T(e—1)+2T5>:1 ;

1
1 _
Ni(t)e "% 2(ec — 1) + 276
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Based on Facts 3 and 4, we know that with probability at least 1 — T, we have
0;(t) — pi = (0i(t) — o) + (xo — fi(t)) + (i(t) — pi) > 0,

R . logT 1 T(ef — 1)+ 2T
0;(t) — i = 0;(t) —xo+ a0 — 15 (t) + 15 () — ps < 2 ( & ( ) >

1
N T N(ye % 2(ec—1) 275

Hence, Let & be the event that Vi,0 < 60;(t) — pu; < 2( log(jg + () log 2(( ))122%1;5)

then the expected regret at time step ¢ when event —&; happens is at most %.
On the other hand, under event &, we will pull an sub-optimal arm 4 only if

2( log T 1 T(e —1)+2T6> A

Ni(t) T Ni(t)e 8 2(ec— 1) + 279
Otherwise

logT 1 T(ec—1)+2T6
() < pi + 2 1 < < ,
0:llt) < i + < N0 T Nye B oe—1) + 2T5) << 0i()

and we will not pull sub-optimal arm 1. 5
. . . T(e€—1)+2T.
Note that by basic calculations, if N;(t) > max{ lﬁfng, Aiﬁlog log 2((;1%} then
[log T €—1)4+27%
ﬁg(t + (t)e log 2(; 1)+2T5) must be smaller than A;.
This means that the regret of DP-FTPL-New is upper bounded by

Reg(T) < ZAimax{lﬁlogT ilogT@ _1)+2T5}+4N

A2 Aje ©2(ef — 1) 4216

B 1610gT 4 T(ef—1)+2T¢
= Zmax{ A, 1 2( 6_1)_1_2115}+4N.

i

Here we use Fig. 3 to show the correctness of the differential privacy guarantee of DP-
FTPL-New. We can see that in DP-FTPL-New, no matter how large N;(t) is, F'(x) is
always the same as the boundary of the feasible region. Therefore, it does not require the
start phase, and always has differential privacy guarantee. Moreover, this is the best one
can do (i.e., the lowest extra regret) to protect (e, d)-differential privacy based on Lemma
8.

Remark 17 Note that Lemma 15 provides perturbed distributions not only for the case
that both € and & are not zero, but also for the case that either 6 = 0 or e = 0. Therefore,
Theorem 16 also works in the case that either § = 0 ore =0 (cmd the extra regret term
Just takes limits of either 6 — 0 or e — 0, i.e., O(%) nd O( )). This means that
DP-FTPL-New not only has a better regret upper bound, but is also more general than the
existing algorithms, e.g., DP-UCB (only works when 6 = 0), DP-UCB-BOUND (only works
when 6 = 0), DP-UCB-INT (only works when 6 # 0 and € # 0), DP-FTPL-Gauss (only
works when § # 0) and DP-FTPL-Beta (only works when § # 0).
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— F — Fx)
— F0 — Fo

x x

(a) Ni(t) = 10 (b) Ni(t) =50

Figure 3: Explanation about how DP-FTPL-New protects (0.1, 0)-differential privacy.

Algorithm 4 GDP-Elim-New
1: Input: €,6.
2: for Phase k =1,2,--- do

3 A(k) = 27k,
32log T T2(ef=1)+T25
0 N(k) = max{2BEL 4 1op TUEDITI,
5. For each arm ¢, pull it for N (k) times, and let its empirical mean in this N (k) times

of pull be fi;(k)

6: Let 6;(k) be a random variable that is independently drawn from the distribution
described in Lemma 15 with €,/2, 20 = f1;(k), N;(t) = N (k).

7. if there exists ¢ such that 0;(k) > max;x; §;(k) + A(k) then

8: Start to exploit on this arm 4.
9: end if
10: end for

7. Algorithm that Protect Global Differential Privacy in Multi-armed
Bandits

Note that the distribution in Lemma 15 satisfies not only the condition in Lemma 8 (the
differential privacy case), but also the condition in Lemma 9 (the global differential privacy
case). Therefore, we can also design an algorithm GDP-Elim-New that protects (e, d)-global
differential privacy based on this perturbed distribution.

The GDP-Elim-New is described as in Algorithm 4. Following Lemma 9, it divides the
learning procedure into several phases. In each phase k, GDP-Elim-New will pull all the
arms for N (k) times, and then estimate their empirical means fi;(k)’s in this phase. After
that, to protect (e, d)-global differential privacy, it draws random samples 6;(k)’s from the
perturbed distribution described in Lemma 15, and then start to exploit if it makes sure
that some arm is the optimal arm with high probability.

Theorem 18 Algorithm 4 can protect (e,d)-global differential privacy, and its regret is
upper bounded by

Reg(T

(1024A JogT  32A; . T?(ef—1)+T%
Z + lo

4N.
eAnin & 2(6e — 1) +T26 > +

min
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Proof The privacy part can be directly obtained by Lemma 9 and Lemma 15, therefore

we only analyze the regret upper bound here, and we first define the following two kinds of
events:

o A(k) = {¥i, (k) — il < /508 );

. e — 2
o B(k) = {¥i,[0:(k) — fu (k)| < 5y log Sl

Similar with Fact 3 and Fact 4, we could prove that

PriAGR)] < 2y,
PI-B)] < .

Let G be the event that for any phase k, A(k) and B(k) happen. Then since there can
be at most T' phases, we have

AN AN

Therefore the expected regret when =G happens is at most 4/V.

Note that if we choose N (k) = max{>s 1Og;‘F, A(Z)g log Y:(SE_T)TTQ;?}, then we must have

and 2( ) 25
1 T2(ef — 1)+ T2 _ 1

1 < ~A(k).

Nk %8 aler—1y 112 = 1°%)

Thus, under event A(k) and B(k), for any sub-optimal arm 7 > 2, we must have that

2log T 1 T%(e€ — 1) +T?6
> _ _
buk) 2 i N(k) ~ Nk)e 2 2(ec— 1)+ 1%
1 1
> — I
2 pi— g AK) = AK)
21log T 1 T?(ef —1)+T% 1 1
> ) _ —_ I — =
= ) =N T N ® e 712 1o W AR

> 0i(k) — A(k).

This means that we can only exploit on arm 1 (the optimal arm).
As for sub-optimal arms j > 2, we must have that

210gT+ L T%(e — 1) +T?6
Nk T Nk)e & 2(ec 1) + T2

0;(k) < pj+
1 1
< gt 1A(k) + ZA(k)
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1 1
= = A+ AR + AR

o 2 et — 2
< 0(k)+ 2]1V (gk? = (1k)€ log T2 ((66 - 11)):;; 55 A+ JAR) + JAGR)
< (k) —Aj+ A(k)
< (k) — A(k) — (A; — 2A(k)).

This means that after phase k such that 2A(k) < Aj;, arm j should always satisfy
0;(k) < 61(k) — A(k). Hence, if 2A(k) < Apin, we must start to exploit.

Denote this phase be k*, i.e., 2A(k*) < Apin but 4A(E*) > Apin.

Then, the expected regret when G happens is upper bounded by

k*
R2logT 4 T?(ef — 1)+ T2
22 Nk = sz X{ R AR 2((66 - 1))+ 25 }Al
i k=1 i k=1
321o T 4 T?(ef — 1) +T26
ZZ( g A(k) logz(e 1) T?é)Az
— € (ef —1)+
64A;logT  8A; T?(e€ — 1)+ T2
Z & + og
A2(k*) A(k*)e 2(ec — 1)+ T2
Z 1024A;log T N 324, log T%(ef — 1) +T?6
A2 €Amin 2(e€ — 1) + T2

i min

IN

Along with the fact that the expected regret when —G happens is at most 4N, we can
finally get the regret upper bound shown in Theorem 18. |
Theorem 18 shows that when % is bounded, then the regret upper bound of GDP-

Elim-New has the same order as DiDm—nFTPL—NeW, and matches the regret lower bound in
Theorem 4 (in order). This indicates that our regret lower bound is tight.

Remark 19 Similar to DP-FTPL-New, GDP-Elim-New works in not only the case that
0 # 0 and € # 0, but also the case that either § = 0 or e = 0. Therefore, it is also more
general than existing algorithms such as AdaP-UCB and AdaP-KLUCB (Azize and Basu,
2022), which only work in the case that 6 = 0.

8. Experiments

In this section, we mainly consider the differential privacy case, and compare our algorithms
with state-of-the-art baselines, including DP-UCB, DP-UCB-BOUND, DP-UCB-INT in the
work of Tossou and Dimitrakakis (2016) and DP-SE in the work of Sajed and Sheffet (2019).

We consider two problem instances. In Instance 1 we set N = 9 and the expected reward
vector is [0.3,0.35,0.4,0.45,0.5,0.55,0.6,0.65,0.7], in Instance 2 we set N = 101 and the
expected reward of arm i € [N] is p; = 0.3 4+ 0.004(¢ — 1). In both instances, we choose
T = 105, and all the results (the average cumulative regrets and the standard deviations of
cumulative regrets) take an average over 100 independent runs.
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Figure 4: Experiments for (e, d)-differential privacy

We first consider the case that the learning policy needs to guarantee (e, d)-differential
privacy. Here we compare the regret performances of our algorithms (DP-FTPL-Gauss,
DP-FTPL-Beta and DP-FTPL-New) with DP-UCB-INT. In Fig. 4(a) and Fig. 4(b), we
use Instance 1 and set (e,0) to be (1,0.01) or (1,e719). In Fig. 4(c) and Fig. 4(d), we use
Instance 2 and set (€, d) to be (1,0.01) or (1,e71?). From these experiments, we can see that
our algorithms outperform DP-UCB-INT significantly. As we have explained, DP-FTPL-
Beta suffers from a long start phase, and it behaves much worse when § is small. However,
we can see that after the start phase, its regret does not increase at all. This accords with
our analysis, since its regret always equals to ), A;Nj; when A; N}, is larger than loAgiT. As
for DP-FTPL-Gauss, since it has a short start phase, its regret increases continuously as
T grows up. On the other hand, DP-FTPL-New is always the optimal one in these four
algorithms, since its extra regret term is the smallest.

Then we consider the case that the policy needs to guarantee (e, 0)-differential privacy.
In this case, we compare the regret performance of our DP-FTPL-New policy with DP-
UCB, DP-UCB-BOUND and DP-SE. In Fig. 5(a) and Fig. 5(b), we use Instance 1 and set
e to be 1 or 0.1. In Fig. 5(c) and Fig. 5(d), we use Instance 2 and set € to be 1 or 0.1. From
these experiments, we can see that DP-FTPL-New outperforms all the other algorithms
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Figure 5: Experiments for (e, 0)-differential privacy

significantly. This accords with our analysis, i.e., the extra regret term of DP-FTPL-New
is the smallest. As a contrast, another optimal algorithm DP-SE is an elimination-based
algorithm and suffers from a large constant factor in its regret upper bound. Therefore
it behaves even worse than the non-optimal UCB-based algorithms, e.g., DP-UCB and
DP-UCB-BOUND.

Finally, we compare the performance of the same algorithm under different € or § to see
how € and ¢ influence the algorithms’ regret. Here we use DP-FTPL-Gauss and DP-FTPL-
New as examples, and consider their performances on Instance 1 with 7" = 10°.

In Fig. 6(a), we fix ¢ = 0 and in Fig. 6(b), we fix ¢ = 0.1. We can see that when
€ = 0, the regret of both DP-FTPL-Gauss and DP-FTPL-New do not increase a lot when
decreases from 1 to 0.01. However, when ¢ is less than 0.01, then the regret of DP-FTPL-
Gauss grows much faster than DP-FTPL-New. In fact, from this log-log figure, one can see
that the regret of DP-FTPL-Gauss is about 6%, while the regret of DP-FTPL-New is about
%. This accords with our analysis, since when € = 0, the extra regret of DP-FTPL-Gauss is
O(%), while the extra regret of DP-FTPL-New is O(%).

When € = 0.1, we can see that the curve of DP-FTPL-Gauss can be divided into three
parts. This also accords with our analysis, i.e., when § € (0.02,1), the major term in the
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Figure 6: Experiments for fixed €

regret bound is O()_, loAgiT), hence the regret does not increase at all; when § € (0.01,0.02),
the major term in the regret bound is O(%), and the regret increases with rate about 5%;

when 6 < 0.01, the major term in the regret bound becomes O(Nleof%), and therefore the
increasing rate of the regret becomes much slower than before. On the other hand, the extra
regret of DP-FTPL-New is O(X log %), and this term becomes O(N log(1 + $)) in
this figure. Therefore, the regret of DP-FTPL-New is smaller than DP-FTPL-Gauss, and
the curve of DP-FTPL-New is more smooth than DP-FTPL-Gauss.

Then we fix the value §: in Fig. 7(a), we fix § = 10710 (since DP-FTPL-Gauss cannot
deal with the case § = 0, we choose an extreme small § instead of 0) and In Fig. 7(b), we
fix § = 0.001.

We can see similar phenomena in Fig. 7(a) and Fig. 7(b) (as the case when we fix €).
When 6 = 10719, both the regret of DP-FTPL-Gauss and the regret of DP-FTPL-New do
not increase a lot at the beginning. Then the regret of DP-FTPL-Gauss increases with rate

about E%, while the regret of DP-FTPL-Gauss increases with rate about %, since the extra

. . . Nlog % .
regret in their corresponding regret upper bounds are O( ;g &) and O(%), respectively.

When § = 0.001, the curve of DP-FTPL-Gauss can also be divided into three parts, and the
only difference here is that in the third part, the extra regret becomes O(%), and does not
increase at all (as e decreases). As for DP-FTPL-New, its curve is more smooth, and the
regret almost stops increasing after e < 1074, This is because that its regret in this figure
is about O(¥ log(1+ £521)). When € < 1074, Ylog(1+ ¢52) ~ Dlog(1+ &)~ ¥ £ = &
which does not increase as € decreases.

9. Conclusions

In this paper, we study the algorithms that guarantee (e, d)-differential privacy or (e, d)-
global differential privacy in MAB problems. We first adapt the famous Thompson Sampling
policies to protect (e,d)-differential privacy (i.e., DP-FTPL-Gauss and DP-FTPL-Beta),
and propose their regret upper bounds. Then we design a new perturbed distribution
that suits the (e, d)-differential privacy setting well, and show that using this perturbed
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Figure 7: Experiments for fixed §

distribution in FTPL framework (i.e., DP-FTPL-New) can significantly reduce the extra
regret for privacy guarantee. This new kind of perturbed distribution, on the other hand,
can also be used to protect (e, d)-global differential privacy. Based on this fact, we design
the GDP-Elim-New algorithm, and give its regret upper bound. We also prove a regret
lower bound for algorithms that protect (e,d)-global differential privacy, and this lower
bound matches (in order) with the regret upper bound of GDP-Elim-New, indicating that
the upper/lower bounds are tight. Compared to existing researches that only work in the
case € > 0 and 0 = 0 (or only work in the case € > 0 and § > 0), our results work for any
(e,0) as long as one of them is not zero. This means that our results are more general.
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Appendix

Appendix A. Proof of Theorem 11

Theorem 11 DP-FTPL-Gauss guarantees (€, 0)-differential privacy, and its cumulative re-
gret satisfies

N
2N log T . N
i=2 !

1
for any A < 5Amin-

Proof (regret part) In this proof, we need to use the following three facts.
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Fact 5 (Chernoff-Hoeffding Inequality, Hoeffding (1965))
Bino 2
EP((p — Mn) < exp (—2nA?)

where Ff;"o denotes the cumulative distribution function of Binomial distribution with pa-
rameter (n,p).

By Fact 5, one could get that: for any fixed n,

ino log T 1
< Fo! ((’“‘ Vn )”) <7z (7
- logT 1
Bino
< FoiZy, ((1 B Vi > n) < T2 (18)

These equations are widely used in our analysis (e.g., to prove Fact 3).

Pr [ﬂi(t) — i < - xig(g,fvi(t) =n

and similarly,

. logT
. o > . —
Pr [,u,(t) Wi > Ni(t),N,(t) n

Fact 6 (Feller, 2008) For any fized mean-variance pair (ji;(t), %(t)), if 0;(t) is drawn from
Gaussian distribution N (f1;(t), %(t)), then

2logT
Ni(t)

1

Pr lei(t) > fui(t) + < 7

Fact 7 (Birnbaum, 1942)

V2/7 (—x2>
Vx> 0,¢(x,0,1) > ex .
T E R A\

Recall that N;(t), R;(t) denote the value of N;, R; at the beginning of time step ¢, and

[i(t) = ﬁzgg is the empirical mean of arm ¢ at time ¢. Then similar as prior works (Agrawal

and Goyal, 2013), we can define the following events:

Ai(t) = {i(t) =i, (1) = pi + A
Bi(t) = {i(t) =i, (t) <pi+A0i(t) > 1 — A}
Ci(t) = {i(t) = i,6:(t) < g1 — A},

By definitions, we have that
T
EIN(T)] = N+ 3 E[i(t) = ]
t=T*

T
= N5+ Z E[I[A;(t) U Bi(t) U Ci(2)]]

t=T*
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T
< NG+ Y (BILA)] + E[I[Bi(¢)]] + E[I[C:(1)]])
t=T*

< D E@AM]+ (Ng; + > E[ﬂ[&(t)]]) + > E[ICi()]],

t=T* t=T* t=T*

where T = N - N, + 1 is the first time step after the start phase.
For the term E[I[A;(¢)]], denote ¢,, as the time step that N;(¢,) = n — 1 and i(t,) = 1,
i.e., the time step we choose arm i for the n-th time (also denote ¢ty = 0), then we have that

T r T
Y ENA@®)] = E ZH[Ai(t)]]

A
=
NE
M7
'E‘
P

= B> Tu(tns1) > i+ Al

Ln=0

= > Pri(t) > pi + AINi(t) = n]
n=0

< Z exp (—2n/\2) (19)
n=0

<

— 1 —exp(—2)\?)

<

- 232

2

where Eq. (19) comes from Chernoff-Hoeffding Inequality (Fact 5).

As for the second term, when N;(t) > L;(T) = %, we must have that (Eq. (20)

is given by Fact 6)

Pr{0;(t) > p1 — A fu(t) < pi + A
< Pr(O(t) > ult) + (m — ) — 2
_ P [a(t) > (1) QIfft)T
< Pr [m > () + ilv(gt)T
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= > > Pr[N;(t) = n, pi(t) = y

n>L;(T) pe{0/n,1/n, ,n/n}

N 2logT N
(1) > — —
R 1
< Y Y PN@ =@ = (20)
n>L;(T) pe{0/n,1/n, ,n/n}
1
< —.
- T

Therefore, if L;(T) < Nf, then

T r T
YEIB@)] = E| Y LBi(1)]

t=T* Lt=T"*

> H[Bz‘(t)]]

t=tn, () +1

L K3

IA
=

T
< E Z 1[0;(t) > p1 — A; fus(t) < s + )\]]
L[ t=tr,(1)+1
T
< Z Pr[0;(t) > p1 — A fi(t) < pi + Al
t=tr,(T)+1
T
1
< > 7
t=tr,(r)+1
< 1.

Otherwise if L;(T) > N, then

r T
dEMBi(1)]] = E|> IBi(1)]
T* Lt=T"*
[tr,(r) T
< E| DY IB@I+ > H[&-(t)]]
t=T* t=tr (T)41
[ Li(T) tns T
= E| ) ZH[Bi(t)]] +E{ > H[Bi(t)]]
_n:Né t=tn t:tLi(T)Jrl
T
< (Li(T)Né)HE{ ) H[&(t)}]
t=tr;(r)+1
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T
= (LT)=NE+E | D Ti(t) =i, pult) < pa+ A, 0i(t) > pa — A
L=t )+
[T
< (Li(T) = NE)+E | > 10:(8) > g — X fualt) < pi+ A
L t=tn, (1) +1
T
< (Li(T) = NG+ Y Pr(oi(t) = pa — X fuit) < i+ Al
t=tr(T)+1
o
< (L) =Ny + Y T
t=tr,(T)+1

< (Li(T) - Ng) +1.

These imply that

T
Ng+ 7 BB, < max{Li(T), N&} + 1.
t=T*

Then we come to the third term, and we will use the following lemma, which is similar
with Lemma 1 in the work of Agrawal and Goyal (2013). We defer the proof of Lemma 20
to Appendix A.1.

Lemma 20 Denote p, = Pr[01(t) > p1 — A Fi—1], then we have that

1 —pe

Prli(t) =14,0;(t) < p1 — AFi—1] < »
¢

Prli(t) = 1,0;(t) < 1 — A|Fe—1]-

According to the analysis in the work of Agrawal and Goyal (2013), by Lemma 20, we
have that

T [e%s) 1
S EmGE < Y B |1,
t=T"* n=Ng, Pn

where p,, denotes the random probability (due to the randomness on observations of arm
1) that 61(t) > p1 — A when there are totally n observations on arm 1, i.e., N;(t) = n.
Note that the observations on arm 1 follow a Binomial distribution with parameters

n, n1. Denote f;"o the probability mass function of Binomial distribution with parameters
n,p, and ¢(z, pu, 0%) = Prx n(u,02)[X > 7], then the term E [}%} can be written as

1 n Bino(s)
E — L S S
|: :| ZQS(Ml_)H%v%)

Pn s=0

Now we divide this sum into three parts: Syp = {s : s > (u1 — %)n}, Sy = {s:
(1 —Mn<s<(u—3)n},and Sp = {s:s < (1 — \)n}.
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For the part Sy, when n < %, we always have that ¢(u1 — A, 7, %) > %, therefore
B
ps)
E 5 < 2.
s€Syy @(Ml - )" %a ﬁ)

When n > %, we have that ¢(u; — A, £,2) > 1 — exp(—n%z) (for s in Sp), therefore

) n? n
3 i’ () < 1
2y = 2\
S5, o = A5, 0) T 1 —exp(—ny)
For the part Sy;, we always have that ZsesM ,ffﬁo(s) < Prlin(t) < p — %\Nz(t) =
n] < exp(—nz—z) (by Fact 5), and ¢(p1 — A, £, 2) > L therefore
Bino 2
s A
> % < Zexp <—”2) :
sESr ¢(l’l’1 - >‘7 no H)

As for the part S, we have that

S

3 _fEnes) 5 T (1 — )"~

seSy, ¢(M1 _)\7%7%) seS, ¢(:u’1 _)‘7%7%)
Vmen (%)™ (1—p)"~*

§ Yoy ol (2

< (21)
— s 2
seSy, ¢(Hl _)‘aﬁvﬁ)
en nuf(l—p)"~*
B Z 2ws(n—s) s(n—s)?—s
- s 2
seSL, ¢(M1 _>\7ﬁ)ﬁ)
(p)*(A=pa)" 7"
e (é)s(ﬁ)n—s
S S e V-
s V2ol = A 5. 0)
<<m>3<1—u1>"55 )"
- e \(@)n(n)s
- s 2
sESL 27 (b(/il —A n’ E)
_ Z e exp(—nKL(fL,ul))
o 9. s 2
s, V2m o ol =X 5, 0)
2
e exp(—§ (1 —3)7)
G : (22)
s€S, 27 ¢<,u1 - >\a n E)
2
))

IA

‘cm

@

o

o
—

[\

—

=

=
LR

IA
[\
ﬁ

D
OB =t
—|
= |
T
I~
SIS
Ly
\.O\_/
—_
N—



where K L(p,q)
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exp(—2 (1 — 2)7)
> \r N o)

seS exp _n 1 S
L “1 )\_7 +\/n #1 )\_7) 4 ( 2( n
2
Z € exp(-g (:ul - ﬁ) )
27 \/2/7 s\2
€51 Ven(ui—A—=2)+2 exp(=3 (1 =A=3)")

S e exp(—2 (1 — £)°)

seS, f+1 exp( (Ml —A- %)2)
p(=2 (1 — £)%)

2 o -
n) SEXS: exp (- g(m -20)
s;&exp( ;nms>
Ve(l+n) (exp < ;nA) + exp <—;\(n)\—i— 1)) 1. >

Ve(l +n)exp <—;\n)\) <1 + exp (—2) + .- )
Vve(l+n)exp (—an> 1_@:3(_3)

2/e(1 +n)exp (—n)\22> ,

= plog% +(1—p)log 1;72 is the KL-divergence between p and ¢. Eq. (21)

comes from Stirling’s approximation (Fact 1), Eq. (22) comes from Pinsker’s Inequality
(Fact 2) and Eq. (23) comes from the inequality on Millo’s ratio (Fact 7).
Therefore, we have that:

> ELC()]

t=T*

el

IN
8 M8|
=
| =
|
L

= ;2\/6(1 +n)exp <—n)\22> + iQexp <—n)\22>

n=

eon+ i (1_#)1)
_ 2
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Summing over the three terms, the cumulative regret of DP-FTPL-Gauss is upper
bounded by

[~]
I
=
E
=
IN

N T T T
@A < Y (2 E[LA()] + (Né S E[H[&(t)ﬂ) S E[H[cxt)n) A
i=2 i \t=T* t=T* =T

N 2logTA; ., N

=2

IN

A.1 Proof of Lemma 20
Lemma 19 Denote p; = Pr[61(t) > 1 — A Fi—1], then we have that

1—
Prli(t) = 1,0;(t) < p1 — A[Fi1] < ptpt Pri(t) = 1,6(t) < p — A[F—1].

Proof We first define event M;(t) as follows:
Mi(t) £ {¥2 < j < N,0;(t) < 0i(t)} N {0(t) < pa = A},

Then we have that
{i(t) =4,0i(t) <p1 — A} <
{i(t) =1,60;(t) < — A} 2

Also note that {01 (t) > u1 — A} (or {01(t)
therefore, we have that

(t) N{6:1(t) < — A},
() N{01(t) = p1 — A}
—A}) and M;(t) are independent events,

i
7

M
M
< m
Prli(t) = 14,0;(t) < pn — A|F—1] (1 = pe) Pr[M;(t)| Fe—1],

<
Pr[i(t) =1,0;(t) < p1 — )\‘ft—l] > Pr[Mi(t)]]-"t_l].

This implies that

o 1— ‘
Prli(t) = i,0:(1) < i = AFra] < — PUprlitt) = 1,0,(t) < pin — N Fi_a).
t

Appendix B. Proof of Theorem 13
Theorem 13 DP-FTPL-Beta guarantees (e, d)-differential privacy, and its cumulative re-

gret satisfies
N
5A;logT N
T) < ———— NZA; —
freat )‘;m”{zmi—ww 5 }+@<A4)
for any A < %Amin.
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)
of time step ¢, and also denote N;(t) (t) + bi(t) — 2, M;(t) = a;(t) + bi(t) + 2k;(t) — 2,

pi() = MO, i (e) = O

Then in this proof, the following fact holds (note that 6;(¢) is drawn from the Beta
distribution B(a;(t) + ki(t), bi(t) + ki(t))).

Fact 8 (Agrawal and Goyal, 2015) For any fized pair ({v,(t), M;(t)), we have that

Proof (regret part) Recall that a;(t),b;(t), k;(t) are the value of a;,b;, k; at the begmmng
= (I )
1

) 2logT 1
Pr [c%(t) > [ (t) + W < T
We can also define the following events:
Ai(t) {i(t) = 4, 45(t) = p(t) + A}
Bi(t) = {i(t) =1, i5(t) < pi(t) + A 0:(t) > py () — Ahs
Ci(t) = {i(t) =i,0:(t) <p(t) — A}

Similar as the proof of Theorem 11, by definitions, we have that

T T T
EN(T)] < ) E[MA)]+ (N;; + > E[ﬂ[&(t)]]) + ) E[I[Ci(t

t=T* t=T* t=T*
where 7" = N - Nj + 1 is the first time step after the start phase.

For the term E[I[A;(¢)]], denote ¢,, as the time step that N;(¢,) = n — 1 and i(t,) = 1,
i.e., the time step we choose arm ¢ for the n-th times (also denote ¢y = 0), then we have that
(note that different with the proof of Theorem 11, here A;(t) = {i(t) = 4, @i(t) > pi(t) + A}
but not {i(t) = 4, i(t) > pi(t) + A})

T T
Y ENA@®] = E Zﬂ[v‘b(t)]]

t=T* Lt=T"*

5 H[Aiun]
Ln=0 t=tn,

IN
=

oo tn+1

= B> Ui(t) = i, () > pi(t) + Al

Ln=0 t=t,,

= E ) U[(tns1) > pi(t) + A
Ln=0

— ZPW > pi(t) + A Ny(t) = n]

_ ai(t) + ki(t) =1 _ palNi(t) + ki(t) )
= ;Pr[ Mt © M) “'sz_n]

o rai(t)—l M@)o .
= ;P [ N =M e ) }
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- 25
< nz_oexp <—8n)\2> (24)
< 1
T l-exp(—2)2)
< 1
= 25
fe N’
8
© 250
where Eq. (24) is because of Chernoff-Hoeffding Inequality (Fact 5).
For the second term, by Fact 8, when N;(t) > L;(T) = 2@15_127_{1&)\)2, we must have that
i3
Pr [0;(t) > i (t) — X f15(t) < pi(t) + Al
< Pr{6i(t) = fi(t) + (pa (1) — #i(t) — 22
[ 4
< Pr[80) 2 (0 + 5 - ) — 20
2logT
— Pr|6i(t) > () +
I FLi(t) |
[ 2logT
< Pr|6;(t) > L) +
[ 2log T]
< Pr|6;(t) > pl(t
< Pr{0) = 0+ S
2logT
= 3 PrMi(1) = m (1) = ] P [@(t) 2 i) | Sy | M) = m () = o
! v
1
< Pr[M;(t) = m, fl(t) = 1
<3 PrlMe) = m () = )
mp
1
< —.
- T

Therefore one could use a similar way (as bounding the second term in the proof of
Theorem 11) to show that

T
N+ > E[[Bi(t)]] < max{Li(T), N5} + 1.
t=T*

Then we come to the third term. The following lemma is also similar to Lemma 1 in
the work of Agrawal and Goyal (2013), and its proof is almost the same as that for Lemma
20).

43



WANG AND ZHU

Lemma 21 Denote py = Pr[01(t) > u} — A|Fi—1], then we have that

Prli(t) =1,0;(t) < pi(t) — A\ F_q1] < ! ;tpt Prli(t) = 1,0;(t) < py(t) — N Fe—1].

Similarly, by Lemma 21, we also have that

T 0 1
O ESWEIESE

t=T"* n=Np

where p,, denotes the random probability (due to the randomness on observations of arm
1) that 61(¢) > p}(tn) — A when there are totally n observations on arm 1, i.e., N;(t) = n.
Note that for fixed N;(t) = n, the value of k;(t) is also fixed (and we denote it by k), also
denote m = n + 2k.

Then we know that observations on arm 1 follow a Binomial distribution with parameters
n, u1. For a history of observations with a — 1 number of 1s and b — 1 number of Os (here
a+b—2 = n), the random probability p, equals to 1 — Fff,if‘ﬂk(u'l (tn) — ), where Ff_f}fﬂk
denotes cumulative distribution function of B(a + k,b + k).

Therefore
e[1] -3 () RS 25,(9)
Pl S 1= FoY (i) =N FES e (D= () +X)

Prior analysis in Agrawal and Goyal (2013) also proves the following two inequalities:

Fact 9 (Agrawal and Goyal, 2015) For any n > 1, we have that

i HEMO 12
e FBee (1= +3A) T BA

Forn > &, we have that

A2
n nBiiTiO/Ll (S) 1 _@)\2
Z FBeta 1 5)\ =0 Fe 32 .
s=(1—p1+X/2)n 5+1,n—5+1( —p1+ 1 )

The following lemma is the key lemma in our regret analysis of DP-FTPL-Beta, and its
complete proof is stated in Appendix B.1.

Lemma 22 For any y € [0,1], and a,b,k € N, denote y = afg’_bg_f%y + a+b_k2+2k, then

FBeta
ifa+b+2k—2> % and k > %(a +b—2), we always have that F(f_f,i?b+k(y’) > b @)

UsingLemma22withy:l—ul—i—%)\,a:s—i—l, b=n—s+1land k= [g]+1, we
FBeta _ é)\
have that FﬁeﬁkmiHHk(l —ph(tn) + ) > S+1’"_S+L()1 M+ Note that our start phase

size N}, is larger than 2929¢ therefore a;(t) + b;(t) + 2k;(t) — 2 > 122 always holds. Then

by Fact 9, for any value n after the start phase, we have that

o e m
s=0 Fgeltik,nferlJrk(l - Mll (t”) + A) A
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For n > &, we have that

A2
En: 15?10#1 (s) _o <1€_2352n)\2>
B 5 .
s=(1-p1+A/2)n Fs+6fik,n—s+1+k(1 — ph(tn) +A) A

For the case that n > % and s < (1 — u1 + A\/2)n, we can use the following fact.

Fact 10 (Beta-Binomial Trick, Agrawal and Goyal (2013)) Denote F,f,;”o as the cumulative
distribution function of Binomial distribution with parameters n,p, then

EP'(x) =1-FPp°, (a—1).

a, a

By Fact 10 and Chernoff-Hoeffding inequality (Fact 5), for s < (1 — 1+ A/2)n, we have
that

. —n\?
FE S saes0 = 400+ 0) = 1= FEE i+ b+ ) > 1= e (T30 ).

Therefore,
1—p1+X/2 ,
( MIZ/ n nBii?iOm (8) - 1 IS T
5=0 Fg—efik,n—s—i-l—i-k(l —pi(tn) £A) 71— exp (;?2) exp <%) 1
Thus we have that
T 0o )
ST EmGO] < ZE{_q
%
A e ]
24 1 5n
= 74_ Z ®<)\2€_32)‘2>—|—1+ X —1
n=1 = +1 exp (%) -1

Summing over the three terms, the cumulative regret of DP-FTPL-Beta is upper bounded

IA

> EIN(T)A; > (Z E[ILA:@)]] + <NE + ) E[H[Bz'(t)]]> + > E[H[Ci(t)]]> A

1=2 % t=T%* t=T* t=T*

N
ZZ;IIlauc{2(Ai 5/2>\)2,NBAZ} + 06 <)\4> .

IN
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B.1 Proof of Lemma 22

Before the proof of Lemma 22, we first prove two other lemmas.

Lemma 23 For any y € [0,1] and a,b € Ny, denote y = 22y + #b and Ff,ft“(x) the

a+b

cumulative distribution function of B(a,b). Then for any y' < Z;Jj, we always have that
Fap'(y) < FAAG ().
Proof First we consider the case that y > . in this case y >y >  and y — ' = Qf;bl.

For the cumulative distribution function F flfta (x), prior works (Olver et al., 2010) show

Beta Beta a+b_1!ya1_y a+b!ya -y
Fenm () = Fop(y) + (a — 1)lb! B alb!

Since y > ¢/, then denote f,; the probability density function of distribution B(a,b),

ie., fap(y) = ya_l((lt;yl);zljg;b_l)!, and we have that

)b+1

EEAS () = FELS () / forron (@
(a+b—1)ly (1—y) (a+b)!ya(1—y)b+1 y
(a— 1) B alb)! - y fat1p11(z)dz.

Note that 3/ < “ and y >4 5 imply that ¢/ <y < +b, and fq41p4+1 is first increasing
and then decreasmg Wlth maximum value at point - b. Therefore, for all z € [y, y],
far1p41(®) < far1p41(y). This implies that

FBeta ( ) 4

FriSn ()
= et + W o WU / " furrpi(a)de
> B+ CHLE DL @RV
_ ppeg) s (a+ b(; 1_)?;1()11 —y)’ (a+ b)!y:!(bl! )b Ly ¥ y)Z§Z!+ b+1)!
_ Flo(y) + STV (o)1) — (g /)t b+ Dla+ )
= wge)+ S DA (o a0 - 2o+ b a4
_ EPge(y) 1 (a+b— 2)"5{(1 —y)’ (a—(a+b)(1—-y)— 2y —1)(a+b+1))
= plgta(y) + ORI (o) — ) — 2y = (a8 — (25— 1)
_ RPagy) + (a+b— 2)!![)y!a(1 —y)° (@ —yla+b) — (2y—1))
> FBgia(y) + 0H0= Z),'by,“ 9 a1yt n)).
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For ¢/ < “+b, we must have that y < 21 therefore a — 1 — y(a + b) > 0, which implies

atb
that F37%, () > F2™(y).

Then we consider the case that y < %, in this case y <1/ < % and ¢y —y = 16;2;/ .
Similar as before, we have the following equations (note that now y < y')
B FB
FEAS () = FEA ) / farron(
+o-1lyt(1—y) (a+b)ly (1l—y ¥
FBeta (CL o de.
A P 1% albl t), Jarrpn(@de

In this case, y <y’ < “+b, which implies that for all € [y, ¥/], fat1,+1(2) > fat1,6+1(Y)-
This means that

FA% ()
= FEe(y) + 4 G 1_)%,2,1 nt D G b)!y;(b! L)t /y " fean (@)
> FE™(y) + at b(; 1_)?;1(),1 mt) R Chs b)!y;(b]: )i W' — ) far1,601(y)
_ Ry ¢ (a+ b(; 1_)'%“‘(&1 -y’ (a+ b)!y:!(bll —y)t*! W) y (1 - y)ig;Jr b+1)!
= pgta(y) + CELZ DI (a1 g+ - et b D(a+)
= FBt(y) + latb- 2)!!;{%1 —u)” (a —(@a+b)(1-y) + 1@12;;@ +b+1)(a+ b))
_ FBgia(y) 4 0= 3‘;{(1 0 a1+ (- )t b 1)
= pgin(y) + SRV (= )+ (1= 20t 8+ (1 - 2)
_ EBgtay) 4 00T 32{%1 “9 (0 yla+b) + (1—2))
> pgin(g) + SR OO0 ().

For ¢/ < a+b, we must have that y < 47, therefore a —y(a+b) > 0, which implies that
Ffff“bﬂ(y ) > Ffem(y) and we finish the proof of this lemma. |

From Lemma 23, we can then prove the following Lemma 24.

Lemma 24 For any y € [0,1], a,b,k € Ny, denote y = afzjbffgky + a+b—k2+2k and
FBeta( ) the cumulative distribution function of B(a,b), then if y' < m; we always

have that F24 (y') > F2(y).
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a+b—2+42(m—1)

Proof Let y = yo and ym = = 5575, " Ym-1 + m.

Then it is easy to check that

a+b—-2+2(k-1) 1
Y = Ye—1+ ———F5 57
a+b—2+42k a+b—2+42k
a+b—2+2(k—-2) 2
= Yk—2+ 5 5%
a+b—242k a+b—242k
a+b—2+42 k—1
= Y1+
a+b—242k a+b—242k
a+b—2
= Yo +
a+b—2+42k a+b—2+42k
a+b—2 k
a+b—2+42k a+b—2+42k
= y/.
By the above equations, y, = 1/ < af%;gk implies that y,, < afﬁ’% holds for any

1 < m < k. Therefore we can use Lemma 23 for k times and get that

B B B B B
Fl% W) = Fi (o) = FEG k1 (e-1) = - = Fp™ (yo) = Fo " (y).

|
Based on Lemma 24, we can finally prove Lemma 22.
Lemma 21 For any y € [0,1], and a,b,k € N, denote y' = af;r_b;f%y + a+b_k2+2kB, tthen
F eta
if a+b+2k—2>12% gnd k> L(a+b—2), we always have that Fﬁlﬁ?ﬂk(y,) > 2 )
FBeta
Proof By Lemma 24, we know that for ¢’ < %, Ftﬂei?b+k(y’) > Ff,ft“(y) > b )
always holds.
For y > %, Fact 10 shows that that FOG4%  (y) = 1= F2p0,  (a+k—1) =
FOLBi:IT)LiZk—Ll—y’(b + k).

Note that (a +b+ 2k —1)(1 —3) < —ZEEE (4 4 b+ 2k — 1) < b+ 2 + k, therefore

: a+b+2k—2
Fﬁ:?i%—l 1_y,(b +2+k)> % This implies that
FBino (b+ ki) > 1 _ ¢Bino (b+ k+ 1) _ ¢Bino (b+ k+ 2)
a+b+2k—1,1—y’ =9 a+b+2k—1,1—y’ a+b+2k—1,1—y’ )
where fff;"o denotes the probability mass function of Binomial distribution with parameters
n, p.
Note that
Bino(s) _ n'ps(l — p)’nfs
P sl(n —s)!

V2ren(2)"p*(1 — p)»—*
271'8(2)5 27T(n — 3)(@)71—5

e

en n"x®(1 — )" *

2ws(n —s) s%(n—s)"=s

48



OPTIMAL LEARNING POLICIES FOR DIFFERENTIAL PRIVACY IN MULTI-ARMED BANDITS

en
21s(n —s)

Therefore

Bi
a-ﬁqb@-?-Qk—Ll y b+k+1 <

e(a+b+2k—1) < e
2r(b+k+ 1)(a+k—2) — \/0187(a+b+2k—1)

Similarly,

Bino a+b+2k71) ¢
(b+k+2)< < :
wtbizh-11-y (O F+ \/27r bt+k+1)(a+k—2) " \0.187(a+b+2k 1)

All these imply that

Foon 11 y(b+k) > - = 200 11 b+ k+1) =[O0 11y (b+k+2)

1
2
S 1\/ 4e
- 2 0.187(a+b+ 2k —1)"

If a4 b+ 2k —2 > 120 then FBe  (y) = FBine ,(b+k) > 55 holds, and

a+k,b+k a+b+2k—1,1—y/
FBeta
therefore Fff}éab W) > 5 ) must hold, and we finish the proof of this lemma. [ |
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