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Abstract

Machine unlearning has garnered significant attention due to its ability to selectively erase
knowledge obtained from specific training data samples in an already trained machine
learning model. This capability enables data holders to adhere strictly to data protection
regulations. However, existing unlearning techniques face practical constraints, often caus-
ing performance degradation, demanding brief fine-tuning post unlearning, and requiring
significant storage. In response, this paper introduces a novel class of layer-wise partial ma-
chine unlearning algorithms that enable selective and controlled erasure of targeted knowl-
edge. Of these, partial amnesiac unlearning integrates layer-wise selective pruning with the
state-of-the-art amnesiac unlearning. This method selectively prunes and stores updates
made to the model during training, enabling the targeted removal of specific data from the
trained model. Other methods assimilates layer-wise partial-updates into label-flipping and
optimization-based unlearning, thereby mitigating the adverse effects of specific knowledge
deletion on model efficacy. Through a detailed experimental evaluation, we showcase the
effectiveness of proposed unlearning methods. Experimental results highlight that the par-
tial amnesiac unlearning not only preserves model efficacy but also eliminates the necessity
for brief fine-tuning post unlearning, unlike conventional amnesiac unlearning. Further,
employing layer-wise partial updates in label-flipping and optimization-based unlearning
techniques demonstrates superiority in preserving model efficacy compared to their naive
counterparts.

Keywords: Machine unlearning, approximate unlearning, amnesiac unlearning, layer-
wise pruning, layer-wise partial-updates

1. Introduction

In the current data-centric era, data holders actively gather valuable information from
various sources, encompassing personal information of individuals such as images, speech,
text and medical records. Machine learning (ML) (Jordan and Mitchell, 2015; Simonyan
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and Zisserman, 2015b; LeCun et al., 2015) has orchestrated a profound transformation in
navigating and analyzing the immense reservoir of data available to data holders. ML
facilitates the extraction of valuable insights from these extensive and information-rich
repositories, thereby enhancing user experiences and providing an overall improved service in
numerous applications. Furthermore, in practical, real-world scenarios, data pipelines often
demonstrate dynamic behavior, consistently acquiring fresh data. Life-long ML leverages
this continuous inflow of information to dynamically update knowledge and fine-tune ML
model parameters (Chen et al., 2018).

On the contrary, there are situations where the imperative for data deletion becomes
obvious. Envision a scenario where a patient, who initially disclosed a specific medical
condition with the healthcare system, later decides to retract this particular information
due to privacy reasons. Similarly, users, attentive to privacy, may wish to erase their
purchase history from an e-commerce platform, especially if they made unusual or atypical
purchases during a specific period. Provisions like the right to be forgotten in general data
protection regulation (GDPR) (European Parliament and Council of the European Union,
2016), empowers individuals to exert control over their personal data and imposes a legal
obligation for the removal of such data when requested.

In situations where data has already been used to train an ML model, the mere act of
deleting the data from data holder’s storage is inadequate. This inadequacy stems from
the inherent ability of ML models, particularly complex deep neural networks (DNNs), to
potentially memorize intricate patterns present within the training data (Arpit et al., 2017;
Zhang et al., 2017). These models can retain information in their parameters, inadver-
tently revealing information about the data they were trained on. This vulnerability is
exploited through various attacks like the membership inference attack (Shokri et al., 2016;
Choquette-Choo et al., 2021) and the model inversion attacks (Fredrikson et al., 2015;
Struppek et al., 2022). Therefore, it is essential for a trained ML model to go through an
unlearning process, purging the knowledge acquired from the data targeted for unlearning,
often referred to as targeted data. This necessity prompts an exploration into the realm
of machine unlearning; a process that selectively removes the influence of specific training
data samples from an already trained ML model (Xu et al., 2023; Bourtoule et al., 2020).
The objective of this process is to ensure that, after unlearning, the model demonstrates
behavior akin to a model that has never been trained on the target data.

Machine unlearning proves invaluable not only in safeguarding privacy but also instru-
mental in enhancing model security and resilience against adversarial attacks, especially
data-poisoning attacks (Steinhardt et al., 2017). In such attacks, adversaries inject care-
fully crafted malicious data into the training set to influence the model’s behavior and
undermine its trustworthiness. Machine unlearning serves as a defense mechanism against
these attacks by selectively forgetting manipulated data, thus restoring the model’s in-
tegrity. Additionally, machine unlearning enhances the adaptability of models in dynamic
environments over time. It becomes indispensable in selectively discarding outdated knowl-
edge acquired from obsolete data, enabling models to stay agile and relevant in evolving
scenarios. This strategic forgetting of obsolete information is paramount, ensuring that the
model remains robust and efficient.

Numerous studies in the literature have investigated the nascent field of machine un-
learning. These efforts can be broadly categorized into two groups: exact unlearning and
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approximate unlearning methods (Eisenhofer et al., 2023). Exact unlearning methods com-
pletely erase the influence of a target data on existing ML model. This is achieved by
excluding the target data samples from the training data set and then retraining the model.
As unlearning requests persist, the need to retrain the model from scratch becomes resource-
intensive, particularly due to the training of large-scale DNNs on data reservoirs. To tackle
this challenge, several efficient procedures for swift retraining (Cao and Yang, 2015; Brophy
and Lowd, 2021; Wu et al., 2020; Bourtoule et al., 2021; Neel et al., 2021) have been pro-
posed. On the other hand, approximate unlearning methods entail modifying the existing
model parameters in a way that the model behaves as if it has never seen the target data.
Selective forgetting through scrubbing (Golatkar et al., 2019), linear filtration (Baumhauer
et al., 2022), certified removal (Guo et al., 2020), and amnesiac unlearning (Graves et al.,
2020) are a few examples of this kind. A subgroup of approximate unlearning methods
perceives unlearning as an optimization problem (Jang et al., 2023; Warnecke et al., 2021;
Tarun et al., 2021; Chundawat et al., 2022), modifying the existing model parameters by
maximizing the loss related to the target data samples. Nevertheless, the majority of these
unlearning works are compromised by one or more of the ensuing issues:

1. The majority of existing approximate unlearning techniques e.g., (Graves et al., 2020;
Golatkar et al., 2019; Tarun et al., 2021), exhibit a degradation in model performance
after handling an unlearning request. This degradation becomes more pronounced
with an increase in the number of targeted data samples.

2. A few other existing unlearning techniques demand substantial storage capacity to
facilitate the deletion of target data samples. This issue arises from the retention of
storage-intensive models trained on data subsets (Bourtoule et al., 2021; Neel et al.,
2021) or the storage of updates made to model parameters during training (Graves
et al., 2020).

3. Most prevailing unlearning techniques make use of retained data, i.e., the original
training data excluding the targeted data, during the unlearning process. Certain
unlearning techniques, exemplified in (Graves et al., 2020; Tarun et al., 2021), involve
a brief fine-tuning phase on the retained data for a limited number of iterations to
restore model performance as it was before the unlearning. It is important to note
that the fast yet effective machine unlearning (FMUL) method (Tarun et al., 2021)
utilizes a subset of the retained data set during the unlearning procedure (in a noisy
form), and also employs the original retained data during the repair step, which is a
fine-tuning phase to restore model efficacy.

Our Contributions

This paper aims to address the aforementioned concerns while effectively erasing the impact
of targeted data from an already trained model. Our contributions are as follows:

e We advocate for adopting layer-wise pruning in tandem with conventional amnesiac
unlearning to efficiently erase the targeted data from an already trained model. The
proposed method, termed partial amnesiac unlearning, selectively discards a portion
of the updates made to the model layer-by-layer basis during the training phase and
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stores them for subsequent use in the unlearning phase. In the unlearning phase,
subtracting the layer-wise pruned updates from the trained model efficiently erases
the impact of target data while preserving the model’s efficacy on retained data. A
critical aspect of the proposed partial amnesiac unlearning is that it does not require
any brief fine-tuning following the unlearning phase. Furthermore, storing the pruned
updates significantly reduces storage space requirements in contrast to conventional
amnesic unlearning (Graves et al., 2020).

e We propose to integrate layer-wise partial-updates (Godavarti and Hero, 2005) into
label-flipping- and optimization-based unlearning. Employing layer-wise partial up-
dates during the unlearning phase strategically mitigates the potential negative impact
on model efficacy. This approach aims to maintain the model’s effectiveness on re-
tained data while efficiently erasing the impact of target data from the trained model.

e We conduct a comprehensive empirical assessment to demonstrate the effectiveness
of the proposed unlearning methods, wherein the membership inference metric serves
as a key performance indicator. Our analysis encompasses diverse data sets such as
MNIST (LeCun et al., 2010), and street view house numbers (SVHN) (Netzer et al.,
2011), CIFARI10 (Krizhevsky and Hinton, 2009) and medical MNIST (MEDMNIST)
(Yang et al., 2022). Further, we explore various neural network architectures, includ-
ing multilayer perceptron (MLP) with 2 fully connected layers, the well-known Lenet
(LeCun et al., 1998), AlexNet (Krizhevsky et al., 2012), 11-layer and 19-layer visual
geometry group networks (VGGs) (Simonyan and Zisserman, 2015a), 9-layer, 18-layer
and 50-layer residual networks (ResNets) (He et al., 2016), as well as a simple Vision
transformer with depth 4 (Simple ViT) and the large ViT model of depth 24 (Doso-
vitskiy et al., 2021). Our experimental results consistently highlight the superiority
of the proposed methods over their conventional counterparts.

2. Related Work

A naive method to ensure information erasure involves discarding target data samples from
the training data set and then retraining an ML model from scratch. However, initiating
retraining from scratch for each unlearning request would demand a substantial amount of
resources and time. To devise a more efficient alternative, various efforts have been made in
the literature. The concept of unlearning was initially introduced in (Cao and Yang, 2015)
to facilitate the forgetting of training data samples from trained ML model. This approach
represents the learning algorithm in a summation form, where each summation is the sum
of transformed data samples. To fulfill an unlearning request, this approach simply updates
the summations, making it faster than retraining from scratch.

Further advancements include the data removal-enabled (DaRE) forests, a variant of
random forests proposed in (Brophy and Lowd, 2021), which facilitates the removal of
training data with minimal retraining. The DeltaGrad algorithm, presented in (Wu et al.,
2020), facilitates the swift retraining of stochastic gradient-based machine learning algo-
rithms when forgetting a limited set of data samples. DeltaGrad is applicable for strong
convex and smooth objective functions. In (Bourtoule et al., 2021), a deterministic deletion
procedure named sharded, isolated, sliced, and aggregated training (SISA) has been intro-
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duced. In the SISA framework, the entire data set undergoes random partitioning into K
non-overlapping parts, commonly referred to as shards, which are further divided into slices.
Each shard independently undergoes model training, and the resulting separate models are
subsequently averaged to produce the final model. Notably, SISA mitigates the necessity
for complete retraining, as the model can be specifically retrained on the shard where the
deletion request has been initiated.

Despite its simple procedure, SISA’s performance is greatly influenced by the number of
shards and deletion requests, and the distribution of data within those shards. Further, SISA
is susceptible to membership inference attacks, particularly when an adversary possesses
the ability to observe both the model before and after the removal of a specific user’s data
point (Chen et al., 2021). This concern was addressed in (Neel et al., 2021) by implementing
a differential privacy mechanism over the shard models before aggregating them to generate
the final model. All these retraining techniques are termed as exact unlearning methods,
as the resultant model has not been exposed to the target data.

Another category of unlearning algorithms, known as approximate unlearning methods,
modifies the already trained model parameters to ensure that the model behaves as if it
has never encountered the targeted data. Approximate unlearning methods circumvent the
need for retraining, requiring fewer resources compared to exact unlearning methods. In
(Golatkar et al., 2019), a quadratic scrubbing procedure based on Newton’s update has
been proposed. This method uses the identities of gradient and Hessian to selectively
erase information from an already trained model. The linear filtration method proposed in
(Baumhauer et al., 2022) applies a linear transformation to the logits of a classifier, designed
to handle class-wide deletion requests in a computationally efficient manner. In (Guo et al.,
2020), a certified data removal mechanism has been proposed based on Newton’s update.
This method ensures the removal of data up to the level of differential privacy guarantees.

The amnesiac unlearning method proposed in (Graves et al., 2020) stores the details
of data samples presented in each batch, along with their corresponding contributions to
the model during training. In the unlearning phase, the contributions made by the target
data samples are subtracted from the trained model. In (Jang et al., 2023; Warnecke et al.,
2021), the unlearning process involves retraining the already trained model for a limited
number of steps on the target data. These strategic approaches aim to maximize the loss
instead of minimizing it. Motivated by the error-minimizing noise framework (Huang et al.,
2021), a method for generating error-maximization noise in the context of unlearning has
been introduced in (Tarun et al., 2021). This method learns the noise that maximizes the
loss on target data samples. In (Chundawat et al., 2022), error-minimization and maximiza-
tion concepts are integrated for efficient unlearning. A novel adaptive machine unlearning
approach leveraging attention mechanisms has been introduced in (Shaik et al., 2023). This
approach computes attention scores for each data sample in the data set and incorporates
these scores into the unlearning process. The exploration of unlearning concepts has been
extended into the realm of graph data in (Chen et al., 2022). A preliminary extension of
machine unlearning within federated network settings has been explored in (Liu et al., 2021;
Wu et al., 2022; Sheng et al., 2024).
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3. Preliminaries

In this section, we provide a concise overview of machine learning, delve into the intriguing
concept of machine unlearning, and present a very brief overview of selective prominent
machine unlearning algorithms relevant to our work. We systematically introduce the es-
sential notation, paving the foundation for a clear presentation of the proposed algorithms.
It is worth to emphasize that our focus throughout this paper is specifically on supervised
learning.

3.1 Machine Learning

Consider a training data set D consists of N number of data pairs {x;, yl}f\; 1; where x; is ith
input data sample (e.g., an image) and y; is its corresponding reference (e.g., class label).
The objective in supervised learning is to identify the nonlinear function f, parametrized
by a DNN model w, which characterizes the relationship between input data samples x;
and their corresponding references ;. This relationship is expressed mathematically as
f: X =Y, where X and ) represent the spaces encompassing all input data samples and
references, respectively.

Learning the DNN model parameters w entails minimizing the empirical risk £(D,w),
measure how effectively the model w maps data samples x; to their corresponding references
y;, for i =1,2,..., N. For example, in the context of classification task, cross-entropy is a
widely recognized loss function, defined as:

N C
ZZ Yie - log(f(xi)e), (1)

where C' denotes the number of classes and y; . = 1 if the true label for data sample x;, i.e.,
y; is class ¢ and 0 otherwise. The predicted probability of the DNN model for class ¢ given
the input x; is denoted as f(x;).. The model parameters w can be learned recursively by
following a steepest descent search on L£(D,w). The batch gradient descent recursion for
updating the model parameters is:

L(D,

Z\H

We = We_1 —a VuL(D,w) , (2)

We—1

where w,. and w._1 are the model parameters from the current and previous epochs, respec-
tively. VwL(D, w) is the gradient of the loss function with respect to model parameters w
and « is the learning rate. To improve computational efficiency, it is often preferable to use
minibatches of data D, for b= 1,2, ..., B, rather than the entire data set D during train-
ing. The minibatch gradient descent recursion for updating the model parameters during
epoch e is:

Web = Wep—1 — & VW‘C(Zjba W) ) (3)

We b—1

with we o = we_1. After processing the final minibatch with index B, the updated model
parameters w, g initiate the subsequent epoch e 4+ 1. This process continues until conver-
gence is achieved.
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3.2 Machine Unlearning

Consider a scenario where a DNN model, parameterized by w, is trained on a data set
D. Let D; be the targeted data set, which includes only the data samples designated for
deletion. Additionally, let D, is the retained data set, which is the original training data
set with excluding targeted data, i.e., D, = D\ D;, where \ is the set minus operator. The
goal of machine unlearning is to erase the impact of the target data D, from the trained
model w. Subsequently, the resulting model post-unlearning, denoted as w’, is expected to
perform on the retained data set D, similar to the model before unlearning.

3.2.1 SHARDED, ISOLATED, SLICED, AGGREGATION (SISA)

The SISA training exhibits some resemblance to that of distributed training strategies. In
SISA training (Bourtoule et al., 2021), the original data set D is partitioned into S disjoint
shards denoted as Dy, for s = 1,2,...,5. Each shard Dy, for s =1,2,..., 5, is subsequently
divided into R slices denoted as D, for r = 1,2,..., R. The training process for each
shard s begins with the initial training of a model w1 on the first slice Dy, with the
resulting parameters are stored. Subsequently, the model, initially trained on the first slice
W, 1, undergoes additional training on the second slice D, 2, and the parameters of the
resulting model w, o are stored. This iterative process continues until training is completed
on the Rth slice and the parameters of wg g are stored. The final model, denoted as w, g,
represents the shard model wg. Finally, the shard models wg, for s = 1,2,...,5, are
aggregated to form a comprehensive final model.

When an unlearning request arises to delete specific data samples, retraining becomes
necessary only for the shard model whose shard contains the target data samples. The
retraining process can be swiftly performed by utilizing the model parameters, stored before
the training on the slice containing the data sample marked for unlearning.

SISA exhibits several limitations. Firstly, if the data set is partitioned in a non-i.i.d
manner, the resulting final model accuracy tends to be notably low. Secondly, when un-
learning requests arise simultaneously on multiple shards, the retraining process demands
a substantial amount of computational resources and time. Lastly, the performance of the
final model is significantly dependent on the number of shards and slices employed.

3.2.2 AMNESIAC UNLEARNING

Amnesiac unlearning (Graves et al., 2020) selectively erases acquired knowledge associated
with the targeted data. During the training process, the data holder, responsible for training
an ML model, actively keeps track of the details of data samples within the data set, precisely
noting which data samples appear in each batch. Additionally, the data holder also stores
the corresponding updates made to the model parameters. This systematic storage of
information serves as a crucial repository, ensuring a comprehensive record of the model’s
learning journey.

Upon receiving an unlearning request, the data holder takes action by removing the
updates incorporated into the model from the specific batches containing the targeted data
samples. Let w be an already trained model, and B; denotes the set of batches containing
the targeted data samples. Then, the amnesic unlearning generate the new model w’ by
effectively removing the impact of the targeted data from the already trained model w as
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(Graves et al., 2020):

E
w=w— Z Z Aw,p, (4)

e=1 beB;

where E denotes the number of epochs that the training phase has been carried out and
Aw,, represents the contribution made by minibatch b to the model parameters w during
epoch e of the training phase.

Amnesiac unlearning has proven to be effective in erasing the influence of a limited
number of targeted data samples on trained model. As the number of affected batches
increases, the resulting model efficacy after amnesiac unlearning diminishes proportionally.
Furthermore, amnesiac unlearning exhibits diminished model efficacy on retained data when
higher batch sizes are employed. It is important to emphasize that when a larger number
of batches is affected, the model requires a brief retraining phase following the amnesic
unlearning step to restore its performance. Notably, the implementation of amnesic learning
demands substantial storage space to accommodate the tracking of updates made to the
model parameters during training.

3.2.3 LABEL-FLIPPING-BASED UNLEARNING

The objective of unlearning through label-flipping is to intentionally obscure the model’s
comprehension of the targeted data, ensuring it possesses no valuable knowledge about that
specific data . In this method, incorrect labels are randomly assigned to the targeted data
samples. Subsequently, the network undergoes retraining through multiple iterations using
this modified targeted data to fortify the intentional obfuscation (Graves et al., 2020). To
unlearn an entire class, every example within that class needs to be assigned with a randomly
chosen incorrect label. On the other hand, to unlearning a particular set of examples,
assigning a few examples with erroneous labels is sufficient. The study in (Graves et al.,
2020) recommends to retrain the model on the modified data only for a very few iterations
for efficient unlearning.

3.2.4 OPTIMIZATION-BASED UNLEARNING

In the optimization-based unlearning, the network undergoes a few iterations of retraining
on the targeted data set D; with objective to maximize the empirical loss instead of mini-
mizing it. The optimization-based unlearning obtains the modified model, denoted as w’,
from the already trained model w using the batch gradient descent rule as follows:

w.=w,_ | +a VuL(D,w) , (5)

where w(, = w and ¢ is the learning rate of the retraining.

Although label-flipping and optimization-based unlearning methods effectively erase the
knowledge of targeted data from trained models, the resulting models often perform worse
on the retained data compared to their performance prior to unlearning.
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4. Proposed Machine Unlearning Algorithms

In this section, we introduce a new class of unlearning algorithms referred to as layer-
wise partial machine unlearning algorithms. Unlike conventional unlearning methods that
erase targeted knowledge without regard for what has been learned from retained data, our
approach introduces a selective, layer-wise erasure mechanism. By focusing on the internal
representations within each layer, particularly those most critical for task-specific decisions,
the proposed layer-wise erasure enables controlled and localized knowledge deletion. This
allows us to preserve generalizable features while effectively removing targeted knowledge.
This contrasts with existing methods that apply uniform erasure across the network, often
leading to over-forgetting and degraded performance on retained data.

We integrate this layer-wise erasure mechanism into three state-of-the-art unlearning
paradigms: amnesiac unlearning, label-flipping-based unlearning, and optimization-based
unlearning. These adaptations give rise to a novel class of layer-wise partial machine un-
learning algorithms, described in the following sections, that aim to efficiently erase the
targeted knowledge while maintaining performance comparable to that before unlearning.

4.1 Partial Amnesiac Unlearning

As in conventional amnesia unlearning, subtracting the entire update associated with spe-
cific batches containing the targeted data adversely affects the model’s performance. This
happens because these updates include contributions not only from the targeted data but
also from the retained data presented in those batches. Hence, the resultant model from
conventional amnesiac unlearning exhibits poor performance on retained data, necessitat-
ing resource-intensive fine-tuning to restore model performance, especially for large-scale
DNNs. Furthermore, to keep track of the updates made to the model during training
phase, conventional amnesiac unlearning requires substantial storage space.

The proposed partial amnesiac unlearning effectively tackles these challenges by incor-
porating layer-wise selective pruning into the conventional amnesiac unlearning. During
training phase, partial amnesiac unlearning prunes the updates made to the model layer-
by-layer basis and store the pruned updates instead of retaining the entire update. Let
Aw,; represent the contribution made by batch b during epoch e, and Aw; .} denote the
update corresponding to the /th layer in the DNN model. Then, partial amnesiac unlearning
prunes Aw; . ;, and obtains its pruned version Aw; . as

EV/Vl,e,b =P, 0 AWy, (6)

where P; is the pruning matrix whose size is the same size as that of the [th layer of the
DNN model. The elements of P; are either 1 or 0. The symbol ©® denotes the elementwise
product or Hadamard product operator. The position of ones in P; dictates which weights
in the updates are going to be subtracted from the trained model. Furthermore, the number
of zeros in P; is determined by the pruning percentage.

In a nutshell, partial amnesiac unlearning sets certain weights in the update for each
layer to zero before storing it. This process repeats for every layer in the DNN model,
with percentage of pruning decreases as we move deeper in the network, until the model
w is fully trained. It is important to highlight that storing the pruned update requires



GOGINENI AND NADIMI

less storage space compared to storing the entire update. As a result, partial amnesiac
unlearning demands less storage compared to its conventional counterpart.

Algorithm 1 Partial Amnesiac Unlearning

Require: Data set D in batches, number of epochs E, layer-wise pruning percentage {p;},
pruning mode € {Random, Magnitude, Global}
1: Initialize model weights w
2: Create empty update storage S
3: fore=1to E do > Training Phase
4: for batch b in D do

5: Compute update Aw,

6: for each layer [ do

7 Construct pruning matrix P; using p; and pruning mode
8: Prune layer update: Aw; ., = P; © Aw;

9: end for - -

10: Concatenate across layers: Awe, = @; Awjcp

11: Store Zv/ve,b inS

12: Update model: w < w + Aw,

13: end for

14: end for

Require: Targeted data batch index set B;
15: Set w' + w

16: for all (e, b, Kv/ve?b) € S where b € B; do > Unlearning Phase
17: w —w — Aw,y,
18: end for

19: return Unlearned model w’

During the unlearning phase, partial amnesic unlearning subtracts the stored pruned
updates Aw, corresponding to the specific batches containing the targeted data. Let B;
denotes the set of batches containing the data samples of targeted data. Then, the partial
amnesic unlearning generate the new model w’ from the trained model w as:

E
w=w— Z Z Kv/v@b. (7)

e=1beB;

By selectively removing only a portion of the contribution from specific batches made to
the model during the training phase, the proposed partial amnesiac unlearning minimizes
the loss of knowledge acquired from the retained data in those batches. This approach
guarantees the preservation of valuable knowledge from the retained data while effectively
erasing the influence of targeted data from the model.

Within the framework of partial amnesiac unlearning, we explore three distinct pruning
mechanisms, such as layer-wise random pruning, layer-wise magnitude-based pruning, and
global pruning. Layer-wise random pruning involves randomly removing the parameters

10
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from the model. Layer-wise magnitude-based pruning, on the other hand, identifies and re-
moves parameters based on the magnitude, typically removing those with lower magnitudes.
Global pruning, in contrast, involves the removal of a fixed percentage of the least impor-
tant parameters across the entire DNN model. It is important to highlight that when the
pruning percentage for each layer of the DNN is set to zero, the proposed partial amnesiac
unlearning transforms into conventional amnesiac unlearning.

Given that initial layers of a DNNs play a crucial role in learning fundamental represen-
tations, a prudent approach is to employ more aggressive pruning in these initial layers of
the update. As we traverse deeper into the network, the pruning percentage can be grad-
ually decreased. This strategy aims to preserve the low-level representations of retained
data within the model, preventing the inadvertent removal of essential learned features dur-
ing the unlearning process. The proposed partial amnesiac unlearning is summarized in
Algorithm 1.

4.2 Layer-wise Partial Updates induced Label-Flipping-based Unlearning

Assigning incorrect labels to the targeted data set D; and updating the trained model w
for a limited number of iterations can effectively erase the targeted knowledge. However,
when such updates are applied indiscriminately across all layers of the model, they may
distort useful representations learned from the retained data. In DNNs, the final layers
are typically responsible for task-specific decisions such as class predictions in classification
tasks. Fully updating these layers using incorrectly labeled data can degrade the model’s
ability to distinguish between classes, resulting in performance drops on the retained data.
By introducing partial updates that prioritize early layers while limiting updates to deeper
layers, our method aims to unlearn targeted data with minimal disruption to retained
knowledge.

To address this issue, we propose to utilize layer-wise partial update mechanism that
selectively adjusts weights across different layers during unlearning. The proposed approach
leverages the observation that initial layers in DNNs learn fundamental, task-agnostic rep-
resentations that are shared across classes. These features are more resilient to label noise
and input perturbations, and contribute significantly to the model’s ability to generalize.
Hence, performing full updates in these layers can help the model realign shared features
without harming generalization. In contrast, deeper layers encode class-specific features
and are more sensitive to label correctness. Updating them using flipped labels may distort
the decision boundaries and degrade the model’s performance on retained classes.

Let Dj be the modified targeted data with incorrect labels. Layer-wise partial-updates
induced label-flipping-based unlearning obtains the new model w’ from the trained model
W as:

W/e = Wé—l —a’ 6\J\’V’E(Dllfv W/) ) (8)
e—1
where VA/W/E(D,'S, w') represents the layer-wise partial gradient of the loss, i.e., a fraction of
the actual gradient VyL(D;, w') with w{, = w (the original model parameters), and o' is
the learning rate of the unlearning. In VAJWIE(DQ, w’), the Ith layer partial gradient, denoted
by Vw,L(D;, w') is:
VWE (D,{L,W/) = Sl,e ® VWEE(DI/‘/,W/), (9)
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Algorithm 2 Layer-wise Partial Updates Induced Label-Flipping-based Unlearning

Require: Trained model w, targeted data D, learning rate o', number of unlearning
epochs FE, layer-wise pruning percentage {p;}

1: Initialize unlearning model: w{ < w

2: Initial selection matrices {S; o} for all layers [

3: Randomly flip the original labels and obtain the modified targeted data D;
4: for e=1to E do > Unlearning Phase
5: for each layer [ do

6: Compute actual gradient: V., L(Dj, wi_y)

7: Apply layer-wise pruning: VNWZE =810 szﬁ(Dé, w._q)

8: end for - -

9: Aggregate layer-wise partial gradients: VL = @, ngﬁ

10: Partially update model: W/, < w’,_| — o/ - V' L

11: for each layer [ do

12: Update selection matrix: S; . - CircularShift(S;._;)

13: end for

14: end for

15: return Unlearned model w’

where VWEE(DQ, w’) is the actual gradient corresponds to [th layer of DNN model. S;. is
the selection matrix, containing elements of either zero or one. The positions of ones in
Si.c determine which weights of the [th layer receive updates during epoch e. The selection
matrix for the next epoch S;.yi, can be obtained by performing a simple circular shift
operation on the selection matrix of the current epoch S; .. If all elements of the selection
matrix S; . are set to one, the proposed layer-wise partial updates induced label-flipping-
based unlearning reduces to its conventional counterpart. The proposed layer-wise partial
updates induced label-flipping-based unlearning is summarized in Algorithm 2.

To maximize unlearning efficacy while preserving generalization, we recommend config-
uring the selection matrices to allow denser updates in the initial layers and progressively
sparser updates in the deeper layers.this strategy helps to preserve essential generic features
while mitigating the risk of distorting class-specific representations.

Importantly, this approach is not equivalent to using smaller layer-specific learning rates.
While a small learning rate scales down the magnitude of all parameter updates, it does
not restrict which parameters are getting updated. In contrast, our method explicitly
enforces sparsity in the updates, i.e., only a subset of parameters is modified, leading to
quite different behavior. For instance, a small learning rate would still gradually update
all weights, potentially overwriting useful knowledge over time. Our method avoids this
by selectively preventing updates to most weights, thereby improving control over which
information is retained and which is removed. This targeted update strategy can lead to
better retention of general, features while still enabling effective unlearning.

12
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Algorithm 3 Layer-wise Partial Updates Induced Optimization-based Unlearning

Require: Trained model w, targeted data D;, number of epochs E, learning rate o, layer-
wise pruning percentage {p;}
1: Initialize unlearning model: w{ < w
2: Initialize selection matrices {S; o} for all layers !
3: fore=1to F do > Unlearning Phase
4 for each layer | do
5: Compute gradients V' L(Dy, w,_;)
6 Apply layer-wise pruning;: QE =Se-10 ngﬁ(pt, w._1)
7 end for - -
8 Aggregate layer-wise partial gradients: VL = @, VW;E
9: Partially update model: w, < w._; + o'V L
10: for each layer [ do
11: Update selection matrix: S; . < CircularShift(S;._1)
12: end for
13: end for
14: return Unlearned model w’

4.3 Layer-wise Partial Updates induced Optimization-based Unlearning

Updating the trained model w on the targeted data set D; by maximizing its empirical
loss is a well-established approach to erasing target data knowledge. However, when such
updates are applied uniformly across all layers, they can disrupt essential, task-agnostic
representations that contribute to generalization. As a result, performance on the retained
data may drop significantly.

To address this limitation, we propose to utilize layer-wise partial update mechanism
that selectively modifies the model during optimization-based unlearning. This approach
leverages the observation that early layers in DNNs tend to encode low-level, general-
purpose features shared across classes. Updating these layers with gradients designed to
increase the loss on D; may corrupt general knowledge, leading to excessive forgetting. By
restricting updates to deeper layers and limiting the amount of updates in earlier layers,
the proposed strategy allows targeted erasure with minimal impact on retained knowledge.

Layer-wise partial updates induced optimization-based unlearning obtains the new model
w’ from the trained model w as:

W, =W, +a Vo L(Dy,w)| (10)

We_1
where VA/W/E(Dt, w’) represents the layer-wise partial gradient of the loss, i.e., a fraction of
the actual gradient V. L(D;, w') with w = w (the original trained model parameters),

and o is the learning rate of the unlearning. In V. £L(D;, w’), the Ith layer partial gradient,
denoted by ﬁgﬁ(l)t, w’) is same as given in (9). The proposed layer-wise partial updates
induced optimization-based unlearning is summarized in Algorithm 3.

When employing layer-wise partial updates into optimization-based unlearning method,
it is recommended to configure the selection matrices to update a fewer parameters in the

13
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initial layers and gradually increase the number of updated parameters as the network depth
increases. In this way it is possible to preserve essential generic features while selectively
modifying class-specific representations, allowing the erasure of targeted class knowledge.

5. Experimental Results

Extensive experiments were conducted to evaluate the efficacy of the proposed class of
unlearning methods and provided comparison to their naive counterparts. We considered
the model accuracy on the targeted data and retained data as performance indicator.

5.1 Experimental Hardware Setup

All experiments were performed in Python 3.11 and use the PyTorch deep learning library
Paszke et al. (2019). The system was equipped with an NVIDIA Tesla V100 GPU with
48GB of memory.

5.2 Data Sets

Four diverse data sets were considered in our experiments, three from computer vision
domain and the other from medical domain. This deliberate choice allows for a thorough
assessment of the effectiveness and generalizability of our proposed methods across varied
domains, ensuring the reliability and applicability of our experimental results.

1. MNIST Handwritten Digits data set (LeCun et al., 2010): is a widely recognized
benchmark datset, comprises a total of 70,000 grayscale images, with 60,000 images
designated for training and 10,000 images for testing. Each image is of size 28 X
28 pixels depicting handwritten digits from 0 to 9. Each image is accompanied by
corresponding labels indicating the digit represented.

2. Street View House Numbers (SVHN) data set (Netzer et al., 2011): is derived from
real-world street images, designed for multi-class classification of the 10 digits (0
through 9). The data set comprises 99,289 color images in the training set, 73,257
color images in the test set. Each image, depicting a digit from house number plates,
has a resolution of 3 x 32 x 32 pixels. Due to its diverse and realistic collection of
digit images, capturing variations in lighting, occlusion, and background noise, the
SVHN data set provides a challenging benchmark for image classification algorithms,
making it a valuable resource for advancing research in computer vision and machine
learning.

3. CIFAR10 Image data set (Krizhevsky and Hinton, 2009): is another prominent bench-
mark data set, consisting of a total of 60,000 color images, with 50,000 images al-
located for training and 10,000 images for testing. The data set is organized into
10 classes, with 6000 images per class.. Each image, depicting an object from one
of the class, with a resolution of 3 x 32 x 32 pixels. The CIFAR-10 data set brings
richness to the evaluation of image classification algorithms through its diverse and
comprehensive collection of real-world images.
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MEDMNIST-OrganAMNIST Medical Image data set (Yang et al., 2022): is a publicly
available benchmark data set for medical image analysis. Derived from 3D-computed
tomography (CT) images sourced from the Liver Tumor Segmentation Benchmark
(LiTS) (Bilic et al., 2023), the data set is tailored for multi-class classification of 11
body organs. With a total of 58, 850 grayscale images, the data set is partitioned into
34,581 training images, 6,491 validation images, and 17,778 testing images. Each
image, depicting a body organ, possesses a resolution of 1 x 224 x 224 pixels. The
OrganAMNIST data set enhances the experimental evaluation of image classifica-
tion algorithms, bringing richness through its diverse and comprehensive collection of
medical domain images.

5.3 Network Architectures

Multi-layer Perceptron (MLP): comprises two fully connected layers. The hidden layer
consists of 500 neurons.

LeNet: one of the foundational models in the development of modern CNNs (LeCun
et al., 1998). LeNet typically consists of seven layers, including three convolutional
layers followed by two pooling layers and two fully connected layers.

AlexNet: winner of the ImageNet large scale visual recognition challenge (ILSVRC)
in 2012, which significantly advanced the field of computer vision. Layer wise details
of AlexNet can be found in (Krizhevsky et al., 2012).

VGG11 and VGG19: are variants of visual geometry group (VGG) models, employs a
uniform structure of stacked 3 x 3 convolutional layers followed by max-pooling layers
for spatial dimension reduction (Simonyan and Zisserman, 2015a).

ResNet9, ResNet18 and ResNet50: are variants of the residual network (ResNet)
architecture, typically consist of several residual blocks, each containing convolutional

layers and shortcut connections followed by a single fully connected layer (He et al.,
2016).

Simple ViT and ViT-Large: are variants of vision transformers (ViTs) (Dosovitskiy
et al., 2021). Of these, Simple ViT consists of 4 Transformer encoder layers, each
equipped with six-headed self-attention mechanisms and MLP blocks. The ViT-Large
model comprises 24 encoder layers, each with 16-headed self-attention mechanisms and
MLP blocks.

5.4 Assessment of Partial Amnesiac Unlearning

5.4.1 PERFORMANCE COMPARISON: PARTIAL AMNESIAC UNLEARNING VERSUS

STATE-OF-THE-ART METHODS

We evaluated the performance of the proposed partial amnesiac unlearning method across
several benchmark data sets, including MNIST, CIFAR10, SVHN and OrganAMNIST.
This evaluation encompassed a variety of architectures, ranging from simple MLP to more
complex CNNs and ViTs. During the evaluation, we ensured zero accuracy on the targeted

15



GOGINENI AND NADIMI

data set, while assessing the performance on the retained data set. In the MNIST data
set, class 3 was chosen as the targeted data, while the other classes were considered to be
retained data. For CIFAR10 and SVHN data sets, class 3 was targeted; in Organ AMNIST,
class 2 was designated as the targeted class.

We compared the proposed partial amnesiac unlearning with random pruning against
several state-of-the-art unlearning techniques: naive retraining, which serves as the baseline;
SISA, implemented with 8 shards, each having 4 slices; FMUL; and conventional amnesiac
unlearning. For a fair comparison, both FMUL and conventional amnesiac unlearning were
evaluated without repair and fine-tuning steps, respectively. The results are presented in
Table 1.

Table 1: Performance comparison of the proposed partial amnesiac unlearning with ran-
dom pruning against the state-of-the-art unlearning techniques, such as naive re-
training, SISA (Bourtoule et al., 2021), FMUL (Tarun et al., 2021) and amnesiac
unlearning (AUL) (Graves et al., 2020). Model accuracy (in %) on retained data
set is presented while the model accuracy on targeted data set being zero.

Retraining | SISA | FMUL | AUL | Proposed

MLP 97.85 | 96.27 | 92.58 | 59.58 95.39

MNIST LeNet 97.80 | 92.21 | 98.00 | 65.89 97.11
ResNet9 99.24 | 96.62 | 99.46 | 74.81 98.62

VGG11 77.18 | 61.15 | 73.80 | 16.77 75.46

CIFARI10 ResNet18 73.61 | 67.02 | 67.42 | 13.64 73.72
Simple ViT 65.77 | 57.78 | 62.64 | 21.66 63.27

VGG19 93.72 | 88.71 80.51 | 22.29 90.12

SVHN ResNet18 92.23 | 88.73 | 86.06 | 17.24 89.57
Simple ViT 90.50 | 80.78 | 86.31 | 24.25 88.39

AlexNet 87.71 | 76.86 | 86.51 | 40.73 81.30
OrganAMNIST | ResNet50 92.79 | 80.21 | 88.36 | 18.03 89.89
ViT-Large 86.77 | 76.45 | 83.76 | 15.15 85.00

From Table 1, it is evident that SISA performs effectively on simpler data sets like
MNIST and with shallow network architectures. However, it struggled with deeper ar-
chitectures and more complex data sets, such as CIFAR-10, SVHN and OrganAMNIST.
Furthermore, our experiments revealed that SISA’s performance significantly drops when
data is distributed across shards in a non-i.i.d manner.

On the other hand, FMUL, without the repair step, achieves performance comparable
to naive retraining for the MNIST data set. However, it exhibited performance drop for
CIFAR10, SVHN and OrganAMNIST data sets. Further, FMUL relies on a subset of the
retained data set during the unlearning process, which sets it apart from methods that do
not utilize any retained data for unlearning, such as conventional amnesiac unlearning, and
our proposed partial amnesiac unlearning.

When it comes to conventional amnesiac unlearning without fine-tuning, there is a sig-
nificant performance drop for all data sets. This decline in performance can be attributed
to the intrinsic nature of conventional amnesiac unlearning, which not only removes the rep-
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resentations of targeted data from trained models but also erases representations acquired
from the retained data.

Whereas, the proposed partial amnesiac unlearning adeptly mitigates this detrimental
effect, exhibiting better performance consistently across all data sets and network architec-
tures. This is accomplished by selectively subtracting the layer-wise pruned model updates,
rather than discarding the entire updates made by the affected batches to the model during
the training process. Subtracting pruned updates, with the pruning amount decreasing as
going into deeper into the network, mitigates the disturbance of representations acquired
from retained data in the affected batches. As a result, the proposed partial amnesiac un-
learning method showcases model efficacy comparable to the performance of naive retrain-
ing. It is worth noting that this performance is achieved without requiring any fine-tuning
post-unlearning and with less storage space compared to conventional amnesiac unlearning.

5.4.2 MODEL BEHAVIOR DURING TRAINING AND UNLEARNING PHASES

To investigate the effectiveness of the proposed partial amnesiac unlearning, we plotted
model behavior during training and unlearning phases and made direct comparisons with
conventional amnesiac unlearning. Similar to the previous experiment, specific classes were
designated as the targeted data. In the MNIST, CIFAR, and SVHN data sets, class 3 was
chosen as the targeted data, while the other classes were considered to be retained data.
For OrganAMNIST, class 2 was designated as the targeted class.

Initially, various models were trained for 8 epochs with a batch size of 128 across dif-
ferent data sets: a 2-layer MLP, LeNet, and ResNet9 for MNIST; VGG11, ResNet18, and
SimpleViT for CIFAR-10; VGG19, ResNetl8, and SimpleViT for SVHN; and AlexNet,
ResNet50, and ViT-Large for OrganAMNIST. The learning rate was set to 0.001 for shal-
low networks, while deeper networks were trained with a lower learning rate of either 0.0005
or 0.0001, depending on their depth and complexity. After 8 epochs, an unlearning request
was initiated to erase the knowledge of the targeted class from the trained models. Both
the proposed partial amnesiac unlearning with random pruning and conventional amnesiac
unlearning (without any fine-tuning) were simulated to process the unlearning request.

The validation accuracy on targeted and retained data sets before and after unlearning
is illustrated in Figure 1. From MNIST results (first row), it is evident that conventional
amnesiac unlearning successfully erases the targeted data within 2 to 3 epochs but exhibits
a performance drop on the retained data. Whereas, the proposed partial amnesiac unlearn-
ing takes slightly longer time to remove the targeted data but maintains accuracy on the
retained data, similar to pre-unlearning performance.

A similar trend was observed for CIFAR-10 (second row) and SVHN (third row). Con-
ventional amnesiac unlearning effectively erases the targeted data knowledge from trained
models but shows significant performance drop on the retained data. Whereas, the proposed
partial amnesiac unlearning with random pruning, preserves the accuracy on the retained
data while effectively removing the impact of targeted data from trained models.

For OrganAMNIST (fourth row), which involves complex DNNs, the performance drop
of conventional amnesiac unlearning on the retained data is even more pronounced. The
partial amnesiac unlearning method again demonstrated superior performance, maintaining
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Figure 1: Comparison of model behavior between partial amnesiac unlearning and con-

ventional amnesiac unlearning during training and unlearning phases. 1st row:
MNIST data set with MLP (left), LeNet (middle), ResNet9 (right) architectures.
2nd row: CIFAR10 data set with VGG11 (left), ResNet18 (middle), SimpleViT
(right). 3rd row: SVHN data set with VGG19 (left), ResNet18 (middle), Sim-
pleViT (right). 4th row: OrganAMNIST data set with AlexNet (left), ResNet50
(middle), ViT-Large (right)

architectures. The vertical dashed line marks the unlearning request initiation.
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comparable accuracy on the retained data at levels similar to pre-unlearning while effectively
erasing the targeted data without requiring any fine-tuning.

In brief, the proposed partial amnesiac unlearning method consistently outperforms
conventional amnesiac unlearning by preserving model performance on retained data while
effectively removing targeted data across all data sets and neural network architectures. It
achieves this without requiring any additional fine-tuning or using retained data during the
unlearning process, making it a robust and efficient unlearning technique.

5.4.3 PERFORMANCE ON RETAINED DATA SET vS. AMOUNT OF PRUNING APPLIED TO
THE MODEL UPDATES

Next, we investigated the effectiveness of partial amnesiac unlearning for different levels of
layer-wise selective pruning, also referred to as sparsity levels. For this, we considered the
data sets such as MNIST, CIFAR10, SVHN, and OrganAMNIST, and the network archi-
tectures tested are MLP, CNNs such as LeNet and AlexNet, ResNet9, ResNet18, ResNet50,
VGG11, VGG19, SimpleViT and ViT-Large. The corresponding results depicting the accu-
racy on the retained data set versus the sparsity of model updates, are displayed in Figure
2.

In our results, zero sparsity (i.e., no pruning) corresponds conventional amnesiac un-
learning. On the other extent, model updates made during training were pruned as much as
possible while ensuring the unlearning model exhibited zero accuracy on the targeted data
set. If we prune beyond this point, i.e., the sparsity levels corresponds to red colour bar in
all plots, the targeted data cannot be completely erased from the model. After subtracting
these pruned updates from the trained model, the accuracy of the resulting unlearned model
on the retained data set is plotted. Additionally, the plots include performance values at
intermediate sparsity levels of 25% and 50% to illustrate the impact of various pruning ra-
tios. it is important to mention that the layer-wise pruning was applied only to the weight
parameters of model updates, leaving bias parameters untouched.

From Figure 2, it is evident that subtracting the entire model updates made during
training from trained model results in poor performance on retained data set. Furthermore,
storing whole model updates demands a significant amount of storage space. In contrast,
subtracting layer-wise pruned model updates—where the amount of pruning decreases as
we progress deeper into the network (e.g., pruning 90% in the initial layers and restricting
pruning to 50% to 40% in the final fully connected layers), preserves performance while
significantly reducing the storage space required to keep track of model updates made during
training. These results indicate that the proposed partial amnesiac unlearning achieves
improved performance performance on retained data sets, while requiring an average of
75% less storage space compared to conventional amnesiac unlearning. More importantly,
the proposed partial amnesiac unlearning eliminates the need for fine-tuning.

5.4.4 MODEL ACCURACY ON TARGETED AND RETAINED CLASSES

To elucidate the reduction in model effectiveness on the retained data after applying con-
ventional amnesiac unlearning, we present the model accuracy for specific randomly chosen
retained classes across various data sets. For instance, we examined classes 2, 7, and 9 in
MNIST, CIFARI10, classes 2, 5, and 8 in SVHN and classes 0, 6, and 10 in OrganAMNIST.
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Figure 2: Performance of partial amnesiac unlearning with random pruning on retained
data set versus amount of pruning applied to model updates. Zero sparsity cor-
responds to conventional amnesiac unlearning. 1st row: MNIST data set, 2rd
row: CIFARI10, 3rdrow: SVHN data set, 4throw: OrganAMNIST data set. The
sparsity associated with the red colour bar represents the maximum amount of
pruning that results in zero accuracy on targeted data.
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Network Retained Classes
Architecture Method Ded | Drt Class 271 | Class 71 | Class 9 T
MLP | (Graves et a,l.;2020) 0 59.58 89.72 0.38 99.60
MNIST Proposed 0 95.39 98.15 90.75 99.50
LeNet | (Graves et al., 2020) 0 65.89 54.36 96.01 98.81
Proposed 0 97.11 96.99 95.81 96.92
ResNet9 | (Graves et al., 2020) 0 74.81 3.58 98.44 0.09
Proposed 0 98.62 96.22 99.70 96.13
Class 271 | Class 71 | Class 9 T
VGGl | (Graves et al.;2020) 0 16.77 41.60 6.50 2.90
Proposed 0 75.46 82.80 87.20 75.20
(Graves et al., 2020) 0 13.64 1.20 0 0
CIFARILO ResNetl8 = p oposed 0 | 7372 | 4470 | 78.30 73.60
SimpleViT | (Graves et al., 2020) 0 21.66 22.60 0 0
Proposed 0 63.27 43.50 85.30 67.60
Class 2 1 | Class 51 | Class 8 1
(Graves et al., 2020) 0 22.29 0 0 0
VGG = Proposed 0 [90.12| 91.80 91.56 56.86
) (Graves et al., 2020) 0 17.24 0 48.40 92.46
SVHN ResNet18 = Proposed 0 [89.57| 9219 93.54 86.50
SimpleViT | (Graves et al., 2020) 0 |24.25 20.36 0 0
Proposed 0 88.39 95.63 87.83 79.27
Class 0 1 | Class 6 1T | Class 10 T
AloxNet | (Graves et al., 2020) [ 0 [40.73 [ 1.25 99.93 1.27
Proposed 0 81.30 36.67 98.78 74.52
(Graves et al., 2020) 0 18.03 37.45 0 0
OrganAMNIST | ResNet50 =5, osed 0 [89.89| 83.88 95.98 92.03
ViT-Large | (Graves et al., 2020) 0 15.15 3.37 0 0
Proposed 0 85.00 83.78 97.19 65.23

Table 2: Comparison of model efficacy between partial amnesiac unlearning and conven-
tional amnesiac unlearning on targeted and retained classes of MNIST, CIFARI10,
SVHN, and OrganAMNIST data sets.

These results are shown in Table 2. These results, shown in Table 2, illustrate how conven-
tional amnesiac unlearning affects the classification accuracy of retained classes, providing
a clear comparison of its detrimental effects.

The results clearly indicates that the conventional amnesiac unlearning is successful
in erasing the impact of targeted data from trained models, but adversely impacts the
classification accuracy of retained classes. For example, in the case of the MNIST data set
and MLP model, when erasing the knowledge of the targeted class (i.e., class 3) from the
trained model, conventional amnesiac unlearning completely eliminated the model’s ability
to identify class 7. Similarly, in the case of LeNet and ResNet9, the model’s capability to
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correctly identify class 2 is significantly compromised after the unlearning process. On the
other hand, employing the proposed partial amnesiac unlearning for erasing targeted class
from trained models shows a very minimal impact on the accuracy of the retained classes.

The detrimental effects of conventional amnesiac unlearning are more noticeable in the
CIFAR10, SVHN, and OrganAMNIST data sets. Table 2 displays the model accuracy for
specific retained classes. For instance, in the case of the CIFAR10 data set and the ResNet18
model, erasing the targeted class 3 from the trained model resulted in the complete erasure of
retained classes 2, 7 and 9. Similarly, in the case of the Organ AMNIST data set and the ViT-
Large model, erasing the targeted class 3 from the trained models resulted in the complete
erasure of retained classes 1, 6, and 10. The results in Table 2 underscore the significant
adverse impact of conventional amnesiac unlearning on retained classes, demonstrating
notably poor model efficacy for most retained classes. In contrast, the proposed partial
amnesiac unlearning method successfully erases the impact of the targeted class from the
trained models with minimal negative influence on the accuracy of the retained classes.

The rationale behind this lies in subtracting the pruned updates, as opposed to the entire
update made during training, which minimizes the adverse effects on the model’s behavior
in partial amnesiac unlearning. Additionally, applying more aggressive pruning to the initial
layers, with the pruning percentage decreasing as the network depth increases, shows no
detrimental impact on the model’s ability to learn fundamental features. Consequently, the
model after partial amnesiac unlearning exhibits better performance on the retained data
set and requires no brief fine-tuning, unlike in the case of conventional amnesiac unlearning.

5.4.5 ASSESSMENT OF PARTIAL AMNESIAC UNLEARNING USING CLASS ACTIVATION
MAPS

To further examine the performance decline associated with conventional amnesiac unlearn-
ing, we leveraged class activation maps (CAMs) (Zhou et al., 2016). CAMs are generated by
utilizing the feature maps obtained from the final convolutional layer of a CNN. Combining
these feature maps using the the model’s weights for a specific class generates heatmap,
which visually represents the image regions that most contribute to the prediction of a that
class. CAMs are very useful for interpreting the behavior of CNNs.

CAMs of LeNet model for MNIST images belonging to class-8 and class-7 before unlearn-
ing and corresponding CAMs of the same images after conventional amnesiac unlearning
and the proposed partial amnesiac unlearning are presented in Figure. 3. In CAMS pre-
sented in Figure. 3, blue colour signifies low activation regions, indicating minimal influence
on the predicted class, while red denotes high activation regions, representing significant
contributions to the classification decision.

From Figure. 3, it is evident that the proposed partial amnesiac unlearning preserves
the regions identified to be important for predicting the specific class. As a result the
model performs well on retained classes without necessitating for brief-fine tuning post-
unlearning. On the other hand, conventional amnesiac unlearning alters a few important
regions to insignificant regions, resulting in poor performance on the retained classes. CAMs
clearly illustrate the spatial changes in model focus, offering insight into why partial amne-
siac unlearning can maintain performance on the retained data set, while its conventional
counterpart cannot.
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Figure 3: Class activation maps of the MNIST data set using LeNet model. Images from
retained class 8 are on the left side, and retained class 7 are on the right side. In

each case, the first, second, and third column images represent the class activation

maps before unlearning, after applying conventional amnesiac unlearning, and

proposed partial amnesiac unlearning, respectively. Blue colour indicates low
activation regions, while red colour indicates high activation regions.
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5.4.6 MODEL ACCURACY AGAINST NUMBER OF AFFECTED BATCHES FOR DIFFERENT
PRUNING STRATEGIES

Next, we investigated how the number of affected batches influences model efficacy in partial
amnesiac learning. In this context, affected batches indicate the batches that consists of
targeted data samples. To do so, we plotted the percentage of affected batches vs model
accuracy on the retained data set for MNIST, OrganAMNIST, CIFAR10, and SVHN data
sets as shown in Figure 4. The figure also includes the partial amnesiac unlearning curves for
three pruning strategies: layer-wise random pruning, layer-wise magnitude-based pruning,
and global pruning.

Figure 4 clearly indicates that the deterioration of model efficacy on the retained data,
following conventional amnesiac unlearning, becomes increasingly apparent as the number
of affected batches rises. This decline in performance stems from the inherent nature of
conventional amnesiac unlearning, which not only removes knowledge of targeted data from
the trained models but also eliminates knowledge acquired from the retained data. On
the contrary, partial amnesiac unlearning adeptly mitigates this detrimental effect. This
is accomplished by selectively removing the pruned updates, rather than discarding the
entire updates made by the affected batches to the model during the training process. This
helps to preserve the knowledge gained from retained data in the affected batches. As a
result, the partial amnesiac unlearning method showcases model efficacy comparable to the
performance observed pre-unlearning.

Among pruning strategies, global pruning aims to prune a specified amount of parame-
ters from model updates without considering how this pruning is distributed across different
layers. This indiscriminate pruning can lead to situations where some layers remain un-
pruned, while others may lose a disproportionate amount of updates. As a consequence,
fundamental representations learned from the retained data in the initial layers, as well as
class-specific representations in the final layers, may become corrupted. Ultimately, global
pruning often leads to a decline in performance on the retained data set, as the model
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Figure 4: Comparison of model efficacy between partial amnesiac unlearning between con-

ventional amnesiac unlearning against percentage of affected batches. 1st row:
MNIST data set with MLP (left), LeNet (middle), ResNet9 (right) architectures.
2nd row: CIFAR10 data set with VGG11 (left), ResNet18 (middle), SimpleViT
(right). 3rd row: SVHN data set with VGG19 (left), ResNet18 (middle), Sim-
pleViT (right). 4th row: OrganAMNIST data set with AlexNet (left), ResNet50

(middle), ViT-Large (right)

architectures. The vertical dashed line marks the unlearning request initiation.
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struggles to preserve the integrity of the knowledge that existed prior to unlearning. We
can clearly see this in Figure 4.

On the other hand, magnitude-based layer-wise selective pruning targets parameters
with small magnitudes in each layer, which typically represent less significant features, while
retaining the important ones. However, when these pruned updates are subtracted from the
trained model, important features are inadvertently erased from the model. This removal
can degrade the model’s ability to generalize and retain knowledge about the retained
data set. For instance, when 90% pruning applied to the initial layers of model updates,
magnitude-based layer-wise pruning still preserves important fundamental features in the
pruned updates. As a results, subtracting these pruned updates from the trained model risks
erasing important fundamental representations of the retained classes, ultimately leading
to a decline in model efficacy. The performance decline associated with magnitude-based
layer-wise selective pruning is evident in all plots of Figure 4.

Whereas random layer-wise selective pruning indiscriminately removes coefficients from
model updates, regardless of their magnitude or importance. This means that both small
and large parameters values in model updates could be pruned. As a result, the random
pruning strategy can preserve the fundamental representations learned by the model, par-
ticularly in the initial layers. By selectively pruning updates, this approach minimizes
disruption to the model’s representation of retained data, which is crucial for maintaining
overall accuracy. Therefore, as shown in Figure 4 it exhibits superior performance compared
to both magnitude-based and global pruning strategies.

5.5 Evaluation of Layer-wise Partial-Updates induced Label-Flipping-based
Unlearning

To evaluate the effectiveness of layer-wise partial-updates induced label-flipping-based un-
learning, we presented the model accuracy on the targeted class (i.e., class 3) and specific
retained classes, such as 2, 7, and 9 in MNIST, CIFAR10, classes 2, 5, and 8 in SVHN and
in OrganAMNIST, classes 0, 6, and 10. The corresponding results are presented in Table 3.
For comparison, we also presented the accuracies of naive label-flipping-based unlearning.
To ensure a fair comparison, we tuned the hyperparameters of the naive label-flipping-based
unlearning approach to achieve a targeted accuracy of zero or to match the targeted ac-
curacy of the proposed method, particularly when the targeted accuracy slightly exceeds
1%.

From Table 3, it is evident that naive label-flipping-based unlearning effectively erases
the knowledge of the targeted class from the trained models across all data sets. However,
it also has a slightly negative impact on a few retained classes. For instance, there is an
adverse impact on class 9 in the case of the MNIST data set with the LeNet model. Similarly,
this adverse effect is more pronounced on class 5 in the case of the SVHN data set with
the VGG19 model. However, leveraging layer-wise partial-updates in label-flipping-based
unlearning mitigates this adverse effect and demonstrates improved performance compared
to its naive counterpart, in most of the cases across all data sets and network architectures.

The reason for this is that the naive label-flipping-based unlearning approach randomly
assigns labels to the target data in an attempt to modify the model. While this effectively
allows the model to learn incorrect features for the targeted class thereby erase targeted
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Network Retained Classes
Architecture Method Ded | Drt Class 271 | Class 71 | Class 9 T
vLp | (Gravesetal, 2020) | 0 9219 | 93.60 94.35 74.43
MNIST Proposed 0 93.39 94.57 95.62 78.49
LeNet | (Graves et al., 2020) | 2.67 | 87.66 96.70 84.14 55.40
Proposed 2.67 | 90.62 97.38 82.39 72.74
ResNet9 | (Graves et al., 2020) 0 97.77 97.28 99.80 91.57
Proposed 0 98.20 97.86 99.61 93.85
Class 271 | Class 71 | Class 9 T
VGGl | (Graves et al.;2020) 0.8 | 57.07 44.60 68.60 52.80
Proposed 0.8 | 66.31 56.00 78.9 67.60
(Graves et al., 2020) | 0.4 | 69.30 60.80 75.90 45.20
CIFARILO ResNet18 = p o posed 0.7 | 7085 | 63.60 79.20 49.50
SimpleViT | (Graves et al., 2020) | 0.5 | 66.2 53.1 69.69 66.5
Proposed 0.5 | 67.11 56.00 T1.7 73.1
0 Class 2 1 | Class 51 | Class 8 1
vaalg | (Gravesetal, 2020) | 0 [80.56 | 8312 29.02 73.55
Proposed 0 89.31 93.42 71.09 70.96
) (Graves et al., 2020) | 2.7 | 87.23 90.50 73.65 65.66
SVAN ResNetl8 = p o posed 2.7 | 8829 | 91.34 73.36 70.18
SimpleViT | (Graves et al., 2020) 0 82.83 87.58 63.46 65.30
Proposed 0.10 | 84.82 91.41 69.08 63.49
Class 0 1 | Class 6 1T | Class 10 T
AlexNot | (Graves et al.;2020) 0.12 | 75.53 81.17 43.61 78.98
Proposed 0.25 | 80.37 84.55 58.21 84.28
(Graves et al., 2020) 0 91.85 89.38 95.83 89.73
OrganAMNIST |- ResNet50 =5 osed 0 9415 | 9575 | 97.26 94.10
ViT-Large | (Graves et al., 2020) 0 83.47 88.80 93.06 63.26
Proposed 0 84.62 89.53 92.84 69.38

Table 3: Comparison of model

efficacy between the proposed

layer-wise partial-updates
induced label-flipping-based unlearning and its counterpart, naive label-flipping-
based unlearning on targeted and retained classes of MNIST, CIFAR10, SVHN
and OrganAMNIST data sets.

data knowledge, it also adversely affects the representations of the retained classes. For
example, assigning class 9 to the targeted data (i.e., class 3) in MNIST case may corrupt the
representation of the actual class 9. In contrast, using layer-wise partial updates mitigates
this adverse effect by slowing down the modification of the retained class representations.
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Network Retained Classes
Architecture Method P | Dt Class 21 | Class 71 | Class 91
MLP | (Warnecke et a,l.;2021) 0 93.31 97.18 97.56 79.68
MNIST Proposed 0 95.82 97.48 97.85 88.70
LeNet | (Warnecke et al., 2021) | 1.68 | 94.33 | 95.44 88.71 89.29
Proposed 1.68 | 94.72 95.83 90.17 89.49
ResNet9 | (Warnecke et al., 2021) 0 [90.84 | 87.98 69.94 79.68
Proposed 0 96.75 95.54 91.34 92.07
Class 21 | Class 71 | Class 91
VGGl | (Warnecke et al.;2()21) 0.80 | 65.62 92.80 76.70 55.40
Proposed 0.89 | 72.7 88.70 81.60 66.70
(Warnecke et al., 2021) | 0.30 | 66.47 55.60 81.60 83.30
CIFARIO ResNetl8 1= Proposed 020 | 71.02 | 60.69 | 85.39 785
SimpleViT | (Warnecke et al., 2021) 0 67.33 | 60.30 72.30 71.20
Proposed 0 67.66 61.00 71.70 71.10
Class 21 | Class 51 | Class 8T
VGG19 | (Warnecke et a,l.;2021) 0 84.92 82.18 93.70 38.31
Proposed 0 89.78 89.46 96.77 51.86
) (Warnecke et al., 2021) | 0.45 | 80.56 | 95.56 89.59 43.3
SVHN ResNet18 = proposed 0.41 | 85.60 | 96.04 | 89.63 47,04
SimpleViT | (Warnecke et al., 2021) 0 |87.77 | 93.03 90.18 76.62
Proposed 0 88.00 93.13 90.52 77.40
Class 01 | Class 61 | Class 101
AlexNot | (Warnecke et al.;2()21) 0 78.75 82.81 77.50 81.05
Proposed 0.25 | 81.78 84.16 78.01 87.42
(Warnecke et al., 2021) | 0.5 | 60.93 | 20.65 64.37 63.90
OrganAMNIST | ResNet50 = Proposed 0.85 | 7171 | 40.73 | 69.92 77.76
ViT-Large | (Warnecke et al., 2021) 0 81.67 | 94.01 89.25 78.55
Proposed 0 83.43 93.87 91.37 85.71

Table 4: Comparison of model
induced optimization-based unlearning and its counterpart conventional label-
flipping-based unlearning on targeted and retained classes of MNIST, CIFARI10,
SVHN and OrganAMNIST, data sets.

efficacy between the proposed layer-wise partial-updates

5.6 Evaluation of Layer-wise Partial-Updates in Optimization-based
Unlearning

To evaluate the impact of layer-wise partial-updates on optimization-based unlearning, we
compared its model accuracy against its naive counterpart on targeted and specific retained
classes of MNIST, OrganAMNIST, CIFAR10 and SVHN data sets. The corresponding
results are presented in Table 4. The findings suggest that, although naive optimization-
based unlearning effectively erases knowledge of the targeted data, it adversely affects the
classification accuracy of certain retained classes. However, leveraging layer-wise partial-
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updates in optimization-based unlearning mitigates this adverse effect and demonstrates
slightly better performance compared to its naive counterpart, across all data sets and
network architectures.

The rationale behind the observed phenomenon is rooted in the approach of naive
optimization-based unlearning, where a brief retraining is conducted on the targeted data
with the objective of maximizing the loss rather than minimizing it. Consequently, the
resulting model not only loses all knowledge of the targeted class but also has a detrimental
impact on the fundamental representations, shared among different classes. This is partic-
ularly problematic, as it introduces unintended distortions in the learned features of the
retained classes. In contrast, the utilization of layer-wise partial-updates acts as a miti-
gating factor against this adverse effect. This is achieved by deliberately slowing down the
process of modifying the representations of retained classes through partial updates. Par-
tial updates in optimization-based unlearning ensure that erasing knowledge of the targeted
class is achieved with minimal impact on the representations of retained classes.

6. Conclusions

This paper presented novel class of machine unlearning algorithms, namely layer-wise partial
machine unlearning, to address critical challenges associated with current machine unlearn-
ing methods. The proposed algorithms selectively erases knowledge from neural networks
with minimal disruption to the representations learned from retained data. Unlike conven-
tional approaches that indiscriminately remove targeted information, our approach apply
controlled, layer-wise updates, enabling a finer-grained and more effective forgetting process.
One of our proposed methods, partial amnesiac unlearning, integrates layer-wise pruning
with amnesiac unlearning, offering a compelling approach to forget specific data from trained
models. By subtracting the pruned updates, as opposed to the entire update made dur-
ing the training, partial amnesiac unlearning minimizes the adverse effects on the model’s
behavior. Consequently, the model after partial amnesiac unlearning exhibits better per-
formance on the retained data set, and requires very little storage space and eliminates the
need for brief fine-tuning, unlike in the case of conventional amnesiac unlearning. Addition-
ally, the integration of layer-wise partial-updates into label-flipping and optimization-based
unlearning methods minimize the adverse effects on the representation of retained classes.
The utilization of layer-wise partial-updates mitigates this adverse effect by slowing down
the process of modifying the representations of retained classes through partial updates.
The comprehensive experimental assessments across diverse data sets and neural network
architectures have showcased the proficiency of the proposed class of unlearning methods
in effectively erasing targeted data from trained models. Importantly, these methods have
demonstrated their effectiveness to preserve model performance on retained data compared
to their naive counterparts. In near future, we will explore the layer-wise structured and
adaptive partial machine unlearning to erase targeted data from trained models.
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