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In this paper, we establish tight lower bounds for Byzantine-robust distributed first-order
stochastic methods in both strongly convex and non-convex stochastic optimization. We
reveal that when the distributed nodes have heterogeneous data, the convergence error
comprises two components: a non-vanishing Byzantine error and a vanishing optimization
error. We establish the lower bounds on the Byzantine error and on the minimum number
of queries to a stochastic gradient oracle for achieving an arbitrarily small optimization
error. Nevertheless, we also identify significant discrepancies between our established lower
bounds and the existing upper bounds. To fill this gap, we leverage the techniques of Nes-
terov’s acceleration and variance reduction to develop novel Byzantine-robust distributed
stochastic optimization methods that provably match these lower bounds, up to at most
logarithmic factors, implying that our established lower bounds are tight.
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1. Introduction

Large-scale stochastic optimization has emerged as an indispensable tool in machine learn-
ing, particularly in the training of large foundation models (Brown et al., 2020; OpenAl
et al., 2023). Solving such large and intricate problems poses formidable challenges, often
requiring days or months to complete. Consequently, it is imperative to expedite large-scale
stochastic optimization through distributed methods. The appeal of distributed stochastic
optimization lies in its potential to harness the combined power of distributed computing
nodes to handle the size of modern datasets. In this paper, we explore a server-based dis-
tributed architecture, where the nodes communicate with a server that coordinates their
activities and manages the distribution and aggregation of computational tasks.

Nevertheless, the promise of distributed stochastic optimization is underpinned by the
assumption of a trustworthy system, in which all nodes adhere to the prescribed computa-
tional protocol. The introduction of Byzantine faults/attacks to a fraction of the nodes, i.e.,
arbitrary deviations from expected behaviors, potentially due to node malfunctions (Zhang
et al., 2020; Xiao et al., 2024), malicious manipulations (Attias et al., 2022; Liu et al., 2024),
or poisoned data (Mahloujifar et al., 2019; Lewis et al., 2023), poses a significant challenge
to distributed stochastic optimization methods and leads to incorrect solutions or even total
failures. The complexity of defending against Byzantine attacks is further compounded in
scenarios involving heterogeneous data, where the nodes may possess non-identically distri-
buted data samples such that differentiating Byzantine attacks and honest behaviors be-
comes highly nontrivial (Li et al., 2019; Karimireddy et al., 2022). This paper is devoted to
investigating the optimal complexity in Byzantine-robust distributed stochastic optimiza-
tion with data heterogeneity.

The basic concept of Byzantine robustness originates from the seminal work of (Lamport
et al., 1982), aiming at achieving consensus in a distributed system where some nodes may
act maliciously or fail arbitrarily. It is then extended to the area of distributed deterministic
optimization (Su and Vaidya, 2016; Chen et al., 2017). In recent years, Byzantine robustness
in distributed stochastic optimization has attracted immense research interest due to the
popularity of large-scale machine learning (Guerraoui et al., 2024; Ye and Ling, 2025). The
pursuit of Byzantine-robust methods has led to the development of diverse strategies aimed
at fortifying distributed stochastic optimization against the attacks from Byzantine nodes.
The majority of these strategies rely on robust aggregators, with which the server either
removes suspicious stochastic gradients prior to averaging (Chen et al., 2018; Alistarh et al.,
2018; Xie et al., 2019) or uses statistically robust estimators such as trimmed mean (Yin
et al., 2018), median (Yin et al., 2018), geometric median (Wu et al., 2020), to name a few.

In scenarios with heterogeneous data, the performance of the aforementioned methods
shall be significantly degraded. When data heterogeneity appears among the nodes, their
local stochastic gradients exhibit varying statistical properties, diminishing the effectiveness
of the robust aggregators that utilize statistical similarity to distinguish the Byzantine nodes
from the rest honest nodes and leading to unavoidable convergence errors (Li et al., 2019;
Wu et al., 2020; EI-Mhamdi et al., 2021; Karimireddy et al., 2022; Guerraoui et al., 2024;
Peng et al., 2025). In light of this issue, advanced robust aggregators that are relatively
insensitive to data heterogeneity, such as bucketing (Karimireddy et al., 2022) and nearest
neighbor mixing (Allouah et al., 2023), has been proposed.
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While the existing methods enjoy theoretical guarantees and/or empirical successes, the
performance limits of Byzantine-robust distributed stochastic optimization methods have
not been fully clarified. This paper aims to reveal the performance limits by establishing
the optimal complexity in Byzantine-robust distributed stochastic optimization. We focus
on first-order, synchronous methods; extensions to zeroth-order (Egger et al., 2025), second-
order (Cao and Lai, 2020; Ghosh et al., 2020; Koushkbaghi et al., 2024) and asynchronous
methods (El-Mhamdi et al., 2021; Yang and Li, 2023) will be our future works.

1.1 Problem setup

We consider a distributed system comprising a server and n nodes. The sets of the honest
and Byzantine nodes are denoted by H and B, respectively. Note that the identities of the
honest and Byzantine nodes are unknown to the server. We assume |B| < |H| throughout
this paper. The purpose of Byzantine-robust distributed stochastic optimization is to find
a minimizer to

, 1
min flz) = &

Y fiw), where fi(x) = Eeup,[F(,¢)]. (1)
1EH

Here, £ represents a random variable following the local data distribution D; of node i, and
F :R? x R? — R is a Borel measurable function. Each function f; is accessible locally by
node 7 and is assumed to be smooth. It is important to note that data heterogeneity typi-
cally exists; that is, the local data distributions {D;};ex differ across the honest nodes.

1.2 Fundamental open questions

The convergence error of a Byzantine-robust distributed stochastic optimization method,
after taking k oracle queries of the stochastic gradients, typically comprises two components:
Byzantine error and optimization error. Specifically:

Convergence error = Byzantine error + Optimization error e. (2)

The Byzantine error is non-vanishing; it persists throughout the entire optimization process,
even as the number of oracle queries k approaches infinity. Conversely, the optimization
error € typically decreases with the number of oracle queries k. The interplay between these
two error components characterizes the overall performance of Byzantine-robust distributed
stochastic optimization methods, with the goal of simultaneously minimizing both errors
to achieve certified Byzantine robustness and fast convergence rate. This dual objective
presents a fundamental challenge in the design and analysis of Byzantine-robust distributed
stochastic optimization methods. Tackling this challenge requires answering the following
two fundamental questions:

Q1. What is the smallest Byzantine error that any Byzantine-robust distributed stochastic
optimization methods can achieve?

Q2. What is the optimal convergence rate at which the optimization error € decreases to
zero for any Byzantine-robust distributed stochastic optimization methods, or equiva-
lently, what is the minimum number of queries to a stochastic gradient oracle required
to attain an arbitrarily small €?
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In this paper, we answer these two open questions via establishing tight lower bounds
of the Byzantine error and the oracle query complexity. Note that several pioneering works
have already shed light on these two open questions. The work of (Alistarh et al., 2018) pro-
vides valuable insights into the tight lower bound of the oracle query complexity in strongly
convex optimization. However, the analysis is confined to homogeneous data distribution
and does not account for the lower bound of the Byzantine error. On the other hand, the
work of (Karimireddy et al., 2022) addresses the tight lower bound of the Byzantine error
in non-convex optimization and heterogeneous data distribution, but does not explore the
oracle query complexity. The recent work of (Farhadkhani et al., 2024) analyzes the tight
lower bounds of the Byzantine error and the oracle query complexity in heterogeneous data
distribution, but only under the Polyak-Lojasiewicz condition.

1.3 Main results and contributions

In this paper, we provide a comprehensive analysis that establishes the lower bounds of the
Byzantine error and the oracle query complexity in Byzantine-robust distributed stochas-
tic optimization. We also validate the tightness of these lower bounds through developing
methods that can attain optimal Byzantine robustness and optimal convergence rate simul-
taneously. In particular, our contributions are:

e We establish the lower bounds on the Byzantine error for Byzantine-robust distributed
methods in both strongly convex and non-convex stochastic optimization.

e We establish the lower bounds on the convergence rate at which the optimization error
€ approaches zero for Byzantine-robust distributed methods in both strongly convex
and non-convex stochastic optimization. Leveraging these results, we reveal the lower
bounds on the minimum number of queries to a stochastic gradient oracle required to
achieve an arbitrarily small optimization error e.

e We identify significant discrepancies between our established lower bounds and the
Byzantine robustness and convergence rates reported in the existing works. To fill this
gap, we propose novel Byzantine-robust distributed stochastic optimization methods
that provably match these lower bounds, up to at most logarithmic factors. This fact
implies that our established lower bounds are tight, and our proposed methods attain
the optimal Byzantine robustness and the optimal convergence rates simultaneously.

The bounds established in this paper, along with those from the existing state-of-the-art
Byzantine-robust distributed stochastic optimization methods, are summarized in Tables 1
and 2. From the lower bound perspective, our work simultaneously explores the Byzantine
error and the oracle query complexity. While previous studies either address only one of
these aspects (Alistarh et al., 2018; Karimireddy et al., 2021) or consider both but under
the Polyak-Lojasiewicz condition (Farhadkhani et al., 2024), our results apply to more
general strongly convex and non-convex functions. From the upper bound perspective, our
proposed methods match the lower bounds, achieving superior Byzantine robustness while
demonstrating theoretically faster convergence rates.
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Table 1: Lower and upper bounds of finding x such that E[||V f(x)]|] is no larger than the Byzantine
error plus the optimization error € in strongly convex stochastic optimization. Notations: n is the
number of nodes; § € [0, 1) is the estimated fraction of Byzantine nodes that is no smaller than the
true fraction of Byzantine nodes; 0 bounds the variance of the stochastic gradient estimates (see
Assumption 3), with 02 = 0 corresponding to deterministic optimization; ¢? bounds the local gradi-
ent dissimilarity between the nodes (see Assumption 2), with ¢? = 0 corresponding to homogeneous
data distribution; p > 0 is the coefficient to measure the robustness of an aggregator (see Definition
2); R = ||2° — arg min, f(z)|| where z° stands for the initial variable; L is the Lipschitz smoothness

constant; u is the strongly convex constant; k := % is the condition number; Q(-) and O(-) hide
constants and logarithmic factors.

Byzantine error Oracle query complexity Reference
e / o (28 +2) Alistarh et al. (2018)
8
5 Q (57/2¢) (%5 + 2 +r) Farhadkhani et al. (2024)°
3
. 1/251/2 0 ( pda? o? 1/2

/ 0 (/@ + “6:72”2 + ZZ;) Alistarh et al. (2018)f

'g 9] (LI{(STLC) 9] (LEQ + ﬁ(52+(1—5)2)Tf2<2+(1—5)n0'2) Li et al. (2019)1’
=]
3
=] = m5 0'2 Kk°do . .
& O (k%) o) <I€ + (1(i5(2€2 + 5652 2) Data and Diggavi (2021)f
2
a -
> o) O (r+ 2k87r ) Pillutla et al. (2022)t

O (x12p1261/2¢) O (=02 4 o, 4 12) Algorithm 2 (Thm. 15)

1 The bounds are established for specific robust aggregators.

o The bounds are established under the Polyak-Lojasiewicz condition. We translate it to strongly convex opti-
mization, and change the measure from function value to gradient norm. The oracle query complexity involves
& rather than x'/2 due to the Polyak-Lojasiewicz condition. Observe that the robust aggregator constant p does
not appear in the bounds.

1.4 Related works

Lower bounds for Byzantine-free single-node optimization. For deterministic prob-
lems, the lower bounds on the iteration complexity of strongly convex and convex optimiza-
tion are established and proved to be tight in the works of (Nemirovski and Yudin, 1983;
Nesterov, 2003). That of non-convex optimization is established in (Carmon et al., 2020,
2021). For convex stochastic problems with the finite-sum and expectation-minimization
structures, the tight lower bounds are derived in (Woodworth and Srebro, 2016) and (Foster
et al., 2019), respectively. For non-convex stochastic problems, the works of (Fang et al.,
2018) and (Li et al., 2021) investigate the tight lower bound in the finite-sum structure; the
work of (Arjevani et al., 2023) considers that in the expectation-minimization structure.
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Table 2: Lower and upper bounds of finding x such that E[||V f(x)]|] is no larger than the Byzantine
error plus the optimization error € in non-convex stochastic optimization. Notations not appeared

in Table 1: m is the batch size; A := f(2°) — f* in which f* stands for the minimum value of (1);
0o o2 ) (1—6)1/3L1/3A1/302/3
€1 = T oymed T Tooyne?’ 2 = AT(A=0)pon)1/3ni/3ci/5 "

Byzantine error Oracle query complexity References

% Q (6Y/2%¢) / Karimireddy et al. (2022)
£
g Q (p1/26Y/%¢) Q(Loge 4 Lo, 4 Lp) Thm. 11
i

O(1+8)Y%¢) 0 (Li§2 (1 L @)) Data and Diggavi (2021)f
T o o (L257 + L¢", + L2+ ¢))  Karimireddy et al. (2022)
i 0 (p1/261/2<) O (LAe’fog + (16%37;4 + L?QA + 01> Algorithm 1 (Cor. 17)
[=8
> O (p'/26Y/2¢) 9 <LA§502 + (16%;’;4 + LTQA + 02) Allouah et al. (2023)

0O (P1/251/2C) O (LAgao—Q 4 (IL_%)U;64 + %) Algorithm 3 (Thm. 18)

1 The bound is established for a specific robust aggregator.

Lower bounds for Byzantine-free distributed optimization. The lower bounds on
the iteration complexity of distributed strongly convex deterministic optimization is estab-
lished in (Scaman et al., 2017), in which the network can be both server-based and server-
less. A distributed dual accelerated method is proposed to achieve these lower bounds. For
distributed server-less, non-convex, stochastic optimization, the optimal oracle query and
communication complexities are obtained in (Lu and De Sa, 2021) given that the commu-
nication graphs are linear. These findings are extended to general graphs in (Yuan et al.,
2022). The communication complexity of distributed server-based methods with communi-
cation compression is investigated in (Huang et al., 2022).

Lower bounds for Byzantine-robust distributed stochastic optimization. For the
convex problems with homogeneous data distributions, the optimal oracle query complexity
is established in (Alistarh et al., 2018). When the data distributions are heterogeneous,
the non-vanishing Byzantine error emerges (Karimireddy et al., 2022). While the work of
(Farhadkhani et al., 2024) also considers both the Byzantine error and the oracle query
complexity, their analysis relies the Polyak-Lojasiewicz condition. In contrast, our work
establishes tight lower bounds in both aspects, for general strongly convex and non-convex
functions. The lower bound of the statistical learning rate for Byzantine-robust distributed
stochastic mean estimation is investigated in (Yin et al., 2018). Two Byzantine-robust
methods based on the trimmed mean and coordinate-wise median aggregators are proposed
to achieve the order-optimal statistical learning rate. The impact of the dimensionality on
the statistic learning rate is taken into account in (Zhu et al., 2023).
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1.5 Organization

The rest of this paper is organized as follows. Section 2 introduces Byzantine-robust dis-
tributed stochastic optimization, including the function, stochastic gradient oracle, robust
aggregator, and method classes that are necessary for the ensuing analysis. Section 3 states
the lower bounds of the Byzantine error and the oracle query complexity for strongly con-
vex and non-convex problems. Section 4 proposes novel methods to attain the established
lower bounds, validating their tightness. Numerical experiments are conducted in Section
5. Section 6 summarizes this work. For clarity, we leave the proofs of the main results to
Appendix A.

2. Byzantine-robust distributed stochastic optimization

This section specifies the notations, assumptions, and problem setup under which we study
the optimal complexity for solving the Byzantine-robust distributed stochastic optimization
problem in the form of (1).

2.1 Notation

Throughout this paper, we use E¢.p to denote the expectation over £, which is a random
variable following the distribution D, and we refer to it as [E¢ or [ if there is no confusion. We
use t and k to denote the numbers of iterations and oracle queries, respectively. Accordingly,
T and K represent the overall numbers of iterations and oracle queries, respectively. The
Euclidean norm is denoted by || -||. We use the big-O notations to describe complexity, with
O(-) and Q(-) hiding constants while O(-) hiding both constants and logarithmic factors.

2.2 Function class F
We let the function class Fp, 2, abbreviated as F, denote the set of all functions f satisfying

Assumptions 1 and 2 for any underlying dimension d € N,..

Assumption 1 The function f(x) is continuously differentiable. The functions { fi(x)}ien
are lower bounded. In addition, the functions { fi(z)}ien are L-smooth, i.e., there exists a
constant L > 0 such that

IVfi(z) = Vfiy)l < Lllz —yll
for alli € H and x,y € R,

Assumption 2 The gradients {V fi(z)}iey satisfy

1

Tl Y Vi) = V@) < ¢

i€H
for some ¢? >0, where Vf(z) = ﬁ Y ien VSi(x) according to (1).
Assumption 1 is very common. Assumption 2 is widely used in distributed optimization

to restrict the data heterogeneity (Lian et al., 2017; Reddi et al., 2021; Karimireddy et al.,
2022; Allouah et al., 2023).
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In the ensuing analysis, we shall examine the complexity bounds when {f;(x)};cy are
either p-strongly convex or non-convex. Below we give the definition of u-strong convexity.

Definition 1 The functions {fi(z)}ien are p-strongly convex, if there exists a constant p
> 0 such that

fily) = @) + Vi) (y - 2) + Sy — o]
for all i € H and x,y € RY.

If a function is both L-smooth and p-strongly convex, then p < L.

2.3 Stochastic gradient oracle class O

We assume that at each iteration ¢, each node ¢ € H can obtain its local stochastic gradient
VF(z,€&) through an oracle O, i.e., VF(xz, &) = O(F,z,£!). We let O,2, abbreviated as O,
denote the set of all oracles that satisfy the following assumption.

Assumption 3 The function F(x,§) is continuously differentiable with respect to x, and
the stochastic gradient VF(z,&!) = O(F,x,&!) obtained by node i € H through the oracle
O € O satisfies the following conditions:

e The random variable £ is independently drawn across all nodes i € H and all iterations
teN.

o The stochastic gradient is an unbiased estimator of the true gradient, i.e.,

ng [VE(x, )] =Vfi(x), VieH, teN.
e The variance of the stochastic gradient is bounded, i.e.,
Ee[[|VF(z,&) = V(@) < 0®, VieH, teN
for some constant a2 >0.

In distributed stochastic optimization, independent sampling across different nodes and
iterations is common. Besides, the unbiasedness and the bounded variance of the stochastic
gradient are widely used assumptions in stochastic optimization (Bottou et al., 2018). In
the ensuing analysis, we will denote all honest nodes computing their stochastic gradients
once as one oracle query.

2.4 Robust aggregator class A

Robust aggregators are essential for mitigating the impact of the Byzantine nodes, which
inject malicious updates in distributed stochastic optimization. A number of effective robust
aggregators, such as Krum, Median, Trimmed Mean, and others, have been proposed in the
literature with theoretical guarantees and empirical successes. Nevertheless, the theoretical
limits of Byzantine-robust distributed stochastic optimization methods with these robust
aggregators remain unknown. Investigating each individual robust aggregator would require
an impractical amount of effort. For this reason, in this paper we do not study the optimal
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Table 3: Comparison between different (dmax, p)-robust aggregators.

po References
Krum 6+ 1= Blanchard et al. (2017)
2
Median (Med) 4 (1 + ﬁ) Yin et al. (2018)
Trimmed Mean (TM) 1?—525 (1 + ﬁ) Yin et al. (2018)
FABA 214 2 Xia et al. (2019)
Geometric Median (GM) 4 (1 + ﬁ) Wu et al. (2020)
Center Clipping (CC) 18v/26+/|H|  Karimireddy et al. (2021)
Lower bound 1%525 Allouah et al. (2023)

t The robustness coefficients p of Krum, Med, TM, and GM, and the lower bound are established in (Allouah
et al., 2023). That of FABA comes from (Peng et al., 2025). That of CC is given in (Shi et al., 2025).

complexity with a specific robust aggregator, but instead will focus on a class of (dmax, p)-
robust aggregators A (Allouah et al., 2023; Farhadkhani et al., 2022; Karimireddy et al.,
2022) defined as follows.

Definition 2 ((dmax, p)-robust aggregator) Consider n inputs {w;}}_ from all n nodes,
|H| of them being from the honest nodes in H and the number of honest nodes satisfying
|H| > (1 = 8)n with 0 < 6 < dpax < 0.5. Define w = ﬁ > icn Wi. An aggregator A € A is
called (dmax, p)-robust if there exists a constant p > 0 such that the output w = A({w;} ;)
satisfies

_ po _
lw =l < 57 > i = @ (3)
1€H

Using a (dmax, p)-robust aggregator, the deviation of the robust average w from the
true average w is able to be bounded by the variation of the honest inputs {w; }iey. These
robust aggregators effectively mitigate the impact of the Byzantine nodes, preventing output
divergence. In particular, a robust aggregator will recover the exact average if the honest
inputs {w; };ey are equal and in the majority. Furthermore, it is important to note that dyax
denotes the maximum fraction of the Byzantine nodes tolerated by the robust aggregator,
while § serves as a form of prior knowledge about the problem, representing the estimated
fraction of the Byzantine nodes in the distributed network and being no smaller than the true
fraction of the Byzantine nodes. In the analysis, we generally assume that § > 0; otherwise,
we can simply use the mean aggregator to obtain w, hence resulting in a trivial outcome.
We also require dpax < 0.5, meaning that the Byzantine nodes are not dominant. Last but
not least, the robustness coefficient p plays a key role in characterizing the effectiveness of
a robust aggregator. For most robust aggregators, p is a function of § is dependent on the
priori knowledge of §. Table 3 lists the robustness coefficients p of various (dmax, p)-robust
aggregators.
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2.5 Method class M

In this paper, we investigate a class of server-based methods to solve the Byzantine-robust
distributed stochastic optimization problem in the form of (1). With an initial variable z",
these methods proceed with three phases.

e Local computation. Upon receiving the variable z! transmitted by the server, each
honest node ¢ € H computes a batch of m vectors as

xgt) =x® = (x(t’l), e ,x(t’m)> € RY™ with () ¢ span(z?,--- ,2!) C R VI e [m].

(®)

Note that {xgt)}iey are identical across all honest nodes. Given x;, each honest node

1 € H samples m independent random variables {{i(t’l)}f;l with each {l-(t’l) ~ D;, and

queries a batch of m stochastic gradients from the oracle O € O as

(VEEMD,ED), o O™, 6m)) e Rt

With the above stochastic gradients, each honest node ¢ € H computes a gradient
estimator

waspan({VF( f(]l)' j=0,---t; lzl,o--,m}> C R%

In fact, the gradient estimator w! can be regarded as a linear combination of the his-
torical stochastic gradients, in the form of

t
=3 aIvF@EPY, ) e RY, (4)

j=11=1

in which a(’") € R stands for the coefficient associated with VF (.%Ej ’l), §§j ’l)). Besides,
we assume 22:1 2?;1 alid) > amin > 0 for any t and m. Such a gradient estimator

t

w; in (4) is highly versatile and reduces to various existing ones through selecting

appropriate values for each aU4). For instance, given that oWl = % if j =t and
alb) = 0 otherwise, w} reduces to the mini-batch stochastic gradient in the form of
L =y VF(z (-t’l),ﬁ-(t’l)) If we further assume m = 1, then w! becomes the classical

stochastic gradient VF(x, (t 1),5 (t:1) ) Likewise, we can also recover the stochastic mo-
mentum (Polyak, 1964).

e Communication. Each honest node i € H uploads its computed w;? to the server.
Each Byzantine node i € B, however, may upload an arbitrary vector w! € R7.

e Global variable update. The server uses a (dmax, p)-robust aggregator A € A to pro-
cess the messages received from all nodes, yielding an aggregated gradient

Note that, although for any i € H, w! is restricted to a linear combination of past
stochastic gradients, the aggregator A can be a nonlinear function, such as geometric

10
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median. Subsequently, the server updates the variable z using all historical variables

20, .-, 2! and all historical aggregated gradients w?, - - ,w’. Formally,

e e span(a?, -2t w0, wh).

The server then transmits /™! to all nodes, initiating a new iteration.

Such a process is repeated. We denote the output after ¢ iterations as #* € span(a2?,-- -, x?)
for any t € N. In this paper, we study the set of methods that include the above processes,
denoted as M.

Remark 3 With particular note, each honest node i € H is also allowed to compute and
upload multiple gradient estimators at each iteration, only bringing a constant to the overall
complexity.

3. Lower bound of Byzantine-robust distributed stochastic optimization

Having introduced the definitions of the function, stochastic gradient oracle, robust aggre-
gator, as well as method classes, we are ready to formalize the concept of complexity. We
will prove in Section 3.1 that if the data is heterogeneous, the gradient norm ||V f(z?)]|
shall be always away from zero for Byzantine-robust distributed stochastic optimization —
this rarely happens in analyzing the complexity lower bounds of Byzantine-free distributed
stochastic optimization. We call this gap the Byzantine error. The Byzantine error
refers to the residual that does not vanish regardless of the numbers of iterations and oracle
queries, quantifying the robustness of a Byzantine-robust distributed stochastic optimiza-
tion method. The Byzantine error generated by M € M depends on the function f € F, the
stochastic gradient oracle O € O, and the robust aggregator A € A. If any of these three
elements changes, the Byzantine error generated by M also varies. Therefore, we denote

el (£.0.A) = inf {E[|V/(")] | 0]} (5)

where #! is the output of M € M after t iterations. The rest of the error is termed as the
optimization error, which is vanishing and can be reduced to zero when increasing the
number of iterations or oracle queries to infinity.

We define the oracle query complexity of the method class M on the function class F,
the stochastic gradient oracle class O and the robust aggregator class A, to ensure that the
optimization error does not exceed a given ¢, as

KM, AF,0)i= inf  sup inf {K[E[|VFES)] < eh(f,0,A) +¢}, (6)
MEM f,0,AcF,0,4

where #¥ is the output M € M after K oracle queries. Throughout this paper, given f € F,
O€ Oand A€ A wecall z € R an (M (f,0,A), €)-stationary point if E[||V f(x)]|] <
e (f,0,A) + e

In this section, we are going to analyze the lower bounds of the Byzantine error in (5) and
the oracle query complexity in (6). We begin with showing that there is a non-vanishing
Byzantine error through an example involving Byzantine nodes and heterogeneous data

11
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(¢2 > 0) in Section 3.1. Then, we proceed to analyze the factors influencing the oracle
query complexity when the data is homogeneous ((* = 0). To be specific, Section 3.2
considers p = 02 = 0 to focus on the impact of the function class F, Section 3.3 sets p = 0
but o2 > 0 to highlight the impact of the stochastic gradient oracle class O, while Section
3.4 lets p > 0 and 02 > 0 so as to explore the impact of the robust aggregator class A.
Finally, summing up these results in Section 3.5 yields a lower bound, whose tightness will
be proved in Section 4.

3.1 Lower bound of Byzantine error

We start by analyzing the lower bound of the Byzantine error caused by data heterogeneity
(¢%2 > 0), in the presence of the Byzantine nodes. We define this lower bound as

. M
€pgt = inf sup €pgt (f5 O, A). 7
1=l S o ) (7)

The main idea of the analysis is to construct two problems with different objectives f; =
|H711| Y iew, J1iand fo = @ > ic#, J24 yielding different minima, such that there exists a
(Omax, p)-robust aggregator that yields the same result. Formally speaking, at any iteration
t, any method M € M, due to the same result w! from such a (dyax, p)-robust aggregator
A € A, is going to return the same iterate z'*!'. Therefore, any method M € M must
inherently incur an error on at least one of the two problems. We emphasize that the error
is due to the data heterogeneity (with which we are able to construct two problems having
different objectives and different minima) and the Byzantine nodes (with which we must
use a robust aggregator that may yield the same result).

Lemma 4 Given (2 >0 and § € [0, 0max|, there exist a distributed problem in the form of
(1) having at least (1 — §)n honest nodes with function f € F, and a (dmax, p)-robust aggre-
gator A € A, such that for any method M € M, the Byzantine error is lower-bounded by

e = nf VI (@) = (p"26"20),

where T is the output of M, irrelevant with the number of iterations and the number of oracle
queries.

Proof See Appendix A.1. [ ]

Lemma 4 indicates that achieving the exact minimum of (1) is unattainable when the
Byzantine nodes are present and the data is heterogeneous, consistent with the findings
reported in (Karimireddy et al., 2022). The major difference between our work and (Karim-
ireddy et al., 2022) lies in that the latter defines the lower bound of the Byzantine error as
infm Arem, A SUDf 0cF 0 el'\)/lz’tA/( f,0). Therein, A’ represents the set of identity-independent
robust aggregators whose outputs are independent on the identities of nodes and el'\)/lz ’tA/ (f,0)
:= infyen {E[||[Vf(2")|| | O]}. Therefore, the lower bound Q(6%/2¢) established in (Karim-
ireddy et al., 2022) only shows the impacts of the estimated fraction of Byzantine nodes §
and the data heterogeneity (2, while our result also reveals how the robustness coefficient
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of robust aggregator p affects the lower bound. Note that both results are irrelevant to the
stochastic gradient variance o2. In fact, these two lower bounds are tight in their corre-
sponding setups (see Section 4 for the tightness of our lower bounds), as the influence of o
can be eliminated through proper variance reduction techniques.

3.2 Lower bound of oracle query complexity: Function

In this subsection, we investigate the lower bound of the oracle query complexity influenced
by the function f € F. To this end, we consider the simplest case (> = p = 02 = 0 so as
to focus on the impact of F. Observe that since we assume p = 0, the robust aggregator
A is ideal and averages the inputs of the honest nodes. Besides, due to ¢(? = ¢? = 0, the
behaviors of the honest nodes are exactly the same. Therefore, this case reduces to single-
node deterministic optimization and the classical lower bounds are applicable. For strongly
convex functions, according to (Nesterov, 2003), we have the following lemma.

Lemma 5 Given (2 = p =02 =0 and § € [0, 6max], there exists a distributed problem in
the form of (1) having at least (1 — d)n honest nodes with function f € F and p-strongly
convex { fi(x)}ien, such that for any method M € M, to achieve a (0, €)-stationary point,
the oracle query complexity is at least

K:QCﬁbyﬂ>,
€

where k = % is the condition number and R = ||z° — arg min,, f(z)]|.
For non-convex functions, by (Carmon et al., 2021), we have the following lemma.

Lemma 6 Given (2 = p= 0% =0 and § € [0, 6max], there exists a distributed problem in
the form of (1) having at least (1 — d)n honest nodes with function f € F and non-convex
{fi(z) }ien, such that for any method M € M, to achieve a (0, €)-stationary point, the oracle

query complexity is at least
LA
KZQ(z)v
€

where A = f(z%) — inf,, f(x).

3.3 Lower bound of oracle query complexity: Stochastic gradient oracle

In this subsection, we investigate the lower bound of the oracle query complexity influenced
by the stochastic gradient oracle. Now we maintain (? = p = 0, but consider the case that
O € O provides noisy stochastic gradients with variance o2 > 0. This case is essentially a
distributed variant of single-node stochastic optimization, whose lower bounds have been
analyzed in (Foster et al., 2019) for strongly convex functions and (Arjevani et al., 2023)
for non-convex functions. The results are shown in the following lemmas.

Lemma 7 Given (> =p =0, 02 >0 and & € [0, 0max], there exist a distributed problem in
the form of (1) having at least (1 — §)n honest nodes with function f € F and p-strongly
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convez { fi(x)Yien, and a stochastic gradient oracle O € O, such that for any method M €
M, to obtain a (0, €)-stationary point, the expected oracle query complexity is at least

Koo (m)

Lemma 8 Given (2 =p =0, 02> 0 and & € [0, 0max], there exist a distributed problem in
the form of (1) having at least (1 — d)n honest nodes with function f € F and non-convex
{fi(z)}ien, and a stochastic gradient oracle O € O, such that for any method M € M, to
obtain a (0, €)-stationary point, the expected oracle query complezity is at least

e

The proofs are similar to those of single-node stochastic optimization, but each iteration
involves a mini-batch of (1 —d)n stochastic gradients other than one, such that the variance
is accordingly reduced. Thus, we omit the proofs.

3.4 Lower bound of oracle query complexity: Robust aggregator

In this subsection, we analyze the lower bound of the oracle query complexity influenced
by the robust aggregator. We maintain ¢ = 0, but investigate the case that the output of
A € A can be different from the average of the inputs from the honest nodes with p > 0
and O € O provides noisy stochastic gradients with variance o2 > 0.

For strongly convex { fi(z)}ic, we construct a one-dimensional problem to analyze the
lower bound of the optimization error. In this problem, the gradient at the initial point x°
is set to V f(2") = 2e. We will prove that, when the number of oracle queries is insufficient,
there exists a robust aggregator A € A that always returns 0, causing any method M € M
to be stuck at #°. However, our goal is to find a point z such that |V f(z)| < e. Clearly, z°
does not satisfy this condition since V f(z") = 2¢. This implies that the number of oracle
queries must be sufficient to escape from such an initial point.

Lemma 9 Given (2 =0, p>0, 02 >0, and 6 € [0, 6max], there exist a distributed problem
in the form of (1) having at least (1 — 0)n honest nodes with function f € F and p-strongly
convex { f;(x) }ien, a stochastic gradient oracle O € O, and a robust aggregator A € A, such
that for any method M € M, to obtain a (0, €)-stationary point, the expected oracle query

complezity is at least
5 2
K=0 <p d ) .
€

Proof See Appendix A.2. [ |

Lemma 9 highlights the impact of a non-ideal robust aggregator A on the oracle query
complexity. Different from Lemma 7 where the robust aggregator is ideal such that p = 0,
the term n disappears in Lemma 9, showing that introducing a robust aggregator to defend
against the Byzantine nodes affects the benefit of cooperation. Instead, the parameters p
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and 0 that characterize the performance of the robust aggregator appear, suggesting that a
class of high-quality robust aggregators are beneficial to the overall complexity.

The absence of n in Lemma 9 can be explained from the definition of robust aggregators.
At the right-hand side of (3) in Definition 2, the term Wl\ > ien lwi — w]|* represents the
variation of the honest nodes’ gradient estimators. Such a variation cannot be reduced by
increasing the number of nodes n, leading to the oracle query complexity in Lemma 9.

For (2 = 0, another lower bound of the oracle query complexity has been established in
(Alistarh et al., 2018). However, the definition of the lower bound in (Alistarh et al., 2018)
is different from ours, but instead in the form of

inf inf {K |E[|Vf(EE)|] <€),
M,A’IQM,A’J:SEJP_.QIH{ |E[IVF@E*)] <€}

in which A" denotes the set of identity-independent robust aggregators. That said, the work
of (Alistarh et al., 2018) considers the best identity-independent robust aggregator while our
work considers the worst robust aggregator satisfying Definition 2. Note that when (2 = 0,
the Byzantine error reduces to zero and does not appear in the lower bound (see our Lemma
4). With the above definition and under the additional assumption of bounded stochastic

gradients, the work of (Alistarh et al., 2018) establishes a lower bound of €2 (6252) for the

oracle query complexity. The differences in the definitions and assumptions result in the
difference of the two lower bounds.

Now we turn to consider non-convex { f;(x) }ie3. We construct a high-dimensional prob-
lem with d = Q(e~2), each node having the same non-convex function f(x). This function,
proposed by (Carmon et al., 2020), exhibits a chain-like structure such that any noiseless
oracle query can only discover the index of the next coordinate. Besides, for every z € R¢
with [z]g = 0, ||V f(z)|| > e. Thus, for deterministic non-convex optimization, to reach the
€ accuracy, any method M € M initialized by 2° = 0 has to discover the d-th coordinate,
which requires at least d oracle queries due to the chain-like structure of f(x). This yields
a lower bound of (e~2) for oracle query complexity.

For non-convex stochastic optimization, a noisy oracle query is designed in (Arjevani
et al., 2023) to amplify the lower bound. It discovers the next coordinate with a probability
of © (620_2), meaning that ) (0’26_2) oracle queries are required to discover the next co-
ordinate in expectation. Hence, the total oracle query complexity is 2 (026*4). Similarly,
for Byzantine-robust non-convex stochastic optimization, we prove that there is a (dmax, p)-
robust aggregator such that Q(pdo2e~2) oracle queries are required to discover the next
coordinate in expectation, leading to the total oracle query complexity of Q(pdo2e~*) as
stated in the following lemma.

Lemma 10 Given (2 = 0, p > 0, 0> > 0, and § € [0,0max), there exist a distributed
problem in the form of (1) having at least (1 — §)n honest nodes with function f € F and
non-convex { f;(x) }ien, a stochastic gradient oracle O € O, and a robust aggregator A € A,
such that for any method M € M, to obtain a (0, €)-stationary point, the expected oracle

query complexity is at least
LApéo?
K -0 (fjf) ,
€

where A = f(z%) — inf, f(x).
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Proof See Appendix A.3. [ |

3.5 Final lower bound

Now, we sum up the four lower bounds on the Byzantine error and the oracle query com-
plexity established above to yield the final complexity lower bound. The main results are
given in Theorem 11.

Theorem 11 Given (2 >0, p >0, 02 >0, and § € [0,0max), there exist a distributed pro-
blem in the form of (1) having at least (1 — §)n honest nodes with function f € F and
w-strongly convex {fi(x)}icn, a stochastic gradient oracle O € O and a robust aggregator
A € A, such that for any method M € M, to obtain an (e, €)-stationary point with
€bgt = Q(pl/Qél/QC), the expected gradient query complezity is at least

2

poo” o -1/2 pR
K=Q log— | .
( €2 * (1 —d)ne? o 8 ®)

For non-convex { f;(x)}icy, the expected gradient query complexity is at least

2 2
K—Q <LAp50’ LAc LA) . )

a (1 —0)net -

4. Upper bound of Byzantine-robust distributed stochastic optimization

In this section, we will verify the tightness of the lower bound established in Section 3, via
designing methods M € M with any robust aggregator A € A and any stochastic gradient
oracle O € O to solve (1) with any function f € F and to reach the lower bound. This is
a nontrivial task and calls for elaborate integration of several fundamental tools. First, for
strongly convex functions the traditional stochastic gradient descent method is not optimal,
while for non-convex functions, to reach the corresponding lower bound we need to solve
a series of strongly convex subproblems as the inner loop (see Algorithm 3 for reference).
These facts necessitate the use of Nesterov’s acceleration to attain the lower bounds for
both strongly convex and non-convex functions. Second, the Byzantine nodes can utilize
the stochastic gradient noise of the honest nodes to cover their attacks and maximize the
error of the robust aggregator. Consequently, variance reduction within each honest node
is essential for the performance improvement (Wu et al., 2020; Karimireddy et al., 2021;
Gorbunov et al., 2022).

Below, we propose a Byzantine-robust distributed stochastic Nesterov’s accelerated me-
thod with variance reduction (Byrd-Nester) to serve as the cornerstone of the subsequent
optimal method design. Byrd-Nester applies Nesterov’s acceleration in a distributed
and stochastic manner, and utilizes the mini-batch technique for variance reduction; see
Algorithm 1.

At the t-th iteration, each honest node i € H queries a mini-batch of m stochastic gra-
dients at the auxiliary point y*~!, and averages them to calculate the mini-batch stochastic
gradient gf_l as in (10). The purpose of this step is to reduce the variance of the stochastic
gradient noise. Then, each honest node i € H calculates st, a weighted combination of the
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Algorithm 1 Byzantine-robust distributed stochastic Nesterov’s accelerated method with
variance reduction (Byrd-Nester)

Input: initial point 20, auxiliary point 4" = 2%, maximum number of iterations T, batch

size my, m, step size , 0 € (0,1], B € [0,1), a € [0,1], 8 = 50 = m%) inc] VF(yO,fi(o’l)).
fort=1,---,7T do
for node i € H do
Independently sample {fl-(t_l’l), - ,51-(t_1’m)}, obtain stochastic gradients from oracle
O € O and calculate

1 & -
t—=1 _ L t—1, (=10
g = mlzlwxy &, (10)

st=Bst™t 40970 (11)

7

Send ¢f™1

K3
end for
for node i € B do
Send arbitrary vector gf_l € R% and st e R? to server.
end for
Server receives {gf_1 n , and {s{}",, and updates

and s§ to server.

st = B8+ 0A{gl i), (
8= (1—a)s' + aA({si}y), (
ot =gt - nst, (14
yt — l‘t +B(:L,t _ :L‘t_l). (

Server sends 3 to all nodes.

end for

~ . . . ~ / .
return % = z7 for strongly convex optimization; #% = y* where t’ is randomly chosen
from 0,--- ,T — 1 for non-convex optimization. Here K is the number of oracle queries.

historical and current mini-batch stochastic gradients, for the sake of node-level acceleration
as in (11). It is worth noting that 5+ 6 may exceed 1, representing the aggressive usage of
the mini-batch stochastic gradients. After that, each honest node i € ‘H sends gffl and s!
to the server. In contrast, each Byzantine node ¢ € B may send two arbitrary d-dimensional
vectors gi ' and st to the server.

Then, the server aggregates the received {gff1 n_, and {st}"_, via a robust aggregator
A € A. Therein, (12) uses A({g:"'},) to calculate s’ for server-level acceleration. Note
that the update involves §~! instead of s‘~!. Meanwhile, as shown in (13), &' is a linear
combination of s* and A({st}",), parameterized by « € [0,1] to adjust the balance between
node-level and server-level accelerations. In particular, o = 0 voids node-level acceleration,
while o = 1 renders server-level acceleration ineffective. Such a design offers more flexibility

to the proposed method. Using &¢, (14) runs a descent step to update z*, while (15) runs an
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extrapolation step to 3¢, differentiating the adopted Nesterov’s acceleration from the mom-
entum acceleration. Finally, the server sends y' to all nodes.

Note that the node-level momentum acceleration has also been utilized in stochastic
optimization and its Byzantine-robust distributed variant (Liu et al., 2020; Karimireddy
et al., 2021) for variance reduction, in the form of st = Bs’fl +(1— ﬁ)gffl that is similar to
(11). However, its variance reduction effect relies on setting /5 sufficiently close to 1 and 1— /3
to 0. Our choices of # and 8 do not satisfy these requirements; see the lemmas, theorems and
corollaries in the following subsections. This fact explains why we still need the mini-batch
technique for variance reduction, on top of the node-level Nesterov’s acceleration.

To better understand the behavior of Algorithm 1 and facilitate the subsequent analysis,
we provide a deeper examination of (14). Observe that (14) is equivalent to

ot =2t — st = 21 — st 4+ pst — pst (16)
_ e 0 = _ - _ .
:xt 1_77,63t 1_ 77 ZZVF(yt 176-7:(t 1’l))+nst_nst
[Hlm =i
_ e _ _ 0 - _ —1
=2t — B8 — OV (Y ) + 0oV f (Y 1)—“;7%ZZVFW el
i€H 1=1

+ ngt o 7]§t o T]/B(gtil . §t71)
=yt — OV (') + st — s —np(stTt =)

Nesterov’s acceleration A’i: aggregation bias
o S
_ — t—1,1
+ 00V £y 1)—%ZZVF(yt et
1€H =1

Ag: stochasticity bias

where 5t = ﬁ > e St According to (16), the update of «* consists of three parts: Neste-

rov’s acceleration, aggregation bias A and stochasticity bias AL. If the robust aggregator
A is ideal such that p = 0, Algorithm 1 reduces to the distributed stochastic Nesterov’s
accelerated method. If further the stochastic gradient variance ¢ = 0, it turns to the
distributed deterministic Nesterov’s accelerated method.

4.1 Strongly convex optimization

For strongly convex optimization, we first analyze the oracle query complexity of Algorithm
1 and show that it has an O(loge™!) gap to the Q(¢~2) lower bound in Theorem 11. We
set B in Algorithm 1 as

/szﬁj, (17)

where ¢ > 1 is a constant. We will set g = % = 5 in the ensuing analysis. The following

lemma provides an effective tool to establish the convergence of Algorithm 1.

Lemma 12 Given (2 >0, p >0, 02 >0, L > 0 and § € [0,0max], for any distributed
problem in the form of (1) having at least (1 — §)n honest nodes with any function f € F
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and p-strongly convex { f;i(x)}ien, any stochastic gradient oracle O € O and any (dmax, p)-
robust aggregator A € A, if there exist an %—strongly convex function ht(z), and parameters
vt and €' at each iteration t such that

(i) El(2)] < f(z) + L5821 — g2 for o = q~V/2* + (1 — g~ /2)at Y,
(ii) E[f(a)] < E[ht(a™)] + of,
(iii) E[ht(a")] < E[h*(a")] + ¢,

then with B = %

and q = -5 = 5, the iterate xt generated by Algorithm 1 satisfies

e
Bl - 7 < (1 2%) (2(f( )+ 4; (1-3 ) (v + \/667)> - (18)

#* = argmin, h!(x) and f* = inf, f(x).

Therein, x* = arg min, f(x), x

Proof See Appendix A.4. [ |

The result of Lemma 12 relies on the existence of a proper surrogate function h'(z) and
we will discuss later. In (18), the term of 1 —1/(2,/q) implies the accelerated convergence.
Nevertheless, the convergence is negatively affected by the residual v; + ,/qe-, in which vt
measures the appropriateness of hf(z) as a surrogate function (see Lemma 2.2.1 in (Nesterov,
2003)), while ! quantifies the gap between x! and the minimizer of h!(z).

Now, we design a set of {h!(x),v,e'}_| that satisfy the three conditions in Lemma 12.
First, the surrogate function h'(z) is given by

_ _ _ L _
W) = f ) (VYD =y )+ plle =y (19)
where 6 has been introduced i 1n ( 1) and (12). For such a surrogate function, z** = y=! —
97 f(y*=1). Second, we set vt = &t = LE[||AY|? + || AL)1%]. Below, we verify the three con-

ditions in Lemma 12 one by one.
(i) It obviously holds from the strong convexity of f.
(ii) Consider

L
f(a') < Pi(a') < BH(a") + 5
where the first inequality follows from the L-smoothness of f and the second inequality
follows from the %—smoothness of ht. Taking expectations and letting the step size

n= %, we have

’mt _ t*HZ

E[f(a")] <E[h(z")] + 29 Efa’ — 2% ZE[ht(fvt*)]+2£9E[HA§+A§||2]

<E[R"(z™)] + 0"

where the equality is due to (16) and the fact of x™* = y'~! — %Vf(yt_l).
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(iii) Again, consider

L
< @)+ 5
that we have derived from the %—smoothness of ht. Following the similar derivation
as in (ii), we have

ht(IL’t) t—l‘t*HQ,

[z

E[n'(«")] <E[r (2")] + ;@E[let — 2" %] = E[h'(a")] + %EHIM + 257

<E[R"(2™)] + "

To establish the convergence of Algorithm 1, it remains to bound v and e?; that is, to
bound ZE[|A]||? + [|AL]?]. In Appendices A.5 and A.6, we respectively bound the agg-
regation bias E[||A|?] and the stochasticity bias E[||A%[|?]. With them, we have

L
vt =e' = SE[IAL + | Ag]] (20)
1 [ 3yxapdo? 1 6202 5
< (2X4p09” (4
— Lo ( m * (1—¥6)n + (1—48)nm 3xsp067 )

where x4, x5 > 0 are some constants. It is worth noting that the first two terms at the
right-hand side of (20) are controlled by the batch size m, implying that we can reduce the
effect of the variance o2 by increasing m. The last term is a constant error, causing the
Byzantine error in Section 3.1.

Hence, we establish the convergence result of Algorithm 1 in terms of both the function
value and the gradient norm as follows.

Theorem 13 Given (2 >0, p >0, 0> >0, L > 0 and 6 € [0,6max], for any distributed
problem in the form of (1) having at least (1 — §)n honest nodes with any function f € F
and p-strongly convex {f;(x)}icp, any stochastic gradient oracle O € O and any (dmax, p)-

robust aggregator A € A, consider Algorithm 1 with the step size n = % With 8 = ﬁ:
and q = ﬁ = § where k = %, if the parameters o and 6 meet the requirements in Lemma

20, then under Assumptions 1-3, the iterate x' generated by Algorithm 1 satisfies

t AL L6 6xapd0> 6252
u6? m (1-9)n

E[f(zt) — /7] <2 (1 b

2
N SEBac), @)

! 2 2 2
E[IV £(a)|?] < 2 (1 _ ) g2 52 <6><4paa 0

2

where A = f(z%) — f* and R = ||2° — 2*||.

Proof Combining Lemmas 12, 20 and 21, as well as utilizing the closed form formula for
the sum of a geometric series, we obtain (21). Further from ||V f(2!)||* < 2L (f(z) — f*)
and f(20) — f* < JLR?, we obtain (22). [ |

We specify the values of o and 6 to finalize the oracle query complexity of Algorithm 1.
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Corollary 14 Under the conditions in Theorem 13, we define k = % and q = -5 = 4, set

a=0,0=1and g = g: = ﬁ:, as well as set the parameters T and m as

412R? 1 1 o?
VK log 2 M=o 64k <3p(5( + i —5)n) + i —5)n> 5

Then, the output of Algorithm 1 defined by #% = x7 satisfies
E[va(fK)H] <e+ 4\/6K1/2p1/251/gc7

with the oracle query complexity

1 o? LR
Proof When a =0 and 6 = 1, we have x4 = x5 = 1. Substituting the values of T" and m
into (22) yields the above result. [ |

As shown in Corollary 14, the oracle query complexity of Algorithm 1 in terms of € is
K =mT = O(e ?loge!), with an O(loge™!) gap to the Q(¢~2) lower bound in Theorem
11. To close this gap, we apply the restart technique and utilize an increasing batch size,
yielding the optimal Algorithm 2.

Algorithm 2 Byrd-Nester with restart (Byrd-reNester)

Input: initial point z(0), 7'(1) in (57) and T'(p) = [25’11/22 log 8] for p > 2, m(p) = 2P~1,

and P = max{[log, 2247 1} with (¢(1))? in (56).
forp=1,--- ,Pdo
Output z(p) from Byrd-Nester with 20 = 2(p — 1), T = T(p) and m = m(p).
end for
return % = z(P).

Here, T'(p), m(p) and €(p) respectively represent the maximum number of Byrd-Nester
calls, the batch size, the expected optimization error for the p-th call of Byrd-Nester in
Algorithm 2. The parameters «, 6 and § are the same as those within Corollary 14. The
optimal oracle query complexity of Algorithm 2 is established in the following Theorem.

Theorem 15 Under the conditions in Theorem 13, we define k = % and q = # =7
seta=0,0=1and g = ﬁ: = g;} Then, the output of Algorithm 2 defined by &
satisfies
E[|VF(#")|] < 8V2r'/2p!/2512¢ e, (24)
with the oracle query complezity
K = im(p)T(p) =0 (nl/z log L + k32 <p5 + 1> 02) . (25)
= € (1—-0)n) €
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Proof See Appendix A.7. [ |

The oracle query complexity established in Theorem 15 is optimal, exactly matching
the lower bound for strongly convex optimization in Theorem 11. Below, we demonstrate
that Algorithm 2 is also optimal in the following special cases.

e Specialization to (2 = 0. Setting ¢(? = 0 yields E[||Vf(2%)|]] < € and the oracle
query complexity is

piot ot LR
O( €2 +(1—6)n62+fQ log e )’

This complexity matches the lower bound for strongly convex optimization with data
homogeneity (¢? = 0), as shown in Theorem 11.

e Specialization to § = 0. Setting § = 0 yields E[||V f(Z%)]|] < € and the oracle query
complexity is

3/2 2
@) <’£02 + k% log LR> .
n e €

This complexity matches the lower bound for strongly convex optimization in the
absence of Byzantine nodes (6 = 0), as shown in Theorem 11.

e Specialization to 0> = 0. Setting 0> = 0, P = 1, m(1) = 1, and T(1) = 2x'/?
log 2L22R2 yields E[||V f(25)||] < 8v/2k'/2pY/261/2¢ + € and the oracle query complexity

0O </€1/2 log LR) .
€

This complexity matches the lower bound for strongly convex optimization without
stochasticity (02 = 0), as shown in Theorem 11.

1S

e Specialization to 02 = (> = 0 or 02 = § = 0. Setting 02 = (2 (or §) =0, K = 1,
m(1) =1 and T(1) = 2\/Elog2L:72R2 yields E[|[Vf(Z%)|]] < € and the oracle query

complexity is
L
(@) (nl/Q log R> .
€

This complexity matches the lower bound for strongly convex optimization without
stochasticity but with data homogeneity (02 = (2 = 0) or without stochasticity but
in the absence of Byzantine nodes (02 = § = 0), as shown in Theorem 11.

4.2 Non-convex optimization

For non-convex optimization, we begin with establishing the convergence of Algorithm 1.

Theorem 16 Given (2 >0, p >0, 0> >0, L > 0 and 6 € [0,max], for any distributed
problem in the form of (1) having at least (1 — §)n honest nodes with any function f € F,
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any stochastic gradient oracle O € O and any (dmax, p)-robust aggregator A € A, consider
Algorithm 1 with the step size n set in (68). With f = 1 — 12Ln, if batch size m = O(1),
mo = m/(L*n?) and the parameters o, 0 meet the requirements in Lemma 20 with x1+ X2 =
O(Ln) and x3 = O(1) > 0, as well as

(1-0-B) < xal1 — 9)"
X7 < 5~ 66— (04 67+ 65— 1)%

for some xg > 0 and x7 = ©(1) > 0, then the iterate y' generated by Algorithm 1 satisfies

T
1 112 [LA + 02 /n 1 s, LA | o? 9
72 < “= 27

where A = f(z%) — f*.

Proof See Appendix A.8. [ ]

Based on Theorem 16, we specify the values of a and 6 to determine the oracle query
complexity of Algorithm 1 in the following corollary.

Corollary 17 Under conditions of Theorem 16, let 0 = 1 — 8 and o« = 1 so that x1 =
1—-p8=12Ln, xa=x6=0, x3 =1 and x7 = % Consider Algorithm 1 with the step size n
set in (68). The output of Algorithm 1 defined by T satisfies

E[|V£(#5)|] < V210pY26Y/2¢ + ¢,

with the oracle query complexity

LApdo? LAG? 4 LA 2
K:mo+mT:O< poo 7 poo g >

et (1 —0)net + (1 —0)net Tt (1 —0)ne?

In Corollary 17, 0 =1— 3 =12Ln = O(ﬁ), vanishing as 7" goes to infinity. Therefore,

the node-level Nesterov’s acceleration in (11) is also effective for variance reduction (Liu
et al., 2020; Karimireddy et al., 2021), as shown in Lemma 23. For this reason, Algorithm

1 no longer requires a large batch size m. However, there is also an O( (1f (25(;4154 + (1—%;152)

gap between the oracle query complexity in Corollary 17 and the lower bound in Theorem
11. The key idea to close this gap is to approximately solve a series of strongly convex sur-
rogates, each calling Byrd-reNester once, via an inexact proximal point algorithm outlined
in Algorithm 3. We establish the oracle query complexity of Algorithm 3 in the following
theorem.

Theorem 18 Given (2 >0, p >0, 0> >0, L > 0, and 6 € [0, 0max], for any distributed

problem in the form of (1) having at least (1 — §)n honest nodes with any function f € F,
any stochastic gradient oracle O € O and any (Smax, p)-robust aggregator A € A, consider
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Algorithm 3 Inexact Proximal Point Algorithm with Byrd-reNester

Input: initial point »", maximum number of Byrd-reNester calls T.
forv=1,---,I"do

Set f7(2) = fi(z) + L||z — 377 1||? for all i € H.

Output »7 by applying Byrd-reNester to f7(z) = ﬁ Sien Ji(z) with 2(0) = 571
end for

return %

= 37, where ~' is randomly chosen from 1,--- ,T.

Algorithm 3 with T' = [32LAe2] where A = f(5°) — f*, the step size n = =, a = 0,

3L
6= ﬁj&, and 6 = 1. Then the output of Algorithm 3 defined by &% satisfies
E[|VF(@5)] < 16v50"/26Y/%¢ + e, (26)
with oracle query complexity
LApéa? LAo? LA . LA(1+ p§¢?)
K= —log——————== ). 2
© ( et (1 —9d)net g oe €2 ) (27)
Proof See Appendix A.9. [ ]

Comparing the upper bound of oracle query complexity in Theorem 18 with the lower
bound in Theorem 11, we notice that there is only a logarithmic factor gap between their
third terms. The source of the third term in (27) is that Algorithm 3 solves O(e2) strongly
convex surrogates, each surrogate calls Byrd-reNester once, each Byrd-reNester calls Byrd-
Nester once, and the complexity of Byrd-Nester is O(log¢~2). Nevertheless, whenever ¢ is
small, the third term is not dominant compared to the first and second terms, such that
the logarithmic factor gap is negligible.

For the following special cases, the established oracle query complexity of Algorithm 3
remains optimal (up to logarithmic factors).

e Specialization to ¢? = 0. Setting ¢? = 0 yields E[||Vf(25)||]] < ¢ and the oracle
query complexity is

€2 €2

o LApéo? N LAc? +% | LA
et (1 —0)net ©8 )

This complexity matches the lower bound for non-convex optimization with data
homogeneity (¢? = 0), as shown in Theorem 11.

e Specialization to § = 0. Setting § = 0 demonstrates that to achieve E[||V f(Z%)]|] <
€, the oracle query complexity is

LAc?> LA, LA
O —F+ —5log—|.
net €2 €2

This complexity matches the lower bound for non-convex optimization in the absence
of Byzantine nodes (6 = 0), as shown in Theorem 11.
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e Specialization to 02 = 0. Setting 02 = 0 yields E[||Vf(25)||] < 16v/5p"/26'/2¢ + ¢
and the oracle query complexity is

2
O (LQA log LA(l‘;P(SC )) .
€ €

This complexity matches the lower bound for non-convex optimization without sto-
chasticity (02 = 0), as shown in Theorem 11.

e Specialization to 02> = (? = 0 or 02 = § = 0. Setting 0> = (?(or §) = 0 yields
E[|Vf(Z%)|] < € and the oracle query complexity is

LA LA

This complexity exactly matches the lower bound for non-convex optimization without
stochasticity but with data homogeneity (02 = (2 = 0) or without stochasticity but
in the absence of Byzantine nodes (62 = § = 0), as shown in Theorem 11.

Remark 19 For Byzantine-free single-node stochastic non-convex optimization, a number
of variance reduction techniques, such as SARAH (Nguyen et al., 2017; Horvdth et al., 2022)
and SPIDER (Fang et al., 2018), can improve the oracle query complexity from O(e™*)
to O(e73). We do not investigate these techniques because this paper considers a general
stochastic gradient oracle class that satisfy the independence, unbiasedness and bounded
variance assumptions (see Section 2.3), but incorporating SARAH or SPIDER requires an
additional mean-squared smoothness assumption.

If we further restrict the considered stochastic gradient oracle class to also satisfy the
mean-squared smoothness assumption, it is possible to reduce the oracle query complexity
to O(LApdoe=3) for non-convex optimization. To establish the lower bound, the analysis
still follows the argument of Lemma 10, but the constructed function f should be adapted
to the one in Section 3.3 of (Arjevani et al., 2023) so that the dimension is reduced from
d= LE—QA tod=1+ %. Such a reduced dimension eventually yields the reduced lower bound.
On the other hand, if we replace the current stochastic gradient estimator with SARAH or
SPIDER, an O(e~3) upper bound can be established.

5. Numerical experiments

In this section, we conduct extensive numerical experiments to evaluate the performance of
Algorithm 1. Here we do not consider Algorithms 2 and 3, which exhibit strong theoretical
guarantees at the cost of complicated hyperparameter tuning.

Experimental setup. We consider two tasks, logistic regression and convolutional neural
network training. For the first task, we consider a distributed network of 10 nodes within
which 2 are Byzantine. For the second task, we consider a distributed network of 30 nodes
within which 5 are Byzantine. The training dataset is MNIST with 10 classes, each having
6,000 training samples. By default, the data distribution is heterogeneous (non-iid): the
entire training dataset is sorted by labels, divided into chunks equal to the number of honest
nodes, allocated to different honest nodes, and then shuffled within each honest node.

25



SHI, PENG, YUAN, WANG, AND LING

mm DSGD
B DSGDm

80
B Byrd-Nester

o
o

N
o

Top-1 Accuracy (%)

[N]
o

> N

2 > N ' (o] o 2 QS C G
& R W %‘Q& = & < S & NG © S

Methods

Figure 1: Worst-case maximum top-1 accuracy of DSGD, DSGDm and Algorithm 1.

Byzantine attacks. We implement nine Byzantine attacks, including “Gaussian Attack
(GA) (Ye and Ling, 2024)”, “Sign Flipping (SF) (Li et al., 2019)”, “Label Flipping (LF)
(Xiao et al., 2012)”, “Sample Duplicating (Prakash and Avestimehr, 2020)”, “Zero Value”,
“Isolation (Song et al., 2020)”, “A Little is Enough (ALIE) (Baruch et al., 2019)”, “Inner
Product Manipulation (IPM) (Xie et al., 2020)”, and “Bit Flipping (BF) (Rakin et al.,
2019)”.

Robust aggregation rules. We implement fourteen robust aggregation rules, including
“Ideal”, “Mean”, “Median (Med) (Yin et al., 2018)”, “Trimmed Mean (TM) (Yin et al.,
2018)”, “Krum (Blanchard et al., 2017)”, “Multi Krum (MK) (Blanchard et al., 2017)”,
“FABA (Xia et al., 2019)”, “Remove Outliers (RO) (Xia et al., 2020)”, “Phocas (Xie et al.,
2018)”, “Brute (El Mhamdi et al., 2018)”, “Bulyan (El Mhamdi et al., 2018)”, “Centered
Clipping(CC) (Karimireddy et al., 2021)”, “Geometric Median (GM) (Wu et al., 2020)”,
and “Sign Guard (SG) (Xu et al., 2022)”.

Baselines. We choose Byzantine-robust distributed mini-batch SGD (DSGD) and its mo-
mentum variant (DSGDm, Karimireddy et al. (2022)) as the baselines. In the three algo-
rithms, the step size is set to 0.1, the batch size is 32, and the total number of epoches is
45. Because the combinations of the compared algorithms, Byzantine attacks and robust
aggregation rules are immense, below we only demonstrate some of the results. More results
can be found via running our source code at https://github.com/sqkkk/Byrd-Nester.

5.1 Logistic regression

First, we consider logistic regression with squared lo regularization. For each combination
of the three compared algorithms and the fourteen robust aggregation rules, under each
of the nine Byzantine attacks, we record the maximum accuracy obtained within the total
number of epoches. Then, we depict the minimum of the nine maximum accuracies (termed
as the worst-case maximum accuracy) in Figure 1. This performance metric is of practical
importance, as it reflects the ability of each combination under the worst-case attack. We
observe that Algorithm 1 outperforms DSGD and DSGDm when combined with most of
the robust aggregation rules.
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Figure 2: Top-1 test accuracies of DSGD, DSGDm and Algorithm 1 with Med, CC, GM
and TM for logistic regression, under BF, LF, IPM and ALIE attacks.
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Figure 2 depicts the convergence of the three compared algorithms under BF, LF, IPM
and ALIE attacks when combined with Med, CC, GM and TM aggregation rules. DSGD
and DSGDm perform similarly, whereas Algorithm 1 enjoys faster convergence and higher
accuracy thanks to its effective usage of the historical stochastic gradients.

5.2 Convolutional neural network training

Second, we consider training a convolutional neural network that consists of two convo-
lutional layers, followed by two fully connected layers. Figure 3 depicts the top-1 test
accuracies of the three compared algorithms under BF, LF, IPM and ALIE attacks when
combined with Med, CC, GM and TM aggregation rules. Algorithm 1 gains the best per-
formance in most cases, while DSGDm is also competitive.

We also check the impact of data heterogeneity. To do so, we use three levels of data
heterogeneity: non-iid, iid and semi-iid. The non-iid data distribution has been discussed
before. For iid, the entire training dataset is shuffled and then evenly distributed among the
honest nodes. For semi-iid, half of the data samples on the honest nodes are iid, while the
other half are non-iid. Figure 4 illustrates the performance of Algorithm 1 under varying
levels of data heterogeneity, showing that, in general, lower data heterogeneity corresponds
to better accuracy.

Further, for the non-iid data distribution, we test the effectiveness of robust aggregator
enhancement techniques, such as Bucketing (Karimireddy et al., 2022) and NNM (Allouah
et al., 2023), as shown in Figure 5. The results demonstrate that these techniques are gen-
erally helpful. This is theoretically explainable from two perspectives: (1) these techniques
reduces the data heterogeneity parameter ¢ through data mixing; (2) these techniques, when
combined with original robust aggregators, yield new robust aggregators with smaller p.

6. Conclusions

We established tight lower bounds for Byzantine-robust distributed first-order stochastic
methods in both strongly convex and non-convex stochastic optimization. Our key obser-
vation was that with data heterogeneity, the convergence error contains a non-vanishing
Byzantine error and a vanishing optimization error. Therefore, we respectively established
the lower bounds on the Byzantine error and the oracle query complexity to achieve an
arbitrarily small optimization error. In contrast, the analysis in (Alistarh et al., 2018) was
confined to homogeneous data distribution and did not account for the Byzantine error,
while the work of (Karimireddy et al., 2022) did not explore the oracle query complexity.
Although the work of (Farhadkhani et al., 2024) considers both aspects, it is restricted to
Polyak-Lojasiewicz functions. In contrast, our analysis applies to general strongly convex
and non-convex functions. We also observed significant discrepancies between our estab-
lished lower bounds and the existing upper bounds. To fill this gap, we leveraged the tech-
niques of Nesterov’s acceleration and variance reduction to develop novel Byzantine-robust
distributed stochastic optimization methods that provably match these lower bounds, up
to at most logarithmic factors. This fact implies that our established lower bounds are
tight, and our proposed methods can simultaneously attain the optimal Byzantine robust-
ness and the optimal oracle query complexity. Our future work is to explore the extension
to Byzantine-robust decentralized stochastic optimization without the aid of any server.
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Figure 3: Top-1 test accuracies of DSGD, DSGDm and Algorithm 1 with Med, CC, GM
and TM for convolutional neural network training, under BF, LF, IPM and ALIE attacks.
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Figure 4: Top-1 test accuracies of Algorithm 1 for convolutional neural network training
under different levels of data heterogeneity.
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31



SHi, PENG, YUAN, WANG, AND LING

Acknowledgments

Qiankun Shi, Jie Peng and Qing Ling (corresponding author) are supported by the National
Key R&D Program of China grant 2024YFA1014002, the NSF China grant 62373388, the
Guangdong Basic and Applied Basic Research Foundation grant 2023B1515040025, and the
Guangdong Provincial Key Laboratory of Mathematical Foundations for Artificial Intelli-
gence grant 2023B1212010001. Kun Yuan is supported by the NSF China grant 12301392.
Xiao Wang is supported by the NSF China grant 12271278.

References

Dan Alistarh, Zeyuan Allen-Zhu, and Jerry Li. Byzantine stochastic gradient descent. In
Advances in Neural Information Processing Systems, 2018.

Youssef Allouah, Sadegh Farhadkhani, Rachid Guerraoui, Nirupam Gupta, Rafaél Pinot,
and John Stephan. Fixing by mixing: A recipe for optimal Byzantine ML under hetero-
geneity. In International Conference on Artificial Intelligence and Statistics, 2023.

Yossi Arjevani, Yair Carmon, John C Duchi, Dylan J Foster, Nathan Srebro, and Blake
Woodworth. Lower bounds for non-convex stochastic optimization. Mathematical Pro-
gramming, 199(1-2):165-214, 2023.

Idan Attias, Aryeh Kontorovich, and Yishay Mansour. Improved generalization bounds for
adversarially robust learning. Journal of Machine Learning Research, 23(175):1-31, 2022.

Gilad Baruch, Moran Baruch, and Yoav Goldberg. A little is enough: Circumventing
defenses for distributed learning. In Advances in Neural Information Processing Systems,
2019.

Peva Blanchard, El Mahdi El Mhamdi, Rachid Guerraoui, and Julien Stainer. Machine
learning with adversaries: Byzantine tolerant gradient descent. In Advances in Neural
Information Processing Systems, 2017.

Léon Bottou, Frank E Curtis, and Jorge Nocedal. Optimization methods for large-scale
machine learning. SIAM Review, 60(2):223-311, 2018.

Tom Brown, Benjamin Mann, Nick Ryder, Melanie Subbiah, Jared D Kaplan, Prafulla
Dhariwal, Arvind Neelakantan, Pranav Shyam, Girish Sastry, Amanda Askell, et al.
Language models are few-shot learners. In Advances in Neural Information Processing
Systems, 2020.

Xinyang Cao and Lifeng Lai. Distributed approximate Newton’s method robust to Byzan-
tine attackers. IEEE Transactions on Signal Processing, 68:6011-6025, 2020.

Yair Carmon, John C Duchi, Oliver Hinder, and Aaron Sidford. Lower bounds for finding
stationary points I. Mathematical Programming, 184(1-2):71-120, 2020.

Yair Carmon, John C Duchi, Oliver Hinder, and Aaron Sidford. Lower bounds for finding
stationary points II: First-order methods. Mathematical Programming, 185(1-2):315-355,
2021.

32



OPTIMAL COMPLEXITY IN BYZANTINE-ROBUST DISTRIBUTED STOCHASTIC OPTIMIZATION

Lingjiao Chen, Hongyi Wang, Zachary Charles, and Dimitris Papailiopoulos. Draco:
Byzantine-resilient distributed training via redundant gradients. In International Con-
ference on Machine Learning, 2018.

Yudong Chen, Lili Su, and Jiaming Xu. Distributed statistical machine learning in adver-
sarial settings: Byzantine gradient descent. Proceedings of the ACM on Measurement and
Analysis of Computing Systems, 1(2):1-25, 2017.

Deepesh Data and Suhas Diggavi. Byzantine-resilient SGD in high dimensions on hetero-
geneous data. In IEEFE International Symposium on Information Theory, 2021.

Maximilian Egger, Mayank Bakshi, and Rawad Bitar. Byzantine-resilient zero-order op-
timization for communication-efficient heterogeneous federated learning. arXiv preprint
arXw:2502.00193, 2025.

El Mahdi El Mhamdi, Rachid Guerraoui, and Sébastien Rouault. The hidden vulnerability
of distributed learning in Byzantium. In International Conference on Machine Learning,
2018.

El Mahdi El-Mhamdi, Sadegh Farhadkhani, Rachid Guerraoui, Arsany Guirguis, Lé-Nguyén
Hoang, and Sébastien Rouault. Collaborative learning in the jungle (decentralized, Byzan-
tine, heterogeneous, asynchronous and nonconvex learning). In Advances in Neural In-
formation Processing Systems, 2021.

Cong Fang, Chris Junchi Li, Zhouchen Lin, and Tong Zhang. Spider: Near-optimal non-
convex optimization via stochastic path-integrated differential estimator. In Advances in
Neural Information Processing Systems, 2018.

Sadegh Farhadkhani, Rachid Guerraoui, Nirupam Gupta, Rafael Pinot, and John Stephan.
Byzantine machine learning made easy by resilient averaging of momentums. In Interna-
tional Conference on Machine Learning, 2022.

Sadegh Farhadkhani, Rachid Guerraoui, Nirupam Gupta, and Rafael Pinot. Brief announce-
ment: a case for byzantine machine learning. In Proceedings of the 43rd ACM Symposium
on Principles of Distributed Computing, pages 131-134, 2024.

Dylan J Foster, Ayush Sekhari, Ohad Shamir, Nathan Srebro, Karthik Sridharan, and
Blake Woodworth. The complexity of making the gradient small in stochastic convex
optimization. In Conference on Learning Theory, 2019.

Avishek Ghosh, Raj Kumar Maity, and Arya Mazumdar. Distributed Newton can commu-
nicate less and resist Byzantine workers. In Advances in Neural Information Processing
Systems, 2020.

Eduard Gorbunov, Samuel Horvath, Peter Richtarik, and Gauthier Gidel. Variance reduc-
tion is an antidote to Byzantines: Better rates, weaker assumptions and communication

compression as a cherry on the top. In International Conference on Learning Represen-
tations, 2022.

33



SHi, PENG, YUAN, WANG, AND LING

Rachid Guerraoui, Nirupam Gupta, and Rafael Pinot. Byzantine machine learning: A
primer. ACM Computing Surveys, 56(7):1-39, 2024.

Samuel Horvath, Lihua Lei, Peter Richtarik, and Michael I Jordan. Adaptivity of stochastic
gradient methods for nonconvex optimization. SIAM Journal on Mathematics of Data
Science, 4(2):634-648, 2022.

Xinmeng Huang, Yiming Chen, Wotao Yin, and Kun Yuan. Lower bounds and nearly
optimal algorithms in distributed learning with communication compression. In Advances
in Neural Information Processing Systems, 2022.

Sai Praneeth Karimireddy, Lie He, and Martin Jaggi. Learning from history for Byzantine
robust optimization. In International Conference on Machine Learning, 2021.

Sai Praneeth Karimireddy, Lie He, and Martin Jaggi. Byzantine-robust learning on hetero-
geneous datasets via bucketing. International Conference on Learning Representations,
2022.

Sajad Koushkbaghi, Mostafa Safi, Ali Moradi Amani, Mahdi Jalili, and Xinghuo Yu.
Byzantine-resilient second-order consensus in networked systems. I[IEEE Transactions
on Cybernetics, 54(9):4915-4927, 2024.

Leslie Lamport, Robert Shostak, and Marshall Pease. The Byzantine generals problem.
ACM Transactions on Programming Languages and Systems, 4(3):382-401, 1982.

Cody Lewis, Vijay Varadharajan, and Nasimul Noman. Attacks against federated learning
defense systems and their mitigation. Journal of Machine Learning Research, 24(30):
1-50, 2023.

Liping Li, Wei Xu, Tianyi Chen, Georgios B Giannakis, and Qing Ling. RSA: Byzantine-
robust stochastic aggregation methods for distributed learning from heterogeneous
datasets. In Proceedings of the AAAI Conference on Artificial Intelligence, 2019.

Zhize Li, Hongyan Bao, Xiangliang Zhang, and Peter Richtdrik. Page: A simple and optimal
probabilistic gradient estimator for nonconvex optimization. In International Conference
on Machine Learning, 2021.

Xiangru Lian, Ce Zhang, Huan Zhang, Cho-Jui Hsieh, Wei Zhang, and Ji Liu. Can de-
centralized algorithms outperform centralized algorithms? A case study for decentralized
parallel stochastic gradient descent. In Advances in Neural Information Processing Sys-
tems, 2017.

Yanli Liu, Yuan Gao, and Wotao Yin. An improved analysis of stochastic gradient descent
with momentum. In Advances in Neural Information Processing Systems, 2020.

Yi Liu, Cong Wang, and Xingliang Yuan. Badsampler: Harnessing the power of catastrophic
forgetting to poison Byzantine-robust federated learning. In ACM SIGKDD Conference
on Knowledge Discovery and Data Mining, 2024.

34



OPTIMAL COMPLEXITY IN BYZANTINE-ROBUST DISTRIBUTED STOCHASTIC OPTIMIZATION

Yucheng Lu and Christopher De Sa. Optimal complexity in decentralized training. In
International Conference on Machine Learning, 2021.

Saeed Mahloujifar, Mohammad Mahmoody, and Ameer Mohammed. Universal multi-party
poisoning attacks. In International Conference on Machine Learning, 2019.

Arkadi Semenovich Nemirovski and David Borisovich Yudin. Problem complexity and
method efficiency in optimization. Wiley-Interscience, 1983.

Yurii Nesterov. Introductory lectures on conver optimization: A basic course, volume 87.
Springer Science & Business Media, 2003.

Lam M Nguyen, Jie Liu, Katya Scheinberg, and Martin Taki¢. Sarah: A novel method for
machine learning problems using stochastic recursive gradient. In International Confer-
ence on Machine Learning, 2017.

OpenAl et al. Gpt-4 technical report. arXiv preprint arXiv:2303.08774, 2023.

Jie Peng, Weiyu Li, Stefan Vlaski, and Qing Ling. Mean aggregator is more robust than ro-
bust aggregators under label poisoning attacks on distributed heterogeneous data. Journal
of Machine Learning Research, 26(27):1-51, 2025.

Krishna Pillutla, Sham M Kakade, and Zaid Harchaoui. Robust aggregation for federated
learning. IEEE Transactions on Signal Processing, 70:1142-1154, 2022.

Boris T Polyak. Some methods of speeding up the convergence of iteration methods. USSR
Computational Mathematics and Mathematical Physics, 4(5):1-17, 1964.

Saurav Prakash and Amir Salman Avestimehr. Mitigating Byzantine attacks in federated
learning. arXiv preprint arXiw:2010.07541, 2020.

Adnan Siraj Rakin, Zhezhi He, and Deliang Fan. Bit-flip attack: Crushing neural network
with progressive bit search. In International Conference on Computer Vision, 2019.

Sashank J Reddi, Zachary Charles, Manzil Zaheer, Zachary Garrett, Keith Rush, Jakub
Koneény, Sanjiv Kumar, and Hugh Brendan McMahan. Adaptive federated optimization.
In International Conference on Learning Representations, 2021.

Sheldon M Ross. Introduction to probability models. Academic Press, 2014.

Kevin Scaman, Francis Bach, Sébastien Bubeck, Yin Tat Lee, and Laurent Massoulié.
Optimal algorithms for smooth and strongly convex distributed optimization in networks.
In International Conference on Machine Learning, 2017.

Qiankun Shi, Jie Peng, Kun Yuan, Xiao Wang, and Qing Ling. Optimal complexity in
Byzantine-robust distributed stochastic optimization with data heterogeneity. arXiv
preprint arXiv:2503.16337, 2025.

Mengkai Song, Zhibo Wang, Zhifei Zhang, Yang Song, Qian Wang, Ju Ren, and Hairong Qi.
Analyzing user-level privacy attack against federated learning. IEFEFE Journal on Selected
Areas in Communications, 38(10):2430-2444, 2020.

35



SHi, PENG, YUAN, WANG, AND LING

Lili Su and Nitin H Vaidya. Fault-tolerant multi-agent optimization: optimal iterative
distributed algorithms. In Proceedings of ACM Symposium on Principles of Distributed
Computing, 2016.

Blake E Woodworth and Nati Srebro. Tight complexity bounds for optimizing composite
objectives. In Advances in Neural Information Processing Systems, 2016.

Zhaoxian Wu, Qing Ling, Tianyi Chen, and Georgios B Giannakis. Federated variance-
reduced stochastic gradient descent with robustness to Byzantine attacks. IEEE Trans-
actions on Signal Processing, 68:4583-4596, 2020.

Qi Xia, Zeyi Tao, Zijiang Hao, and Qun Li. FABA: an algorithm for fast aggregation against
Byzantine attacks in distributed neural networks. In International Joint Conference on
Artificial Intelligence, 2019.

Qi Xia, Zeyi Tao, and Qun Li. Defenses against Byzantine attacks in distributed deep neural
networks. IEEE Transactions on Network Science and Engineering, 8(3):2025-2035, 2020.

Han Xiao, Huang Xiao, and Claudia Eckert. Adversarial label flips attack on support vector
machines. In Furopean Conference on Artificial Intelligence, 2012.

Yiming Xiao, Haidong Shao, Jian Lin, Zhigiang Huo, and Bin Liu. Bce-fl: A secure and
privacy-preserving federated learning system for device fault diagnosis under non-iid con-
dition in IIoT. IEEFE Internet of Things Journal, 11(8):14241-14252, 2024.

Cong Xie, Oluwasanmi Koyejo, and Indranil Gupta. Phocas: Dimensional Byzantine-
resilient stochastic gradient descent. arXiv preprint arXiv:1805.09682, 2018.

Cong Xie, Sanmi Koyejo, and Indranil Gupta. Zeno: Distributed stochastic gradient descent
with suspicion-based fault-tolerance. In International Conference on Machine Learning,
2019.

Cong Xie, Oluwasanmi Koyejo, and Indranil Gupta. Fall of empires: Breaking Byzantine-
tolerant SGD by inner product manipulation. In Uncertainty in Artificial Intelligence,
2020.

Jian Xu, Shao-Lun Huang, Lingi Song, and Tian Lan. Signguard: Byzantine-robust feder-
ated learning through collaborative malicious gradient filtering. In International Confer-
ence on Distributed Computing Systems, 2022.

Yi-Rui Yang and Wu-Jun Li. Buffered asynchronous SGD for Byzantine learning. Journal
of Machine Learning Research, 24(204):1-62, 2023.

Haoxiang Ye and Qing Ling. On the generalization error of Byzantine-resilient decentralized
learning. In International Conference on Acoustics, Speech and Signal Processing, 2024.

Haoxiang Ye and Qing Ling. Generalization error matters in decentralized learning under
byzantine attacks. IEEE Transactions on Signal Processing, (73):843-857, 2025.

36



OPTIMAL COMPLEXITY IN BYZANTINE-ROBUST DISTRIBUTED STOCHASTIC OPTIMIZATION

Dong Yin, Yudong Chen, Ramchandran Kannan, and Peter Bartlett. Byzantine-robust
distributed learning: Towards optimal statistical rates. In International Conference on
Machine Learning, 2018.

Kun Yuan, Xinmeng Huang, Yiming Chen, Xiaohan Zhang, Yingya Zhang, and Pan Pan.
Revisiting optimal convergence rate for smooth and non-convex stochastic decentralized
optimization. In Advances in Neural Information Processing Systems, 2022.

Weishan Zhang, Qinghua Lu, Qiuyu Yu, Zhaotong Li, Yue Liu, Sin Kit Lo, Shiping Chen,
Xiwei Xu, and Liming Zhu. Blockchain-based federated learning for device failure detec-
tion in industrial IoT. IEEE Internet of Things Journal, 8(7):5926-5937, 2020.

Banghua Zhu, Lun Wang, Qi Pang, Shuai Wang, Jiantao Jiao, Dawn Song, and Michael 1
Jordan. Byzantine-robust federated learning with optimal statistical rates. In Interna-
tional Conference on Artificial Intelligence and Statistics, 2023.

37



SHi, PENG, YUAN, WANG, AND LING

Appendix A. Proofs of main results
A.1 Proof of Lemma 4

Proof We prove Lemma 4 through constructing two one-dimensional deterministic prob-
lems without any Byzantine nodes, such that any method M € M, equipped with a certain
(Omax, p)-robust aggregator A € A, cannot distinguish the two. Recall that the estimated
fraction of the Byzantine nodes § satisfies 0 < § < dmax < 0.5. In the following proof, we
assume that on is an integer. Otherwise, the conclusion still holds true if we round down
on in the derivation.

In the first problem, the function and the gradient of node i are respectively defined as

fri(z) = {5952 — 6712, i=1,---,0n,

%x2, i=on+1,--- n,

x— 612, i=1,---,60n,

x, i=on+1,---,n,

Vii(z) = {

where x € R. Therefore, we have

n

fi(x) = iz;fu(x) = %aﬂ - 51/2§m and Vfi(x)= ;Z;vfl’i(x) =z — 51/2C.

It is easy for us to verify that fi € F. Assumption 1 is obviously satisfied, and Assumption
2 holds from

S VA ~ VA@I =66 6V 4 (1 - 5)% = (1- 6)¢7 < ¢
i=1

In the second problem, the function and gradient of node i are respectively defined as
foi(@) = fri(@) + aminp"/ 26" %, i=1,--+ m,
vf?,’i(w) == vfl,z(x) + aminp1/261/267 1= 17 s, N,
where 0 < amin < Z;Zl S a@h and {@PD} are the weights in (4). Therefore, we have
fo(z) = fi(@) + ominp'?6"?Cx and  Vfo(x) = Vi (2) + ommp'/ 6.

Again, Assumptions 1 and 2 are both satisfied. Observe that the minimizers of f; and fo
are different.

For any method M € M, according to the update rule in (4), we obtain wéﬂ- = w'ii +
aminp1/261/2c and ’LD% = wli + aminp1/261/2c

Now, we construct a certain (dmax, p)-robust aggregator A € A, which always outputs

wt = U_’i 4 a;inp1/251/2€~ _ U_Jé _ a;inp1/251/2€~’
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given the inputs of either {w];} or {wj;}. To prove that such an aggregator A is indeed
(Omax, p)-robust, we refer to

— a12nin pd = —
lw' — @f|* = TMCQ < apinpdCP(1 = 68) < o >t =@t (28)
t_—t2_a$nin 2 2 201 Pjn o ty2
—H 56(° < 0C*(1—9) < 29
|w" — w5 ||* = 4 POCT < i POC( ) < n Z”w2,i wyl|”. (29)

For the first inequalities, we use the fact that § < dpmax < 0.5. For the last inequality in
(28), we recall that

t m
ZZZa“Vﬁ (Jl)
j=11=1

and

512 — 512 1=1,...,0n,
Vf1,i(x)—vf1($)_{ g51/2 ‘ i=én+1.....n

Then letting o = Z;Zl S alP) ) we have

1 n 1 on 1 n
n Z ||wli,i —wi|?* = - Za2g2||51/2 — 522 4 - Z a2||coM2|?
=l i=1 i=én+1

= a?6¢? (51/2 — 5*1/2)2 +a?(1—86)¢*
=’ [(1 =62+ (1= 6)d] = a®C*(1 —6) > i (3(1 —9).

min
The same derivation holds for the last inequality in (29).

Since the (dmax, p)-robust aggregator A € A yields the same w’ for the two problems,
any method M € M shall return the same z!*t!. In consequence, any method M € M is
unable to distinguish the two problems and the Byzantine error occurs on at least one of
them. For any output Z that is irrelevant with the number of iterations and the number of
oracle queries, we have

max V@) > 5IVAG)I + IV R@)2
_ %( oV 4 %(3} 6V & qunpt2¢612)?
— (- <51/2)2 e C51/2)Oémmpl/2C51/2 ?nln 3¢
= (- (07 + %pl%ﬂ/z)? + afflpé@ > afiinmc?
which, together with ap,i, > 0, establishes the lower bound. [ |
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A.2 Proof of Lemma 9

Proof We prove Lemma 9 via constructing a one-dimensional stochastic problem without
any Byzantine nodes, such that any method M € M, equipped with a certain (dmax, p)-
robust aggregator A € A, will be stuck at z° with Vf(2°) = 2e¢, as long as the number of
oracle queries is insufficient. Recall that the estimated fraction of the Byzantine nodes
satisfies 0 < 6 < dax < 0.5. For simplicity we assume z° = 0, but the conclusion remains
the same for arbitrary z°.

In the constructed problem, all nodes have identical functions and gradients, given by

fi(x):f(x):§x2+26x:E5[ (,€) := £$ 242a], Vi=1,---,n,
Vfi(x) =Vf(x )-Lx—l—?e, Vi=1,---,n
where z € R and ¢ € = C R is a random vector satisfying E¢[¢] = € and E¢[[|¢ — €]|?] = o2
In any method M € M, each node only has access to the stochastic gradient VF(z, &) =
Lz 4+ 2¢ from a given oracle. Note that |V f(0)| = 2¢ > € and VF(0,&;) = 2¢;. It is easy to
verify that Assumptions 1, 2 and 3 are all satisfied.

Given the initial point 2° = 0, if there exists a (6max, p)-robust aggregator A € A always
returning 0, then the output Z of any method M € M is also 0 such that ||V f(Z)| = 2¢ > e.
To avoid such an undesired circumstance, the inequality (3) in Definition 2 should not hold,
or equivalently we must have

n
_ po _
10 — @|* > gZIIwi—wHa (30)
i=1

wherew = 1377 5™ o!VF(0,¢)) and w; = Y%, o!'VF(0,€!). Here we omit the iteration
index ¢ for simplicity. Taking expectations on both sides of (30) yields

n m 2 n m 2
(izzalvmo,gg)> >E ’;Z(Zawvogl iZZaZVF0§>
i=1 [=1 =1 =1 i=1 [=1
L (220&52—26204)
- M i(al)27 (31)

=1

where the first equality comes from the relation between total variance and sample variance
(see Chapter 2.6.1 in (Ross, 2014)) and the second is due to the independence of &!.
For the L.H.S. of (31), we have

[ n m 2
E (; >3 V(o gf)) (32)
=1 [=1

n m

n m 2
—E (;ZZ&IVFOS —%ZZalVf +Zan )
=1

i=1 =1 1=1
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n m n m m 2
(;ZZMVFOQ iZZan ) +<Zalw(0)>
=1 =1

=1 =1 =1

n m m 2
[ZZ (VF 0,6l — 0))2 + (Z alvf(0)>
=1 [=1 =1

o m m 2
<7 N2 2 !
<73l ac (Yo
=1
Substituting (32) into (31) and reorganizing the terms, we obtain

(i) pon—1)o* o
o (ah)? 4€2n 4e2n’
Then from the Cauchy-Schwarz inequality, we have

(Cria)”  pdn—1)o® o <p602>

€2

3‘.-1

m >

Y (ah)? 4€3n  4€en

which implies that for any method M € M, the number of oracle queries must be at least

Q- i” ) to obtain a (0, €)-stationary point. This completes the proof. [ |

A.3 Proof of Lemma 10

Proof We prove Lemma 10 through constructing a d-dimensional stochastic problem with-
out any Byzantine nodes, where d = ©(e~2). The function has a chain-like structure, and
IV f(x)| > eif [x]g = 0. Given this problem, any method M € M, equipped with a certain

(Omax, p)-robust aggregator A € A, must query Q(

) times in expectation to 1dent1fy the

next coordinate. Thus, given 20 = 0, the overall oracle query complexity is Q( o ) Recall
that the estimated fraction of the Byzantine nodes ¢ satisfies 0 < ¢ < dpax < 0.5. For simp-
licity we assume 2" = 0, but the conclusion remains the same for arbitrary zV.

In the constructed problem, all nodes have identical functions, given by

f(@) = fi(z) = i’)’zh( ) with u_% 2, Wi=1,--,n

Therein, h : R — R is defined as

d
h(x) = —V(1)@([z]1) + Y [W(~[a]j-1)@([z];) — ¥([a]j-1)@([a])] with d = {

LA J
j=2

7296¢2

while ¥V : R — R and ® : R — R are defined as
0, a<1/2,

1 a) =
exXp ].*m s a>1/2, —0o0

41

U(a) =



SHi, PENG, YUAN, WANG, AND LING

According to (Arjevani et al., 2023), f; is L-smooth and satisfies Assumption 1. In addition,
Assumption 2 obviously holds.

Below, we construct a stochastic gradient oracle VF'(z, ) that satisfies Assumption 3
for f(x), in the form of

xT

VE(,8) = 155 VH (Z’f) =2 VH (%Q (33)
where

Vit (2,6) = T (141> progy () (£ -1)). (34)

Here, 1 is the indicator function that returns 1 if the argument holds true and 0 otherwise;
the random variable £ ~ Bernoulli(p); prog1 (£) :==max{j =0,1,--- ,d| ]@] > £} denotes

the largest index of |%| whose element is larger than § — we additionally define | x]0|
so as to return index 0 if no other elements are qualified. Note that the constant 2 can be
replaced by any other constant larger than 0. According to Lemma 3 in (Arjevani et al.,

2023), we can show that such a stochastic gradient oracle satisfies Assumption 3, as
E[VF (2,6 = Vf(x) and E[|VF (2,6 - Vi(@)|*] <o

when % = ﬁ + 1.

Recall that z is initialized as 0. Now we construct a (dmax, p)-robust aggregator A € A
with which the coordinates of x are updated sequentially, from 1 to d. When x = 0, the
stochastic gradient oracle defined in (33) returns 0 except for the first coordinate. Thus, for
any method M € M, the elements of all {w;} are 0 except for the first coordinate according
to (4). Therefore, if there exists a (dmax, p)-robust aggregator A € A returning 0 for the first
coordinate but the true averages for the other coordinates, the aggregated w remain 0. In
consequence, the variable x and the output z are also 0. This is an undesired circumstance

since |V f(x)|| > € if [z]q = 0. To avoid this circumstance and discover the first coordinate,

we must have
10 — [@] || > ZH wily — [wh*.

Likewise, given the currently undiscovered coordinate j € {1,--- ,d}, such that [z];; = 0 for
j' > j, the stochastic gradient oracle defined in (33) returns 0 for the coordinates j' > j.
Thus, for any method M € M, the elements of all {w;} are 0 for the coordinates j' > j
according to (4). Therefore, if there exists a (dmax, p)-robust aggregator A € A returning
0 for the j-th coordinate but the true averages for the coordinates j' # j, the aggregated
[w]; remain 0 for the coordinates j* > j. In consequence, [z];; and [Z]; are also O for the
coordinates j > j. As discussed before, this is an undesired circumstance since |V f(z)|| > €
if [x]4 = 0. To avoid this circumstance and discover the j-th coordinate, we must have

10— [@ H2>*lewz —[all? =1, d. (35)
Otherwise, the method M € M shall get stuck in the j-th coordinate.

42



OPTIMAL COMPLEXITY IN BYZANTINE-ROBUST DISTRIBUTED STOCHASTIC OPTIMIZATION

By definition [@]; = 1 Y7 | S ol Vi F (2!, &) and [wi]; = S ol Vi F (2!, &) in (35).
Here and thereafter, we omlt the iteration index ¢ for simplicity. Observe that V;F(z!, &!) #
0 only if [2!];-1 # 0. We denote the number of the sampled {z'}™, satisfying [z];_1 # 0

: Iym 1 1§n m Iy (el gl
as m; and suppose that they are {z'}]" m, Thus, [@]; = = >0 D e m, @ ViF(z', &)
and [w;]; = >, m; oV F (2!, €). Note that because Z] S0 @l > g > 0, there
exists at least one o 75 0 for [ =m —mj,--- ,m. Substituting [w]; and [w;]; into (35) and
taking expectations, we have

E %Z Y VR g (36)

=1 l=m—m;

r 2

> E %52 > VP! 5,)-%2 > VPl g)
=1 \Il=m—-m;j =1 l=m—m;

For the L.H.S. of (36), we have

r 2
1 n m
E ;Z Y. dVF@ELE)
L 1=1 l=m—m;
_ 2
1 n m 1 n m m
=E[{=> D oViFELE) - > alVifa)+ Do alVif@)
L =1 l=m—m; =1 l=m—m; l=m—m;
r 2
1 n m 1 n m m
=E[| Y Y o'VFELE) -3 Y0 a'VifEh ) |+ YD 'V
L 1=1 l=m—m; =1 l=m—m;j l=m—m;
2
1 n m 2 m
= SE(Y Y @ (VFELE - Vi) |+ | Y a'Viseh
=1 l=m—m; l=m—m;
Py @@ 1= (e Y

l=m—m;

where the second equality comes from E[VF(z,&)] = Vf(x), the third equality is due to
the independence of & and the last equality follows from

: El(e—p)?) 1
B[V g) - vareh) ] = (@B (oL,

For the R.H.S. of (36), we have

2

5 n m 1 n m
E(ZS | Y aiFGhe) - - Y alviF@le)
=1 \l=m—-m; 1=1 l=m—m;
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where the first equality uses the relation between total variance and sample variance and

the second is also due

to the independence of 511».

Therefore, (36) becomes

(SHnom, @'Vif ()

2

2
D m—m, (@Vf(2h)) n p nop
Since 1%1” = ﬁ, we have
pdo? pdo? o? pdo? )
> - _ —Q Vi=1,---
™ > 51162~ 21162 aiteen 2 ) =k

Sn—1)1—p 11—
Jp-Yl-p 11-p

d.

Recall that we need to sequentially update to the d-th coordinate with d = Q(LAe™2), the

overall oracle query co

mplexity is Z;lzl mj = Q(%).

A.4 Proof of Lemma 12

Proof We begin with introducing several auxiliary sequences. The first sequence is

—t

h=at 4 (Vg - D)t -2, V=12,

)

(37)

with 20 = 2%, According to the definition of 8 in (17) and the definition of z* in (37), we

further introduce

yt ::xt +B(l,t _ :L't_l)

We also introduce

\/a_ 1(1,25 _xtfl)
Vi+1

—at o Y (- 1)t -0t

:th —|—

q—1
-1 —1
:Li‘t—F(l—L)xt, Vt=1,2,---
g—1 q—1
* 1
A= - )t ve=1,2,-
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From the f—strong convexity of h!, we have

L
ht(zt—l) th* 29” t 1 t*||2 (38)
L L L
:ht* 4 %Hztfl o xtH2 + %”l’t o xt*H2 g<zt 1 l’t,l’t o xt >
1Tt
Therefore, we have
E[f(a")] < E[h"] + o' (39)

< BRG] - B | 1370 = o!fP] + Bl + o

SEUAGO B | E P < | e - ot Bl 4 o

where the first and last inequalities are respectively due to (ii) and (i) in the hypothesis,
while the second inequality comes from taking expectation on (38). Note that the expecta-
tion is conditioned on all random variables prior to ¢t — 1.

Now we bound the first three terms at the R.H.S. of (39). We have

B < 22+ (1= Bl ) - SR o
-1 121 L R 1 R
B =S e v v
B[l - = -

where R! = E[||z* — 2%||?] and R! = E[||z* — z||?]. The first inequality in (40) is due to the
strong convexity of f, the last one can be obtained from the definition of z! in (37) after
simple derivation, and the second one can be derived through

* — * —t—1112
i [
q+4q Va+1
1 2
— _ < > (SC* . xt—l) + \/a (CL‘* _jt—l)
1 1
<1 (1- i e R R e et
q Va+1 q \/E]+1
1 1 x t—1112 1 * =t—1(12
=—" T - +—" T - .
N e I+ ﬂﬂn [
Substituting (40) into (39) and using the fact that ¢ = 5=, we have
% M=t 1 t—1 * ,Lt(\/§ -1) t—1
E[f(z!) — PRt <(1— —)E A 41
) = 1)+ BRSO - Bl - - Y (41)

45



SHi, PENG, YUAN, WANG, AND LING

L—po 1 Ri-1 +L—u0i Ri-1
20 g q+./1q 20 g q+1

— _i IL‘t_l _px L_:uei Rtil
=1 RS e Rt

Further defining a Lyapunov function

1 L—pud 1 R!
St =(1—- —)E[f(a!) — f]+ —. , t=1,2,---, 42
(1= Bl - )+ E e (42)
from (41) we have
1
(1——)"tst < 871 4+ E[ITY) + o (43)
Va
For the term E[IT] in (43), we know that
L . L,, *
Ht——%HZEt—IL‘t H2_§<Zt 1_$t7$t_$t> (44)
L L
— _7||xt . Jit*HQ o 7<x* o £t7xt . xt*)
20 NG
L L
< —gglle =2+ r\@l!ﬂ?* —3'|l[|l=" — 2™
L t tx (12 L * —t12 . 5 s .
<(2yq- 1)%\@ —x|* + 49q\/§”m —Z'||* (using Young’s inequality)

L
< (2v/q—1) (Rl (2" = ht*) + z* — zt? (using 2 > 1 and strong convexit
< @V~ 1) (1)~ K) + g el P (using 207 > & conveity)
L — u6 _
= (2/q— 1) (' (z}) — W) + ———||=* — Z'||%.
V= 1) (W) = h) & g b e = )

Taking expectation on (44), noticing that the quadratic term involving ||z* — z!||? is smaller
than S*/2(,/q — 1) in expectation (from the definition of S’ in (42)) and using (iii) in the
hypothesis, we obtain

E[I] < (2y7— 1) + (45)

2(vg—1)

Substituting (45) into (43), we have

24 -2 4
t < t—1 t _ t
5_2\/6—1(5 +u'+(2v/g - 1)€).

Unrolling the recursion yields

_ t t _ T—1
< () (£ ER)ee)

( 1 t t 1 t—7+1
(1= 57) s+ X (1 JEROEEREN 2
27— 1 | 24— 1
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<(1- \jﬁ) <2 (1 - 2\1[>t (f(2%) = f) +Qi (1 - 2\1/a>t_7 (v —5T+2\/§5T>>
)

1 1 ' 1\
<1-—)(2(1-— %) — ) +4 <1— v" +/ge") |,
(ﬁ)<<2ﬂ>(f()f); ) )

where the second inequality uses the fact that 1 — 5 \/%_1 <2(1-— 1q) and
1 L— ,w9
SO _ - f JJO f* I‘O a2
1 7 1 9
= (1 - — fxO *f* NIyl [ —— CC*J/‘*
( \/(j)( (@7) = F7) + 5( \/Z])ll I
1
<201 - —)(f@%) - f*
( \/6)( (%) = %)
From the definition of S* in (42), we have (1 — ﬁ)E[f(:nt) — f*] < S*. Combining this
inequality with (46), we obtain (18) and complete the proof of Lemma 12. [ |

A.5 Bound of aggregation bias E[||Af]|?]

Lemma 20 Consider Algorithm 1 with the step size n = % If Assumptions 2 and 3 hold,
while « € [0,1], B €[0,1) and 6 € (0,1] satisfy

Xo” = (1 - a)B(0+ B), (47)
1 ab?
X1 2 = o2 1 32 >0,
(L—a)f(6 +5)
1 — xo0p?
1 a0+ 5)

X2 = >0,

> >0,
M ET P T B0+ B) ©
aB?m 2a0?
> 203 1—a)6?
X4 = aﬂ(X1+X2+(1_52)m0)+1_52+( @),
2a0(0 + 5)
> 2a3° 1 —_— 1—a)h?
X5 = aﬁ(X2+X3+)+1_ﬁ(9+ﬁ)+( )0,
with some X1, X2, X3, X4, X5 = 0, then for any robust aggregator A € A, we have
1 (3xapdo? 1 9
Al - 1 6¢* ) . 4
BIIALR < g5 (P (14 gy ) + Sonie (49)
Proof Using Young’s inequality and n = %, we have
_ St Aty ][2
A4 = 25 |8 81 + (8 — ) (49)

47



SHi, PENG, YUAN, WANG, AND LING

2
_i At 1 t—1 B t—
=12 m%:ﬁ aA({s}y) = (1= a)bA({gl )
2
o Bat-1 4+ (1_0‘)92 t—1 t 1
1€EH i€H

2 . _ (1 6> Cn

< 200 s =P e = A S A ) - g et
1€EH

Taking expectation on the first term, we have
8 = 5[ = Ell - a(s" - AUsi}i) + (1 - a)(s' = 8] (50)
< Elas" = A{si ) l” + (1 = a)lls* — 5]
< Efas" — A{si}i)|* + (1 — ) B(0 +5>Hé’f—1 -5
+ (1= )00+ B)IA{g; ") ] Z PP

1EH

E|

N

We first consider the second term at the R.H.S. of (49), which is also the first term at
the R.H.S. of (50). From Definition 2 of the (dmax, p)-robust aggregator A, we have

_ 2 _
Effls - A({siyi ‘ZE I8 = st} (51)
i€H
We proceed to bound IHI >ien Elll5'—st]|?]. Letting By := Egt ge-1 ... eo, from the definition

of st in (11), we obtain

Egie-n[llst — Egte—n [si]11°] = Egte-nBeea [[8(s; " — Egeai[s; 1) +6(gi " = Vily™ I
< Ege-alllB(s — Bge-a[s ' DIP] + 0%,

where the cross term Egt—1 [ﬁ@(sf‘l — B¢z [82_1],95_1 — Vfi(y'=1)] = 0 due to the unbi-
asedness of gffl. Unrolling the above recursion yields
2 2 52

2 4 g2t 0 0712 0 9 )
T+ BBl ~ BIP] < o® +
1

where the last inequality is due to s{ = e o VE(yP, 550’1 ). Hence, for 5t = IH\ >
we have

E[lls; — E[si]|’] <

1€EH 7,’

2 2t
Blls' ~ B1IP) < T + g Bl — BRI
02 ,BZt

2
& (1-p2)(1- (5)nm0 + (1-— 5)nmog

Then for E[|E[s!] — E[s!] HQ] it holds that

|H|ZHE WZWS ST = Elsi ) + 0V = VG

1€EH €M
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< PO D) S mfst =)~ Blst )17 +000 + 812
L=

Unrolling the above recursion yields

] 00+8) o BO+8) 201 _ @07y 12
g e STt SER- B
00+8) . t t 2
< m( + B0+ B)" ¢
Therefore, we have
o SEI = sl1?1 < o S Ells] — B + o Y B(IE( — B[ + 3E{Is* — B
1€EH 1€EH 1€EH
3 1 02 00+08) o
=m (H (1—5)n) =5 VT aet i
n 35% o2 +3ﬁt(0+ﬁ)tC2 (52)
(1 —0)nmg )

Next, consider the third term at the R.H.S. of (49), which is also the third term at the
R.H.S. of (50). Using Definition 2, we have

E[JA(g ")) - WZ”II WZ L (53

1€H
O Bl - VA 4 VA - VI VI - o Y6

|H| Py =

3pdo? 1 9
< 1 0¢*.
S = <+(1—6)n>+3p<
Substituting (51)—(53) into (50) yields

& )2
E[|ls - 5| (54)

< (1= a)B(O+ BE[I3 — 5717

3pdo? 1 ab? aB?m
+— <1+(1_5) ><1—B2+(1_a)9(9+ﬁ)+ o~ >

+ 3p6¢? <049(9(+5)ﬁ) + (1 — )00+ B) + ap'(6 + B)tm>
3pdo? 1 1 af? (1—a)0(0+ B) aB?m
= <1+ (1—3d)n (1—(1—(1)5(94‘5)1—52 - (1—=a)B(0+p8)  (1-p%)mg
1

ab(0 + ) (1—a)8(0+5)
#9000 (T T A B T e )

3pda? 1 af®m 2
< - <1+ (1—5)71) <X1+X2+(1—[32)mo) +3p0¢" (x3+x2+1).
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Here, the second inequality uses

t—1
T RT T 1
;<1—a> B O+8) < T 5
ZﬁQtT /617'0_{_ﬁ B%Z (9_{_5)
52
— BQtZXE < BQtZﬂ—QT < - _52’
=1 =1

and

D BTO+A T o) BTO+B)T <BO+H) Y (1-a) <~

=1 =1
Substituting (51)-(55) into (49) and thanks to (47), we obtain the desired result. [ |

A.6 Bound of stochastic bias E[||AL||?]

Lemma 21 Consider Algorithm 1 with the step size n = % If Assumption 8 holds, then
we have

6252
Al 55
E[|a]%) < T2 (55)
Proof It follows from n = % that
-l 1 = ’
E[|AS)P] ==5E ||| V@) - o VR e )
e i &5
- 2
1 _ (t—1,0)
ZE || S VA - VA e ™)
“2% | | 2 Fiim ZHZ
E ||Vt VF““’H]
i 2 2 [ T
which completes the proof. |

A.7 Proof of Theorem 15

Proof For notational convenience, in this proof we define z, = z(p), €, = €(p), T, = T'(p),
and m, = m(p) for all p > 1. We consider two cases, o = 0 and o2 # 0.
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The proof sketch is as follows: 2Algorithm 2 performs P calls of Algorithm 1 to achieve
E[f(zp) — [*] < €4+ O(pd¢?) < & + O(p&CQ) In the p-th call, Algorithm 1 starts from a
point z,_; satisfying E[f(zp—1) — f*] < ep 1 —|— O(pd{z) and then generates a new point z,

satisfying E[f(z,) — f*] < 612) + O(pd¢?) with e =35 12) 1, ensuring the desired convergence.
To be specific, in the first call, we set
32 1 1
2 2
5(1 .
T (3 U= <1—6>n>" (56)

We run Algorithm 1 with m; = 1 for T} iterations, where

2 P2
lemin{mmog2 ) royiiog 128 w} (57)

2
When e} < 57, we have

412 R? 4L
= [2v/klog 2R | and P:max{{logQ 61-‘ ,1} =1.
€
Therefore, by Theorem 13 with a = 0 and # = 1, we obtain
E[|Vf(20)ll] < EB[V2L(f(z1) — f*)] < 2V6K'2p"/?612¢ + .

It means that z; is the desired % that satisfies (24), and the required oracle query com-
plexity is mqT17.

Otherwise, when €2 > %, by Theorem 13 with o =0 and § = 1, we have x4 = x5 = 1
and hence E[f(z1) — f*] < €7 +48u~1p6¢?. Now we set €3 = Je7 and increase the batch size
to ma = 2m;. Then using Theorem 13 again, we have

15
E[f(22) — "] < 2 (1 _ 2\1%) E[f(21) — /7]

4 ([ 3pdo? 1 o? 9
+16u ( o (1+ a _5>n) + A= 0ynm, + 3pd¢

1 T> 62
<2(1-— 2 1481 8¢ + 22 4+ 48 L pac2.
_< 2\/E> (€1 + 48~ pdC%) + - + 481" pd¢

With Ty = [2/k log 8], we have E[ f(z2) = f*] < € +48(1 + 1)p 1pd¢?. Similarly, in the

p-th call, by setting e ; 12, 1 my =2my_1 = 2P~ and T, = [2y/klog 8], we have

p
E[f(z) = [*] < e +48) 4" Pu"ps(* < e + 64p~ " pd¢>. (58)
j=1

Letting p = P in (58), we have

E[|V£(zp)Il] < E[V2L(f( /)]
< 128/1p5§2 + 62
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< 8V2kY2p12512¢ 1

Moreover, the oracle query complexity of the p-th (p > 2) call is upper bounded by m,T), =
2P~112,/k 1log 8], which results in the overall oracle query complexity

O | 2v/klog

arrrr &
o+ 27 '[2¢/klog8] | with P= ’710g2
€
p

4Lﬂ
=2

€2

to reach e% < % thanks to €2 < €2 L. With elementary calculations, the overall oracle query
complexity can be rewritten as

AL?R? 1 1 o?
2/k1 12843/2 1 -
@) ( vk log ot 8k (3p5( + a —6)n> + a —6)n) 52> , (59)

which completes the proof. |

A.8 Proof of Theorem 16

To prove Theorem 16, we summarize the update rules in Algorithm 1 as

3 = aA({Bs! ™ + 0617V )) + (1 — a)Bs'™" + (1 — a)0A{g! Yy,
e 7]§t
yt — gt +5($t _ xt—l)’

which further indicate that

ot = ot + Bt — 2t 1) = ot — st
— 2t — st —nBs
— 21— pBa! 4 nBstl — st — nBat
=y (1 +8)8" =B =y =,

with p’ := (1 + B)3' — 35'~1. Before proving Theorem 16, we give two auxiliary lemmas.

Lemma 22 Consider Algorithm 1 and suppose that Assumption 1 holds. Setting € [0, 1]
and n < %, for any t > 1 we have

E[f(y)] < f(y') - gHVf(?f_l)H2 +nE[[le']|*] + nE[llp* — 21 (60)
where &' :=p' — Vf(y'!) and pt := (1 + B)5" — B~ L.

Proof By the smoothness of the function f and the server update, we have

2
1) < Y — (VI + P

<Y =0V I + 26
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FG + 2l = VI - IV
= F@ Y + e = 5+ 5 = VAW OIP - LIV
f

_ n —
W' +alle 4 nllp" = p1° = IV

Taking conditional expectations on both sides yields (60). |

Lemma 23 Consider Algorithm 1 and suppose that Assumptions 1-3 hold. Setting 3, 6
and 1 such that B =1—-12Ln >3, 0< 60 <2 and (1 — 0 — B)* < x6(1 — B)?, for any t > 2
we have

Bl <gBe ) + 2D o g (61)
3 oD 50202
+(12X6+§)(1_/3)”Vf(y )| +m-

Proof According to (11) and the definition of p' := (1 + )8! — B5'~!, we have

B_t 1 (1+B)_t ﬁgt 1 ,B_t 1
=ps' +0g"" - pp!
— ggtfl _i_ﬁ(/@gtfl _i_egtfl) /Bptfl
=0g"" +p(Bs" " +09'"") — B(Bs
Q(tl—l—ﬂ(tl §t2)),

+ egt—Q)

where g' = ﬁ > ien 9t Therefore, according to the definition of 5, we have

Ele'|* = E|p' = V("I
=E||pp" " +0 (g + 85 - 37) - VIETHI?
=E|B(@" - VI(y'?) +0(1+ ﬁ)(g LoV =083 = VYT?))
- B(1 - 9)(Vf( D=VIWT)+0+8 -1V

S 7| R )L [ A A O

v HQﬁQHQH ~ VI + 287 0P+ ) VAT - VG
+2(1=0- B+ IV £ VI )P

25)Il‘t VTP + 020+ 89 - VI

12

+9252Hgt VY 2>H2+—5<1—9 BRIV ()P

(B = 0 +2(1 -0 - BV I = V)

< g+ L

1—ﬁ
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56202 12
B+ g T 15— 0~ OIS

(B -0 +2(1 -0 - B £ £ V)P

50202 12
Bl + g T T g0~ OISR

(52(1 =02 +2(1 -0 B)*)Blp"™ =P+ 3l P+ 31V YT

Tz
54L2 2 56202 54L%n?

Ellet—1)2 t—1 _ —t—12

( Bl e+ S - )

! (2X6(1 = B2 +9L%0?) |V f(y' )P

1,—-5
S IBEHét71H2+ 3(18_/8)

1-p

<P+ —

6L2 2
1—-6
§ﬂ2(1+—1_ﬁ

2
6L2 2

It =7 + (26 + D)1 - DIV DI+ T
8 (1—¥8)nm

Here, the second to last inequality uses
(1-0)<1, (1-60-p)" <min{f% xs(1—-5)*}, - <B<L

The last inequality is due to f = 1 — 12Ln. This completes the proof. |
Proof of Theorem 16 Multiplying (61) by 175 and adding it to (60) yield

BLF)] + 1 5Bl ) < £ - gnww*)nz +mE(lp - 1) (62)

nB e 3n IR
+ T35 le=1% + *E[Hpt T

502 2
+ (12x6 + >n||Vf<”>||2 T_°

—B(1—=486)nm’

For the term of E[||p* — pt||?] in (62), applying (55), we have

B’ — 5I) = E[)(1 + )3 — 55 — (14 8)s + 5P (63)
<2(1+ B)’E[||8" - 5"|%) + 26%E[|3" " — 5"
5 2 2
Smpa<L+OEWJ(m+m+uf%$%>+%w@WerH%

m

Substituting (63) into (62) and rearranging the terms yield

BIF) — 1+ 12 5Bl + (12x + BV A6 I (64

3
mE[HéHHQ] + (12x6 + g)nEHIVf(yt‘Q)IIQ]
1 562 2
—(8—Hm>mvﬂf”ﬂﬁ+1_%u_%mm
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42npdo? 1 aB’m 9
1 —_— 42 1).
+ m + (1 — 5)TL X1+ X2+ (1 — 52)?77,0 + 42npd¢ (X3 + X2+ )

Summing over ¢ from 2 to T and also rearranging the terms, we have

T
1
Loy ) IV A (65)
tz:; (8 X6> y
< TEIG) - )+ T 5B + (123 + DE(IV GO
d 562 1 afB’m o?
> ((1 T (” @ —5>n) <X1 ety —52>mo)> m

+) 4205¢° (s +x2 + 1)
=2

For the second line in (65), using Lemmas 22 and 23 with ¢ = 1 yields

CEB[1) - £+ 5Bl P+ (12x + ENVS 6O (66)
< (060 = 1)+ (14 125 ) BRI + Bllp' - 5171+ (120 - BNV GO

1 0+ B2+608)2  o? _
<A T T E[lp' - p'|]

F(2x — ¢+ 0+ 6+ 05~ DEIVIGOI.

Substituting (66) into (65), with & —12xs — (6 + 82 + 63 — 1)2 > x7, we have
T
Y Vi
t=1

T
<Y (5120 - 0+ 8 40517 ) 91641
t=1

1 0+p2+08)?2 o2 T )
< ZA E 4200 1
o + 1-p (1—5)nm+f:1 pOC™ Ds +xa +1)

2

+ZT:( j—a) *42”(”(1_15)”) <X1+X2+(1§5;:;W)>)(;7

t=1

where the last inequality comes from (65) and (66). Consequently, it holds that

1 T
72 IV (67)
t=1

1 (1 +1(9+ﬁ2+05)2 o2

< - = il 2
(nTA T 1.5 A= 6)nm +42p6¢" (x3 + x2 + 1)
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(oo () (oo 0 255)) )

Setting 1— /3 = 12Ln, since 6% < 2(1—0—B)2+2(1— )% < (2x6+2)(1—B)?, 0+ 5% +68 < 2,

X1+ X2 = O(Ln)v X3 = O(l) > 07 mo = L%Q? and X7 = 6(1) > 07 we have

0.2

T
;; IV hI? < O(an(A + m)

(o () o ”(Kz)

Setting the step size

A+ L 152 nm 1
) = min 1 = 1 Lo?  24L |’ (68)
T ((175)71 +p0 <1 - (175)11)) e
with m = O(1), we obtain
T
1 b1\ 112 LA +02/n 1
- < 5) o2
T;I!Vf(y ) _0<\/ - T TP )°
LA o2
i R 52
+ T + n + po¢ ):
which completes the proof. |
A.9 Proof of Theorem 18
Proof For any v=1,---,I', define an auxiliary variable »7* = arg min f”(s). In view of
the strong convexity of f7, we have
* L *112
F1G) 2 1G77) + e =] (69)
L
= PO+ P06 = 6 + e =P
L
= f(7) + Ll = 7P+ f1G7) — f1(7) + e~ e
Setting = »”7 in (69) and summing it from v =1,--- ,T", we obtain
L r
2SN =P < () — 6. (70)
y=1 v=1
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Similarly, setting = 57! in (69) and using f7(3771) = f(3771) yield
L
PG Z fG) + Ll =20 P 4 f1(07) = 106 + Sl =

Summing the above inequality from v =1,--- ,I', we obtain

T
D3 (o7 = 54 g1 =) 0 = S62) 4 3D ()~ £16).
v=1

Due to the optimality of »7*, we have
0=V[1(7) = Vf(57) + 2L = 5771,

which, together with (70) and (71), further implies

ZHW G2 = ZHW (37) = V() + V()2

T
<2 Z IVFG) = VGIP+2) V6P

y=1 y=1
r r
2L |[s — P 8LE Y |57 — P
y*l y=1

< QOLZ (F1(57) = f1(37%)) + 16L (f(5°) — f(507)) .

y=1

(72)

Now we bound the term f7(3Y) — f7(37*) in (72) by induction. Following the analysis

from (58) to (59), we know that to achieve

2 2
64p6¢
Rl L) — L) < €
16 = 116 < o7+
the oracle query complexity of Byrd-reNester is at least

02
+ 7680V/3 <3p5(1+ i —1(5)n) + g _15)n) 2

36LA
Sl < 2\/3 log D)

because k = 3 and Lipschitz smoothness constant of f!is 3L. Suppose that E[f7~1(3771) -

fw—l( 1)*)] L + 64p5< , we have
2 5 2
BIf (7] <EL7 6] < B0 4 2 B
2 2
SE[f(:72) + o + )
and hence ) 6152
B () < F60) + (v = Doz + (7= 1) 22
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Using the analysis from (58) to (59) again, for any v =1,--- ,I" we obtain that

2 2
BI/T(1) — P10 < o + 200

with oracle query complexity

5. < 2v/F1og LA 1) PG | 768043 <3p5(1+ )+ 15)n>02
2

€2 (1—-0)n

36L(f7 (1) — f* 1 1
< 2v/31og LU (}22 ) f)+7680\/§<3p5(1+(1_5)n)+ )‘72

36L(F(50) — J* + (v — 1) oy + (7 — 1) 2204

< 2v/3log

+ 7680V/3 ( 3p5(1 + ! ) + L -
P (1-¥6)n n) e’

Combining (72) and (73), we have

r
2 v sy < 2 ZE FI6) = PO+ 12 (F68) — £62)

’1 \

€2 16L
< 5 + 1280p5¢% + —

— (fG) =17

With ' = [32L (f(5") — f*) e 2], the oracle query complexity is

LApaa LAc® LA LA(I+ poc?)
< = J— I S e e
ZS S = ( a T (1 —0)net T log €2 ’

which completes the proof.
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